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Suspicious Transaction Reports Statistics (Year 2014)

as compared with year 2013.

75.6% of total respectively.

investigation.

e The total number of STRs received by GIF in year 2014 increased by 13.6%,
e STRs received from financial sector and gaming sector constituted 24.3% and

e A total of 163 STRs were sent to the Public Prosecutions Office for further

Number of STRs 2014 2013
From Financial Institutions 441 457
and Insurance Companies (24.3%) (28.7%)
From Games of 1,370 1,138
Fortune Operators (75.6%) (71.3%)
From Other Institutions ! 0

(0.1%) (0.0%)

Total 1,812 1,595




SRR A = EN (SRESE) E=t+=8
Financial Intelligence Office Newsletter for Financial Sector Issue No.13

B Rt 28— JE TS

EIE=]
FRZR A m] B HOREAE A 5] R N M e
Wi TR - IERFIEEARARE
EHVRHE > RS TERERERSE »
EREREARER S - IHh > —&3E
ZR IR S AE A [E] I 2/t e e A $

» M R T R P B S A 2 R
5 o RAMisHEE LI R AR D2
BUN S BRI - TR AR &
S EENE ARG R S E) -

IR FIHRRERY E 2

FIRRAERER IS « =80 b~ 5 ~ ttEEAEEE Y - EER TETHE
fUAERIEY “FEH MEOLAVAAN ~ FRERL DRSS - WA Rl H B LR e u(E
FARKIA -

Pl 2 iRy

JeE\Pg m] LA E B f MR B 0 _E B B Y 9B 5 [ B (R + 5985 =T%) - R A
PSP S B S TR SR M SR A (B BB A T > T 99RE e S VAHYIEZ A
e ] gty B T E R > M ERRE R X EE AL — A &4
HYFEZ AR - IR IR AR R G A M SR -

REEVIFEEL > e ERAYIE R R A TAIRE

o |EFE B EE - BEEE - gk HEREFE X

o KEMBIFHFINZEERAN TEENHE - BEIEIERAI
B A DR TEEHHELE - SOR R AR RS
&g HEMARESZ DT AR ERE SR e -

ARy R AR R S AR B T -

o FEMBHEEMANE

o B EHAMNE (BRI SR B A B
o DIFEELIBF KR SHTH R

* BEM@mIZACIRECH

o BB RETSANEEEE




SRHEOR A R (SRR B+=m

Financial Intelligence Office Newsletter for Financial Sector Issue No.13

BRI AR R

1A 2014 £ > ERFIESECAVIERFIREILA 6,728 [ > B2 2013 FECLERMENN 9.5% - FERFIIHREf#
IRERIN 5 R H B A EER > Eloaks - %2 b B - EE 5T #E

KEASE > EEE « BERCSUEERIIER AR H & S EUEREE 60% » 549T 6%HYIE
ZAB R BR AR - BSR BRI RO LA E R PR R IR ESE - BH
HAB RN REEERARBEMEGIIER -~ F3 > ERPEkPEEE) -

HAl - —E RS E IR AR R Z BIFRHSRAVRE - N SRS B oS (077
P08 S TR ED) - BB REMOEANS K 263 HVHIIR R At £ LUREE - [FI48

- BiHE M ESGEPUETIEE - E PRSI E R SRR - AEEE AR
W ZHRE KIMEGRE AL - —EEHHY - JEE RAVESSZIEERIR R AIIRER e A A4
R I EFRETHEENE N TR TS ERER - AR - SRIEIES TS M
JE\B G (7] 28 FATF BY'E J74805 http://www.fatf-gafi.org/) 38 S HIIE 22 RIS THF GRS 22 > T
T2 PR 2 B R\ ek TR e B ek M

ST 39 E A FA S ST B R B R A I

TR R ROt ST R P8 RSO R E RV - S DUE R Ry AT R R B R 2R A
R E > HETIRE SRS IE e a2 R R R0 - SFTA R E A%
B SR FITR BLAARTS) - MHEL - SRR IE S BB TR AR FIEAE S B AT AERY
TR AR R B ) M 2 Y R B R R M

SR A s e e s s = S b A e A = e
B RSB E AN PR I R SRR R - JEUEERTRRAVE AR FEkBIE R - Bl -
o HARARTE

o BRI L HIARE SO

o FIERBITEHRAVHEER

o BERUWCIHYZAERN (RfEEAZ 2 N\HVERD

o FR/EFEIRFIIE NS EEIH M

* FAFHEAY B - SEHREI TR LB EEHE))

) fﬁﬁﬁﬁﬁ?%ﬂ@i&@&%ﬁﬁfﬂﬂF@*UT%%*%EZ%E?&E%% ESRPE e

—IER AR PR R U A RIS B - PRy NE(E S ME AR
%~ BTAEE AR 5ED) - SUREEE VR © $tHZER FARIGREIE
RBEL - HEEE
s BEEHNY  EIRGHSUTEILRER/E TR - JH A S (S m RIS
o JFSIMTIRAR AR B o b o sl = R B 5 AT RS R & A - WA E B 22K
TR |
o JEEN e Sy RBED DIERIER AR F N E BRI & e R H ey
EAHE - TEHEFIIIREH BRI IR -

—O—FH&EHA 3 May 2015




SR FESR A R (SRR

Issue No.13

Financial Intelligence Office Newsletter for Financial Sector

International Trend — Non-profit Organizations

Introduction

Non-profit Organizations (NPOs) may be vulnerable to
abuse by terrorists for a variety of reasons. NPOs enjoy
the public trust, have access to considerable sources of
funds, and are often cash-intensive. In addition, some
NPOs have a global presence that provides a framework
for national and international operations and financial
transactions. Terrorist organizations have taken
advantage of the characteristics of NPO that may be
subject to minimal or no governmental oversight to
infiltrate the sector and misuse NPO funds and
operations to conceal, or support terrorist activity.

Definition of NPO

A legal person or arrangement or organization that primarily engages in raising or disbursing funds for
purposes such as charitable, religious, cultural, educational, social or fraternal purposes, or for the

carrying out of other types of “good works”.

Risk of NPO

Risk can be defined as the potential for harm as a result of a threat exploiting a vulnerability (Threat +
Vulnerability = Risk). The threats facing NPOs in the context of terrorist abuse are individuals or groups
who support terrorist organization, while the vulnerabilities are a legitimate NPO be exploited by
internal or external individuals, who put the organization at risk; or an individual may create an
illegitimate NPO, which put the NPO sector’s legitimacy and reputation at risk.

—O—HHEHA 4

It is found that the NPOs most at risk appear to be those that:

® are engaged in service activities, including housing, social services,
education and health care , and

® operate in close proximity to an active terrorist threat, which refers to an
NPO operating in an area of conflict where there is an active terrorist threat,
or to an NPO that operates domestically, but within a population that is
actively targeted by a terrorist movement for support and cover.

Some examples of risk indicators of NPOs are as follows:

® Financial reports are not clear and confusing

NPO funds are transferred to entities not associated with declared activities
NPO transactions are structured to avoid transaction reporting

No documentation on use of funds

Little or no history of legitimate charitable activities
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NPO Sector in Macao

In 2014, the total number of NPOs registered in Macao were 6,728, which increased by 9.5% as compared with
2013. The registered NPOs are classified into different categories by their stated objectives and purposes, i.e.
Sports, Charity, Culture, Profession, Employer, Labor, Education and Others. Among them, Sports, Charity and
Culture accounted for almost 60% of NPOs in Macao and about 6% are religion-related NPOs. In terms of the
religion-related NPOs, Christian, Buddhism and Catholic are the most popular, while other religions are also
found in Macao (e.g. Taoism, Confucianism, Baha’i Faith and Islamism).

Nowadays, charitable NPOs become the main concern from international organizations as they are easily availed
to facilitate terrorist activities or abuse by terrorists. In Macao, since most of the NPOs with charitable purposes
are functioning in the form of school, native associations, fellowship activities and schoolmate associations, etc.,
their risk level in terms of terrorist activities are considered relatively low. However, with the increasing number
of tourists and expatriates, some new and uncommon religion-related NPOs are emerging and their activities are
of great concern by western countries. Therefore, from financial institution’s perspective, ongoing monitoring on
those NPOs with transactions connected to high risk regions (refer website of http://www.fatf-gafi.org/) should be
made and risk mitigation measures be implemented based on the risks identified.

Risk —based approach for NPO sector

Financial institutions should effectively implement AML/CFT measures, and apply a risk-based
approach in dealing with NPOs, but this does not imply that financial institutions should avoid risk
entirely (e.g. refusal or restriction of services provided to entire classes of NPO). Instead of refusing
services, financial institutions should take into account on a case-by-case basis the level of ML/TF risk
of individual NPO customers and apply adequate risk mitigation measures.

Guidance for financial institutions on providing financial services to NPOs _

When establishing a business relationship with a NPO, financial institutions should collect the basic required
customer identification information, such as:

Organizational structure

Valid registration document issued by DSI

Articles of Association published in Official Gazette

Funding and disbursement criteria (including basic beneficiary information)

Identification documents of directors or authorized signatory of accounts
Purpose of account opening (e.g. fundraising or administrative fund movement)
Understand the geographic locations served and any affiliation with other NPOs or groups

NPO accounts that financial institution considers to be of higher risk for illicit activity are those operating or
providing services internationally, conducting unusual or suspicious activities, or lacking proper documentation.
Enhanced customer due diligence for these accounts should include:

® An updated certificate issued by DSI should be obtained whenever there is change in management board,
constitution structure or activities;

® For overseas NPOs from high risk countries or cross border movement of funds with high risk countries,
verification of the source and use of funds is necessary;

® Adequate CDD measures should be in place to ensure that funds collected in NPO accounts for charity
purposes are used for the declared fundraising purpose especially when NPO accounts are opened to collect
funds from public.

—O—FH&EHA 5 May 2015
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Several companies under the same group opened bank
accounts on the same day with the same registered
address in Country C. Soon after the accounts were
opened, numerous remittances over several million
dollars were received from Country D and the funds
were subsequently used to issue cashier orders to a
casino. All the cashier orders were used by third parties
in Junket K. Later on, Staff A of Junket K deposited
large amount of cash into the bank accounts of Staff B
and C, who then used those funds to buy shares of the
same listed company on the same day.

After analysis by FIU, those companies from Country C
were shell companies and they were used to transfer
funds across borders. Besides, the beneficial owner of
the listed company and one of the shareholders of Junket
K were the same person. It is believed that the staffs of
Junket K were used to boost the share price of the listed
company, and therefore the owner of Junket K could
benefit from it.

Case 2: Money Laundering through debit cards and Automatic Teller Machine (ATM)

In reviewing the ATM transaction records, the bank
found that some unknown individuals had been using
over hundreds of debit cards to withdraw money from
the ATMs at various locations within a certain period of
time. Usually, the suspect use different debit cards to
withdraw cash continuously at one location and the
withdrawn amount ranged from HKD2,000 to
HKD10,000. All the cards were genuine as all the
transactions were completed successfully. The bank
then reported the case to the FIU.

After analysis by the FIU, the debit cards were mainly
issued by banks in Country A. It is believed that the
debit cards were applied by different individuals in
Country A. Criminals deposited funds into each of these
cards’ account and used this channel to transfer illicit
funds between jurisdictions.

—O—H%HA
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Red flags:

® Use residential address, instead of commercial
address, as the companies’ registered address and the
shareholders of the companies were interrelated;

® The investment capital were deposited by third party
just before investment were made;

® The investment amount was incommensurate with
the staff’s income, they focused on investing one
listed company only and within a short period of time.

Recommendations:

® Risk-based approach — Significant amount received
from overseas shortly after the companies were
established, enhanced CDD should be applied to
ensure reasonableness of the transactions with its
business nature;

® Enhanced CDD should include: understand the
corporate customer’s background and purpose of
account opening, verify the identity of management
board of the company, frequently update client’s
profile, regularly review the accounts’ transaction
pattern and request senior’s approval for high risk
transaction.

Red flags:

® One or more individuals continuously use different
debit cards to withdraw money from ATM within a
short period of time;

® Debit cards were applied by straw man in other
jurisdictions;

® ATM might be used as a tool to launder money as
illicit funds could be layered, through deposits and

withdrawals by different people at different
locations.
Recommendations:

® Financial institutions should have frequent and
adequate triggering system to detect any irregular
transaction patterns in new payment methods (e.g.
ATM, credit/debit card, etc) ;

® Through the daily news provided by media, financial
institutions should observe any new trend on cross-
border transfer of funds used by criminals and
establish proper mitigation measure accordingly.

7 May 2015
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EE=. FIAJELFIEETESE Case 3;: Money laundering through Non-Profit Organization

M A BT —(ESRTIE B FSRE N 448 BEEFSy%  Mr. M opened a bank account and nominated Mr. N as the

o=, - i v A authorized signatory of the account, Mr. N declared that he
FEA - MICERIBTE B BIREBEREFIESR - MR engaged in social welfare business in Country B. After account

B P& UNE] XYZ iRFE AR A EIRE B BlE ARVAETT was opened, Mr. M received a remittance of HKD 1 million

100 EZ0E » SAEER HIBREER®R - (EFFaRyE  from XYZ Services Limited in Country B and claimed that the

kN o . funds would be used for business purpose. However, all funds
NN S \IE AT R R i .
SERRH N SRR DI U were then withdrawn in cash by Mr. N.

e MRl ERAA ST EIY IS SREUR - XYZARIEH  With the intelligence received from foreign FIU, it was revealed
PN B B —F 2840 > I MN (LB A AGFR/A\ S5 that XYZ Services Limited is a charity organization, which was

. = d S owned by MN Nominee Limited. Mr. N was the director of MN
A > i N SRR MN R SIRAFHES Nominee Limited. The bank accounts of XYZ Services Limited

XYZ e AMRA F1E B BEIRYSRITHE S K EFISE  in Country B involved large amount of suspicious transactions.
5 ISR MBI R E0E R JE R &4 1t was suspected that the donation received under the name of

-, 2y g ... the charity organization involved illicit funds and Mr. N
T N 542 R 285 2R e 56 =TT IR PR T laundered money through NPOs and third parties’ accounts.

BEEE. Red flags:
o JEA IR PSSR A E S ® Conceal illicit funds with the donation received by NPOs;

; o ¥ A ;s ® Use third party’s account for cross border movement of
o FIF& A = e ) . .
MIFRISARRERAE =70k = TR SR R funds with no apparent relationship;

> =] DI i B 4k B 24 5 y . . ; i
* ERREALE SRS A A5 ) ® Use nominee company to hide the ultimate beneficial owner.

= 5= 8 Recommendations:
* SRIMRSIEN TTSEiBskE Tt (L% =%z e Financial institutions should apply enhanced CDD and
HERENHSEEE » THX SR IEENES obtain background information of any suspicious

counterparties involved in donation, especially for cross

9 .
| border movement of funds;
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* BRMMSERIIBENE S RRELISEUER o Adequate CDD measures should be in place to ensure the
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B o raising purpose as declared by the NPO.
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S CLE SRR GIF presented in AMCM AML/CFT Seminar for Banking and Insurance Sector

ernment
Address: Avenida Dr. Mario Soares,

Nos. 307-323, . GIF was invited by the Banking and Insurance Supervision Departments of AMCM

Egéfgrl%aﬁanco da chine. to present in “The 9™ Annual Seminar on AML/CFT” for the banking and insurance
Tiall %23?3852 3666 sectors on 1.6 April 2015. There were about 170 participants attending the seminars.
E?rﬁa", i(g%%g?%% SZZ The objective of the seminars was to enhance the professional knowledge of
Website: http://www.gif.gov.mo participants on AML/CFT regime. GIF introduced to the participants about STR

If you have any suggestions and enquiries  gtatistics, recent trends and typologies of money laundering cases, as well as the

on this newsletter, or like to have more g : .
copies, please feel free to contact GIF. progress of National Risk Assessment Project of Macao SAR.
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