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Debit Card Scheme

Mr. A, residing in Country C, visited a casino in Country D
frequently over the past 12 months, and bought gaming
chips for a total of $3 million paid in cash and by debit card
during his visit. A financial institution reported these debit
card transactions to the FIU.

Based on the transaction pattern of Mr. A, it was found out
that he purchased large volume of high value goods in a
retail shop right outside the casino, shortly before each of
his visits to the casino. Further investigations found out
that he received casino chips instead of goods indicated
on the receipt issued by the shop. None of the chips was
put at risk, and Mr. A cashed out the chips shortly after.

The FIU later found out that his account had been ex-
tremely active: it had been overwhelmed with frequent
transfers from companies and, in particular, with many

cash deposits. Intelligence revealed that the spouse of Mr.
A ran a business in Country C and maintained under-
ground banking links with organised crime in Country C.

Red Flags:

- Frequent visits to the casinos but with little or no gaming
activities;

- Cash out chips with no previous buy-in records;

- Perform mainly cash out transactions.

Recommendations:

- Identify customers in chips conversion of large amount;

- Front line cage staff of casinos should verify the source
of chips for chips redemption of large amount;

- Casinos should carry out regular and timely review of
chip purchase / redemption records to detect whether
any persons are frequently redeeming chips but without
any previous buy-in records.

Credit Card Scheme

Mr. F was a senior official in a charitable organisation in
Country Z, that carried out charitable activities and re-
ceived donations from different countries as well as the
local public. His spouse, Mrs. F, claimed to be a house-
wife, had applied for more than 10 credit cards from dif-
ferent credit card companies. She frequently visited the
casino and purchased chips using her credit cards, but
only a small amount of the chips were put at risk, and the
rest were cashed out shortly afterwards.

Mr. F was later arrested and sentenced in Country Z for
money laundering. Evidence showed that he had close
connection to the local drug syndicate, and received low
denominations notes from local drug dealers which they
alleged to be donations. He then deposited those drug
money into his wife’s credit card accounts, and used the

money to purchase chips in the casino.

Red Flags:

- Purchase casino chips using credit card;

- Purchase and cashing out casino chips / plaques with
no gaming activity;

- Use of multiple credit cards to purchase casino chips;

- Chip cash out is same / similar to chip purchase.

Recommendations:

- Unlike debit cards, every credit card should have a credit
limit. Casinos should be alerted if a patron purchases
chips using multiple credit cards, or the purchase amount
exceeds a reasonable credit limit (meaning the card
holder must have transferred fund into the account be-
forehand). Thus casinos have to carry out enhanced
CDD measures and trigger suspicious transaction re-
ports to FIU if the transactions are deem suspicious.

Structuring Low Denomination Notes

A group of persons entered the casino and purchased
chips with low denomination notes and cashed in amounts
below the reporting threshold. There were no gaming
activities involved and the group were seen leaving the
casino shortly after the chips buy-in.

The group then passed the chips to an individual who later
entered the casino and cashed out those chips without any
gaming activities. Further investigations revealed that the
individual was in fact the leader of a drug trafficking syn-
dicate, which sold drugs in smaller volume to teenagers
across town.

Red Flags:
- Use of different third-parties to carry out cash buy-in

transactions just below reporting threshold;

- Cash handed to third party immediately after buy-in;

- Cash out chips with no previous buy-in records or any
gaming activities record;

- Perform mainly cash out transactions.

Recommendations:

- I[dentify customers in chips conversion of large amount;

- Front line cage staff of casinos should be aware when
there are frequent chip purchase with large volume of low
denomination notes within a short period of time;

- Casinos should carry out regular and timely review of
chip purchase/redemption records to detect whether any
persons are frequently redeeming chips without previous
buy-in records.
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International Trends and Developments — Credit/Debit Cards

We have discussed some of the common money
laundering methods pinpointed in the study jointly
carried out by the Asia/Pacific Group on Money
Laundering (APG) and the Financial Action Task
Force (FATF). In this issue, we will continue to take
a closer look at the next two methods - ‘Credit /
Debit Cards’ & ‘Structuring’.

Laundering proceeds from stolen credit cards

Some casinos allow customers to purchase casino chips using credit cards. The casinos usually have control sys-
tems in place to prevent the use of stolen credit cards or fraudulent cards. However, in cases where the cards are
not stolen or fraudulently obtained, there are still money laundering risks that the outstanding card balances are paid

by card holders at the bank using illicit funds.

Credit cards
Suspected use of credit cards provides an opportunity for authorities to

follow the money trail more readily.

Debit cards

Debit cards are another value instrument used to conduct fraud and
money laundering crimes. In some cases, suspects would join a casino
and use their debit cards to draw up to the maximum available in their
accounts and purchase casino chips. In other cases, the suspects may
simply purchase valuable goods (such as jewellery or watches) from a

nearby pawn shop using their debit cards, and then immediately return

the goods for cash refund, and use the cash to purchase chips at the ca-
sino. The suspects either do not put any funds at risk or there would be minimal play. The suspects would then typi-

cally cash out. In similar cases, plaques would be passed to an associate for play. Sometimes all the funds would

be put at risk.
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International Trends and Developments — Structuring

Structuring
Structuring or “smurfing” involves the distribution of a

large amount of cash into a number of smaller transac-
tions in order to minimise suspicion and evade threshold

reporting requirements.

While money launderers will often structure their transac-
tions to avoid financial institutions filing reports to au-
thorities, it has been found that some money launderers

using casinos have the opposite strategy and seek to

trigger a cash transaction report to further authenticate a

transaction.

Suspects may use casino services to structure large amounts of low denomination bank notes into more manageable
high denomination notes. Some jurisdictions note this as being associated with drug dealers who accumulate large
amounts of small denomination bills from drug sales. In cases of groups, they may seek to structure money by dividing
it amongst the group before entering the casino. The group enter the casino, individually structure their portion of the
money and meet again outside the casino to assemble the total amount. The techniques most commonly identified are

listed below:

Refining using the cashier’s desk
Suspects exchange coins or small denomination bills for larger denomi- |

nation bills at the cashier’s desk.

Refining using ‘note acceptors’ or gaming machines that

accept cash
Most casinos with gaming machines have “note acceptors®. Suspects will

feed currency notes into the machine to accumulate credit with little or no |
play before redeeming the credits. As the amount can be quite large, it b
requires a “ticket™ or similar document provided by the slot attendant as proof to enable the exchange for cash or

cheque at the casino cashier’s desk.

Use of casino account for refining
Suspects pay low denomination cash into their casino-accounts and withdrawn funds with higher denominations cash.
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