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INTERNATIONAL TRENDS AND DEVELOPMENTS -
Use of Casino Value Instruments

Casinos utilise various value instru-
ments to facilitate gambling by their
customers. The type and use of the
value instruments used differs be-
tween casinos and is influenced by
local regulation and casino operat-
ing structures. Casino value instru-
ments are most often used for money
laundering by converting illicit
funds from one form to another.

Casino chips are the most common
casino value instruments. Casino
chips are issued by casinos and used
in lieu of cash in gaming transac-
tions between the house and players.
Chips are round and marked with the
denomination and name of the
casino and are negotiable within the

casino, or, in some cases, within
casinos in the same group. Casinos
may issue “credit chips” which are
different in colour and only used by
patrons playing on credit. Casinos
may issue “dead chips” which are
only used by junket patrons.

Buying chips for cash or on
account, then redeeming value
by way of a casino cheque,
bank draft of money transfer.
Launderers typically buy chips with
cash or through their casino account.
Chips bought on account may use a
Chip Purchase Voucher (CPV) or
similar value instrument. Repay-
ment is then requested by a cheque,

draft or transfer drawn on the ca-
sino’s account. This method can be
made more opaque by using a chain
of casinos where the chips that were
purchased with illicit cash are con-
verted to credit, and transferred to
another jurisdiction in which the
casino chain has an establishment;
the credit is then converted into in
the form of a casino cheque at the
second casino.

Money launderers may hold the
chips for a period of time, either
using the chips to gamble in hopes
of generating certifiable winnings or
later redeeming the chips for cash/
cheque / transfer.

Issue No.

Casino cheques payable to cash
In some jurisdictions, casinos allow
winning cheques to be made payable
to “cash”. High-value casino
cheques payable to cash have been
observed in secondary circulation as
bearer negotiable instruments and
used as payment for goods or for
reinvestment in criminal ventures,
such as purchasing drugs. High-
value casino cheques may originate
from VIP rooms, which may provide
alternative  remittance  services
between player’s home jurisdictions
and the casino VIP room.

Use of chips as currency in
illegal transactions
Money launderers may retain casino

chips to be used as currency to
purchase drugs or other illegal
goods. Carrying chips from a drug
transaction may also contribute to an
alibi for the predicate offence. The
recipient of the chips will later cash
them at the casino.

Casino chips to be used as currency
may be taken across borders and
exchanged for payment of an illegal
enterprise then returned by the third
parties and cashed at the issuing or
honouring casino in amounts below
a reporting threshold. Most jurisdic-
tions do not list casino chips as
money value instruments and there-
fore do not require Customs decla-
ration.

In some jurisdictions, casino chips
from one casino can be utilised in
another associated casino. Cases
showed that the money launderers
will take advantage of this arrange-
ment to avoid attracting attention to
their activities at the one casino.

This may take in another jurisdiction.

To prevent this some jurisdictions
require casinos to have casino-
specific chips and do not allow
intercasino chip cashing.

Purchase of chips from ‘clean’
players at a higher price

Money launderers may purchase
chips from other money launderers
or un-associated casino patrons with
“clean” backgrounds. This is done at
a price greater than the chips’ face
value. This is referred to as value
tampering.

Purchase of large numbers of

‘casino gift certificates’

Cases have been detected of money
launderers purchasing high value or
numerous low value casino gift
certificates which can be redeemed
by third parties. The certificates are
then sold or given to other persons
distancing the money launderer
from the illicit funds.

Purchase of casino reward
cards

Money launderers use illicit funds to
purchase casino reward cards from
legitimate customers paying them a
premium above the value of the
reward.

Combining winnings and cash
into casino cheques

Although few jurisdictions allow
this, money launderers seek to add
cash to casino winnings and then
exchange the combined cash and
winnings for a single cheque.

Content extracted from FATF and APG Joint Report “Vulnerabilities of Casino and Gaming Sector” of March 2009
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Case I — Chip purchase and cash out

A cargo consignment addressed to a person contained
approximately 3.4 kilograms of black opium resin, con-
cealed within the contents. The person was arrested
when attempting to collect the consignment. Further
investigation revealed that the person was a regular
customer of a casino. He used the proceeds from impor-
tations to purchase cash chips totaling HKD 6,000,000,
and then predominantly cashed out the chips with very
little or no gaming activities, and claimed the funds as
winnings.

Red Flags:
- Frequent visit to the casinos but with little or no gaming

CASE STUDIES

activities;

- High volume of transactions within a short period;

- Supposed winnings do not correspond with recorded
winnings;

- Perform mainly cash out transactions.

Recommendations:

- Front line cage staff of casinos should verify the source
of chips for chips redemption of large amount.

- Casinos should carry out regular and timely review of
chip purchase/redemption records to detect whether any
persons are frequently buying and then redeeming chips
of similar large total amounts.

Case II — Credit card schemes

A person from Country A visited a casino in Country B
and bought gaming chips for a total value of HKD
4,000,000 by means of cash and credit cards. The casino
reported these transactions to the local FIU. The credit
card account history of the person showed that his ac-
count had been extremely active: it had been inundated
with various transfers from companies and individuals
with many cash deposits. The spouse of the person ran a
business in Country A and maintained underworld links
with organised criminals from South East Asia. The
person also maintained frequent contact with a group of
gangsters who were being suspected for the laundering of
money deriving from organised crime.

Red Flags:

- Frequent use of credit cards to purchase casino chips;

- Little or no gaming activities;

- Cash out chips shortly afterwards;

- Amount of chips cashed out is same / similar to chips
purchased.

Recommendations:

- For this particular case, credit card logs can be main-
tained to review whether any patron of same name is
frequently noted. If so, casinos can apply additional
procedures to obtain reasonable explanation on the
patron’s behavior.

Case III - Money launderer used third parties and false identities

A drug trafficker, disguised as a high-roller of a casino,
used the money he was paid for his services and the large
sums of money from drug proceeds that needed to be
laundered to buy chips at a casino in Country C. The
drug trafficker recruited third parties at the casino to
purchase, or cash in, chips for him, paying them a nomi-
nal fee to do so. After minimal gambling activities, he
cashed out some of those chips purchased by the third-
parties, claiming these were his gambling winnings.
According to the large transactions reports, there was a
HKD 2,500,000 discrepancy exist between chips pur-
chased and cashed out. Further investigation revealed
that the drug trafficker used aliases and multiple pass-
ports and identifications when purchasing and cashing
out chips, and refused to provide identification card on
numerous other occasions.

Red Flags:

- Cash buy in or cash out transactions performed by a
same person using different identifications;

- Use of multiple names to conduct similar activity;

- Use of third-parties to perform cash buy in and cash out
transactions;

- High volume of transactions within a short period,;

- Supposed winnings do not correspond with recorded
winnings;

- Refusals to provide identifications;

- Discrepancies between cash buy in, gaming and cash
out records.

Recommendations:

- Adequate control procedures should be applied when
patrons want to exchange chips;

- There should be on-going monitoring system to detect
unusual, large and complex transactions especially for
high-roller VIP customers;

- There should be enhanced CDD measures on high-risk
customers;

- Besides customer identification, verification procedures
should be carried out to ensure source of fund belongs
to patrons. If funding is from third-parties, identifica-
tion and verification procedure on the beneficial owner
should be made;

- Casinos can check the patrons’ gaming records to
review their gaming rating and may also use the player-
tracker system to observe whether they are making only
minimal gaming activities.

Case IV — Cash smuggling and underground remittance

A casino agent received large amounts of cash from a
customer in Country E who planned to gamble at a casino
in Country F. The agent took the cash to a shop at the
border of Country E and Country F. The shop divided the
sum into small lots, which would be carried to Country F
by many ‘professional commuters’. A collector in
Country F would collect these lots and then deposited the
monies into the agent’s account in the form of cash,
cheques, bank transfer and remittance. The agent con-
verted the full amount he received into a cashier order or
personal cheque for receipt by the VIP room of the
casino. The VIP room would then issue non-negotiable
chips to the customer from Country E for his disposals.

Red Flags:

- Cashier orders or personal cheques issued to Junkets
operators / casino agents on behalf of overseas third-
parties.

Recommendations:
- For VIP customers, casino operators including inter-
mediaries should carry out adequate CDD to identify
and verify the customers and source of fund. Particular
attention should be paid where the beneficial owner of
the fund is not the customer himself. Additional CDD
measures should be made on the beneficial owner;

Where origination of funds cannot be verified, casi-

nos/junket promoters should refund the money to the

source parties in the same manner that the fund is
originally received so that conversion of the forms of
funds cannot be achieved;

- Where a winning is claimed by a patron whose origina-
tion of fund cannot be explicitly verified, casinos
should exercise additional procedures to detect the risk
of off-set bet to obtain a casino winning cheque.

Issue No. 1
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INTERNATIONAL TRENDS AND DEVELOPMENTS

Broad risks in casinos

Casinos are by definition non-financial institutions. As part of their operation casinos offer
gambling for entertainment, but also undertake various financial activities that are similar to
financial institutions, which put them at risk of money laundering. Most, if not all, casinos
conduct financial activities akin to financial institutions including: accepting funds on ac-
count; conducting money exchange; conducting money transfers; foreign currency exchange;
stored value services; debit card cashing facilities, cheque cashing; safety deposit boxes; etc.
In many cases these financial services are available 24 hours a day.

It is the variety, frequency and volume of transactions that makes the casino sector particularly
vulnerable to money laundering. Casinos are by nature a cash intensive business and the
majority of transactions are cash based. During a single visit to a casino a customer may
undertake one or many cash or electronic transactions, at either the “buy in” stage, during play,
or at the “cash out” stage. It is this routine exchange of cash for casino chips or plaques, TITO
tickets, and certified cheques, as well as the provision of electronic transactions to and from
casino deposit accounts, casinos in other jurisdictions and the movement of funds in and out of
the financial sector, which makes casinos an attractive target for those attempting to launder
money.
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Money laundering methods and techniques in casinos

In view of the vulnerabilities of casinos to money laundering, international organizations like
the Asia/Pacific Group on Money Laundering (APG) and Financial Action Task Force
(FATF) carried out a joint study of vulnerabilities in the gaming and casino sector. The fol-
lowing are some of the most common money laundering methods being used in casinos
globally:

The major kinds of money laundering methods are:

o Use of Casino Value Instruments (cash / casino chips / TITO / gaming machine credits /
cashier’s orders / casino cheques / gift certificates / chip purchase vouchers / casino re-
ward cards);

e Structuring / Refining;

e Use of Casino Accounts (credit accounts, markers, foreign holding accounts) / facilities,

e Intentional losses;

e Winnings / intentional losses,

e Currency Exchange;

e Employee Complicity,

e Credit Cards / Debit Cards;

e False Documents.

The above money laundering methods will be discussed one by one in this newsletter and
future issues for reference of casino operators so that they can implement adequate counter
measures to mitigate the risks involved. In this newsletter, we will first take a look at the first
method “Use of Casino Value Instruments”.

“As part of their
operation casinos
offer gambling for
entertainment, but

also undertake
various financial
activities that are
similar to financial
institutions, which
put them at risk of

money

laundering.”

Content partly extracted from FATF and APG Joint Report “Vulnerabilities of Casino and Gaming Sector” of March 2009




