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PREFACE - INFORMATION AND METHODOLOGY USED FOR THE EVALUATION
OF MACAO, CHINA

1 The evaluation of the anti-money laundering (AML) and combating the financing
of terrorism (CFT) regime of Macao, China was based on the Forty
Recommendations 2003 and the Nine Special Recommendations on Terrorist
Financing 2001 of the Financial Action Task Force (FATF), and was prepared
using the AML/CFT Methodology 2004. The evaluation was based on the laws,
regulations and other materials supplied by Macao, China, and information
obtained by the Evaluation Team during its on-site visit to Macao, China from 4
through 15 December 2006, and subsequently. During the on-site visit the
Evaluation Team met with officials and representatives of all relevant Macao,
China government agencies and the private sector. A list of the bodies met is
set out in Annex 2 to the mutual evaluation report.

2 The evaluation was conducted by a team of assessors composed of APG and
Offshore Group of Banking Supervisors (OGBS) experts in criminal law, law
enforcement and financial regulatory issues. The Evaluation Team consisted of:

e Legal Expert — Mrs Manuela Marta, Portugal;

¢ Financial/Regulatory Experts — Mr Gerald Kloski, United States and Mr
Richard Walker, Jersey (representing the OGBS);

e Law Enforcement Expert — Mr Norazlan Mohd Razali, Malaysia; and

e APG Secretariat— Mr lan Knight and Mr Arun Kendall.

3 Due to unforseen circumstance, Mr Kloski was unable to continue with
preparation of the mutual evaluation report beyond the on-site visit.

4 The experts reviewed the institutional framework, the relevant AML/CFT laws,
regulations, guidelines and other requirements, and the regulatory and other
systems in place to deter money laundering (ML) and the financing of terrorism
(FT) through financial institutions and Designated Non-Financial Businesses
and Professions (DNFBP), as well as examining the capacity, the
implementation and the effectiveness of all these systems.

5 This report provides a summary of the AML/CFT measures in place in Macao,
China as at the date of the on-site visit or immediately thereafter. It describes
and analyses those measures, sets out Macao, China’s levels of compliance
with the FATF 40+9 Recommendations (see Table 1), and provides
recommendations on how certain aspects of the system could be strengthened
(see Table 2).



EXECUTIVE SUMMARY

1 Background information

1. This report provides a summary of the anti-money laundering (AML) and
combating the financing of terrorism (CFT) measures in place in Macao, China at the
date of the on-site visit or immediately thereafter (December 2006). It describes and
analyses those measures, and provides recommendations on how certain aspects of the
system could be strengthened. It also sets out Macao, China’s levels of compliance with
the FATF 40+9 Recommendations (see the attached table on the Ratings of Compliance
with the FATF Recommendations).

2. Macao, China is demonstrating a strong commitment towards implementing
laws and institutional bodies to enhance its compliance with the international AML/CFT
standards). This is critical given the significance of the casino sector in Macao, China.

3. There is no direct evidence of terrorist financing (FT) being undertaken either in
or through Macao, China. However, with particular reference to the gaming sector, the
risk of money laundering (ML) is substantial.

4, Macao, China was assessed previously in April 2001 jointly by the APG and the
Offshore Group of Banking Supervisors (OGBS). The recommendations from the 2001
assessment covered need for enhanced awareness training and guidelines, legal
modifications for provisions dealing with suspect transaction reports, confiscation and
cash movements, regulatory and enforcement issues pertaining to casinos particularly,
and suggested resource and capacity enhancements particularly to the Monetary
Authority of Macao (AMCM) and establishment of a financial intelligence unit (FIU).
Macao, China reported progress in all areas, with many recent developments being
encapsulated in changes to laws in 2006.

5. Designated non-financial business and professions (DNFBPs) operating in
Macao, China include casinos, trust and company service providers, realty services,
traders in goods of high unit value, notaries and registrars, commercial offshore service
institutions, lawyers, accountants and tax consultants. Generally, this sector has been
brought within the AML/CFT framework.

6. The main laws and administrative regulations in force to combat ML and FT
include the Criminal Code, Decree Law No. 5/91M, No. 6/97/M, Laws No. 4/2002,
2/2006 and 3/2006 and Administrative Regulation No. 7/2006.

2 Legal System and Related Institutional Measures

7. ML was first criminalised in 1997. A new legislative framework devoted to
AML/CFT has been in place since 4 April 2006 satisfying the physical and material
elements of the offence as required by international conventions. The offences of
terrorism and related elements have been in force since 1985. It contains cross
reference to the ML regime — thus obliging entities with a duty to prevent ML with similar
obligations to prevent FT.



8. Macao, China ratified the Vienna Convention in March 1999 and has also
ratified the Palermo Convention by way of publication in the Macao, China Official
Gazette of September 2004. Macao, China has also ratified the International Convention
for the Suppression of the Financing of Terrorism by way of publication in its Official
Gazette on 28 June 2006.

9. Proceeds of crime provisions exist in the Criminal Code. In criminal proceedings
in Macao, China all property derived from criminal activity or acquired with its proceeds
can be forfeited, except if it belongs to bona fide third parties. In relation to seizure, a
provisional measure for temporary deprivation can apply to all kinds of property and to
all serious crimes, including ML and FT and related predicate offences.

10. The provisions for confiscation, freezing and forfeiture of the proceeds of crime
are broad in application, but are constrained by the fact that it remains for the
prosecution to prove beyond a reasonable doubt that the property to be forfeited is from
an unlawful activity. The one exception is the unjustified wealth offence — which applies
mainly to public civil servants.

11. There was no comprehensive statistical data provided on seized and forfeited
assets. Further, there are no provisional measures to prevent assets being dealt with
while formal processes are undertaken, unless under exceptional circumstances where
the seized assets may loose their value as evidence. Nor is there any possibility of
providing mutual legal assistance to foreign requests on freezing orders.

12. Macao, China has not made any provision for freezing terrorist related funds or
assets However, it is noted that the general framework of seizure and forfeiture of funds
and assets under the Criminal Code and Criminal Procedure Code would accommodate
the seizing and confiscation of terrorist funds.

13. The Financial Intelligence Office (GIF in Portuguese) was formally established
on 8 August 2006. It is an independent government entity directly under the purview of
the Secretary for Economy and Finance. It is a special project entity with a term of three
years and can be extended by order of the Chief Executive. The GIF started operations
on 12 November 2006 and at the time of the on-site visit, had six officers seconded to it.
It is critical that the ongoing operation of GIF is supported by the Macanese authorities.
Prior to the establishment of the GIF, the Judiciary Police was responsible for the
function.

14. The Judiciary Police (PJ) is the main police body of Macao, China and the only
law enforcement agency responsible and authorised to investigate ML/FT offences in
Macao, China. Of its 329 investigators, 10 are dedicated to ML investigations. The PJ
has core investigative powers of search, seizure, arrest and some information obtaining
powers. From the statistics there are very few investigations relating to ML, and none to
FT. Of these limited numbers, there are only seven prosecutions recorded since 2002.
The detail and outcomes of those prosecutions are unknown — with the exception of one
matter in 2005 that apparently resulted in the seizure of HKD 34 million.

15. Cross border currency movement appears to be a significant issue for Macao,
China. The Macao Customs Service (SA) is responsible for monitoring the passage of
goods over the border. While the facility at the main border with the PRC is impressive,
there did not appear to be any process applied to monitoring the trafficking of goods



other than random searches. In addition, controls at the sea port were not evident. SA
indicated an interest in a more prominent role in preventing and combating ML/FT
offences. Presently SA does not have the authority to investigate ML or FT.

16. The Commission Against Corruption (CAC) was established in September 1990
and its powers and functions have been subject to several amendments. After the
establishment of Macao, China as a Special Administrative Region of the PRC, a new
legal framework was approved (Law 10/2000). The powers and competences were
reinforced by conferring to the CAC independent powers of criminal investigation.

3 Preventive Measures - Financial Institutions

17. With the coming into force of Administrative Regulation No. 7/2006 and the
introduction of revised Guidelines in November 2006, the AMCM has clearly sought to
comply with the FATF standards.

18. The Regulation and the Guidelines can be improved, for example by expanding
the reasons to exercise customer due diligence (CDD), creating the requirement to verify
the identity of persons on whose behalf the customer is acting, a requirement to
understand the ownership and control structure of legal arrangements, etc.

19. Macao, China has a good framework to comply with the FATF's standards for
introduced business. Only basic enhancements are recommended in this report.
Similarly, financial institution secrecy laws do not inhibit implementation of FATF
Recommendations thanks to the legal provisions and regulations that are in place.

20. The relevant regulation and guidelines provide a sound basis for institutions’
record keeping requirements and procedures for wire transfers.

21. The Insurance Guidelines do not cover obligations for complex, unusual, large
transactions, or unusual patterns of transactions. The Guidelines for Financial
Institutions cover unusual/suspicious transactions which include complex and large
transactions. The Guidelines do not refer to setting forth examination findings in writing
and maintaining these findings. In addition, there is no requirement for institutions to give
special attention to relationships and transactions with jurisdictions insufficiently apply
the FATF Recommendations. Although the Guidelines for Financial Institutions require
institutions to detect unusual activity, there is no explicit requirement in any of the
Guidelines to examine the background and purpose of transactions with no economic or
visible lawful purpose

22. Macao, China has clear legal provisions related to the protection of the
disclosure of information imposed by legal, regulatory and administrative provisions,
when suspicious reporting is performed in good faith. The law clearly prohibits and
punishes the disclosure of the fact that a suspicious transaction report (STR) or related
information has been reported to GIF or other authority.

23. There are some positive approaches to compliance in the Guidelines, especially
the Guideline for Financial Institutions. Where the FATF obligations are not satisfied,
this is to do with the detail of the obligations not being included in the Guidelines.
Regarding the application of Macanese AML/CFT standards to overseas branches and
subsidiaries, the AMCM exercises this application through its consolidated supervision.



24. The Evaluation Team saw no evidence of shell banks.

25. The supervisory and oversight system of the AMCM is very good, although the
Insurance Supervision Department’s program of AML/CFT on-site inspections to the
insurance sector has yet to commence.

4 Preventive Measures — Desighated Non-Financial Businesses &
Professions

26. The DNFBP sector can be discussed in two groups, gaming or casino
operations, and the other DNFBPs.

27. While the legal framework has begun to be addressed with respect to the
application of AML/CFT provisions in the casino sector, large gaps remain in terms of
those provisions meeting the FATF standards. In addition, and as a matter of course,
authorities, including the Gaming Inspection and Coordination Bureau (DICJ) and PJ
should conduct a comprehensive assessment of the risks to illicit finance, including ML
and FT in the casino sector, in keeping with the international standards and in an effort
to gain a better appreciation of the vulnerabilities inherent in the sector.

28. Macao, China has made significant efforts to bring DNFBP within the AML/CFT
framework and is to be commended for undertaking such a major exercise.
Nevertheless, it is not clear why the Instructions, Guidelines and Preventive Measures
have been drafted, with no written explanations of a risk-based approach provided.

29. The legal framework for the reporting of suspicious transactions remains
fragmented, incomplete, and potentially contradictory for DNFBPs more generally and
casinos/gaming concessionaries more specifically.

30. Macao, China has considerably strengthened its AML/CFT framework by the
appointment of supervisory authorities for all the DNFBPs and by the issue of guidelines
in the form of Instructions, Guidelines and Preventive Measures to DNFBP. The Macao
Trade and Investment Promotion Institute are particularly well prepared for its AML/CFT
supervisor role.

31. In respect of the oversight and regulatory responsibilities delegated to the DICJ,
the implementation of recently issued guidelines and instructions cannot be assessed at
this time. In addition, no comprehensive risk assessment seems to have been
undertaken within the casino sector specifically to assess the risk of ML or FT — thereby
informing regulation and ongoing monitoring.

32. Macao, China has undertaken the commendable approach of extending its AML
framework beyond the entities specified by the FATF to other areas of potential risk and
of reviewing its approach to cash transactions and the persons carrying out these
transactions.

5 Legal Persons and Arrangements & Non-Profit Organisations (NPOs)

33. Macao, China has made significant efforts to reduce ML and FT risks by
establishing a public company registration system; establishing supervisors and



guidelines for company service providers, notaries, lawyers and offshore entities; and
introducing revised guidelines for banks which cover beneficial ownership of legal
persons.

34. Macao, China has a foundation for ensuring the beneficial ownership, albeit not
necessarily the control, of legal arrangements is known to the main local service
providers - banks. Although there are no trust service providers, there is a framework for
trust service provider regulation in place. In practice, the relative size of the banking
sector and the scope of the Guideline for Financial Institutions mean that the beneficial
ownership of most foreign trusts using Macao, China’s services in Macao, China will be
known and the authorities can obtain access to this information.

35. In respect of the NPO sector, the Evaluation Team was advised that in June
2006 Macao, China commenced a preliminary study to assess the NPO sector and its
weak points. A working group was established. No authority has the clear oversight role
for AML/CFT risks are mitigated by virtue of the existing registration framework for NPOs
formed as associations and foundations. This will facilitate enquiries by the competent
authorities in Macao, China.

6 National and International Co-operation

36. Coordination mechanisms in respect of the financial sector and DNFBPs are in
place through the Working Group on Anti-Money Laundering — although it is not clear
how operational cooperation is achieved.

37. The provision for providing assistance from GIF to Macao, China law
enforcement, especially regarding information and technical support, is embedded in the
Executive Ruling No. 227/2006 In a similar manner, the Law of the Judiciary Police No.
5/2006 provides power for PJ to request as well as make it compulsory for other law
enforcement bodies, public agencies, public entities, private entities and natural persons
to cooperate and provide assistance to PJ.

38. The Vienna and Palermo Conventions are applicable in Macao, China — albeit
they are not fully implemented. The UN Suppression of Financing of Terrorism
Convention applies in Macao, China although no freezing mechanism is in place. The
UN Security Council Resolutions are enforced in Macao, China.

39. There was no comprehensive statistical data on mutual legal assistance (MLA)
concerning ML and FT — so an assessment of the MLA system was not possible. Given
that Macao, China has only recently concluded MLA agreements, the implementation
factor is similarly not possible to assess. Concerns are also held regarding the efficiency
of the system because the general procedures appear very involved at the
administrative level.

40. In respect of extradition, such agreements are strictly within the sphere of
competence of the PRC. However, the surrender of fugitive offenders regime is a similar
law. Money laundering is an offence which would fit the criteria for surrender of fugitive
offenders.

41. In respect of other forms of international cooperation, the AMCM does
exchange information with neighbouring jurisdictions and authorities performing



equivalent functions. However, the AMCM and other supervisory authorities should
consider establishing further bilateral instruments with jurisdictions where Macao, China
has a need for cooperation — because such cooperation is still quite restricted.

7 Other Issues

Table 1: Ratings of Compliance with FATF Recommendations
Table 2: Recommended Action Plan to improve the AML/CFT system
Table 3: Authorities’ Response to the Evaluation

10



MUTUAL EVALUATION REPORT

1. GENERAL
1.1.  GENERAL INFORMATION ON MACAO, CHINA

a. Overview

1. The Macao Special Administrative Region of the People’s Republic of China
(PRC), hereinafter referred to as “Macao, China”, lies on the South-eastern coast of the
PRC, at the estuary of the Pearl River Delta. It consists of the Peninsula of Macao and
the Islands of Taipa and Coloane, covering a total surface area of 28.2 square
kilometres. As of June 2006, the estimated population of Macao, China was 503,000.
The population density is 17,837 inhabitants per square kilometre. The official languages
are Chinese and Portuguese. English is also widely used.

2. For 2005, the nominal GDP and per-capita GDP of Macao, China were MOP
92.6 billion (USD 12 billion) and MOP194,458 (USD 25,211) respectively. Inflation rate
for 2005 was 4.4%. The GDP for the first half of 2006 was estimated at MOP 52.0 billion
(USD 6.7 billion), with an inflation rate of 5.1% as at July 2006. As at the end of July
2006, the total labour force was estimated at 278,000, with an unemployment rate of
3.9%.

3. In the first half of 2006, gross gaming receipts went up 12.9% to MOP25.5 billion
(USD 3.3 hillion) in nominal terms when compared with the same period of the previous
year; and investment grew rapidly on the back of several large-scale construction
projects in progress. On a quarter-to-quarter basis, total visitor spending (excluding
gaming expenses) rose 15.7% upon increases in the number of arrivals and per-capita
spending of visitors. Exports of goods rose further from January to July 2006, with a real
growth of 33.8% over the same period of 2005. Estimated from all relevant data, GDP
growth in the first half of 2006 over the first half of 2005 was 17.7% in real terms.

4. During the period of January to July 2006, the value of total exports increased
33.8% year-on-year to MOP12.34 billion (USD1.6 billion). In addition, both the values of
domestic exports and re-exports increased 45.5% and 9.5% respectively. Moreover, the
value of imports amounted to MOP20.54 billion (USD 2.7 billion), up 25.7% over the
same period of 2005. In the first seven months of 2006, Macao, China’s trade balance
registered a deficit of MOP8.20 bilion (USD 1.1 billion). During this period,
exports/imports ratio increased from 56.4% in the corresponding period of 2005 to
60.1%.

5. During the period of January — July 2006, Macao, China’s total value of imports
grew 25.7% year-on-year, mainly due to the increase in the value of imports by broad
economic categories, namely fuels & lubricants (42.6%), consumer goods (29.2%), raw
materials & semi-manufactures (23.0%) and capital goods (15.2%).

6. Meanwhile, Macao, China’'s main suppliers of imported goods are still

concentrated in the Asian region. Imports from PRC and Hong Kong, China together
constituted 55.7% of the total value of imports. Compared with January to July of 2005,
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the value of imports from PRC and Hong Kong, China rose 38.4% and 30.0%
respectively.

7. As regards invisible trade (exports of services) during the first half of 2006,
exports of gaming services rose 10.0%; total visitor spending increased 15.7% as a
result of rises of 15.9% and 10.0% recorded respectively in the number of visitor arrivals
and per-capita spending of visitors (excluding gaming expenses); exports of other
services also posted a double-digit growth. Based on integrated data of the exports of
services, total exports of invisible trade recorded an increase of 12.1%. Moreover,
imports of services grew 14.9% in the second quarter of 2006.

8. Future economic policies are intended to focus on balanced and sustainable
development of Macao, China’s economy. As Macao, China continues with the
development of prominent sectors of industry, Macao, China intends to promote the
related service industries so as to foster appropriate diversification of the local economy
as well as its overall balanced development. At the same time, Macao, China shall
actively participate in regional economic cooperation and collaboration, working towards
the integration of neighbouring economies to build a regional commercial and trading
services platform. It will especially focus on economic and trading exchange and
cooperation between mainland China and Portuguese-speaking jurisdictions, on the
trade services platform for the western part of Guangdong Province and on the services
platform for mutual communication and cooperation among worldwide Chinese business
entrepreneurs.

9. Since its official implementation on 1 January 2004, the Mainland and Macao
Closer Economic Partnership Arrangement (CEPA) has been constantly improved and
extended. Now, imports from Macao, China entering the PRC enjoy zero tariffs (except
those explicitly prohibited by the national government) as long as the Rules of Origin
agreed by both sides are met. At the same time, 26 service industries in the PRC are
already open to Macao, China enterprises. Through CEPA the trade in both goods and
services is gradually being liberalised, and investment is being encouraged and made
easier.

b. Legal framework and hierarchy of laws

10. Macao, China was established on 20 December 1999 as a Special
Administrative Region in accordance with the provisions of Articles 31 and 62 (13) of the
Constitution of the PRC by decision adopted by the first session of the eighth National
People's Congress of the People's Republic of China (NPC) on 31 March 1993. At the
same time and in the same session, complying with the above-mentioned Article 31 of
the Constitution, the NPC also adopted Macao, China Basic Law. According to the NPC
decisions the Basic Law was put into effect on the date of the establishment of Macao,
China.

11. The Basic Law has constitutional value and therefore overrides all the other
laws. Its main focus is to set forth the general principles and the explicit rules regarding
Macao, China (the relationship between the Central People’s Government and Macao,
China, the fundamental rights and duties of Macao, China residents and political
structure and the institutional framework of the Region) In consistence with this aim, it
stipulates a scale of norms necessary for determining not only the autonomy enjoyed by
Macao, China, but also the extent of that autonomy.
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12. Macao, China is entitled to decide and pursue its own economic and free trade
policies safeguarding the free movement of capital, goods, intangible assets and
convertible currency. It also formulates its own monetary and financial policies, issuing
and managing its own currency and maintaining the free flow of capital. Macao, China
remains a separate customs territory and a free port, determining its own taxation policy.

13. The Basic Law determines when and how Macao, China can negotiate and
conclude certain international agreements on its own, or participate in certain
international organisations. It allows the establishment of Macao, China official and
semi-official economic and trade missions in foreign jurisdictions and sets up a special
procedure for consultation with Macao, China’s government regarding the application of
international agreements to which the PRC is or will become a party. It authorises
Macao, China to issue, in accordance with the law, passports and other travel
documents.

14. The Basic Law enshrines several principles, policies and provisions under the
principle of “One country, Two systems”. According to this principle, the socialist system
and policies of the PRC will not be practised in Macao, China, whereby its existing social
and economic systems and way of life will remain unchanged for 50 years.

15. Another significant principle enshrined in the Basic Law is that Macao, China
shall exercise a high degree of autonomy except in defence and foreign affairs and enjoy
executive, legislative and independent judicial power, including that of final adjudication.

16. It also guarantees that “Macao shall be ruled by its own people” by stipulating
that the executive authorities and legislature of Macao, China shall be composed of
Macao, China permanent residents and that the rights and freedoms of the local
residents and of other persons in Macao, China shall be safeguarded in accordance with
law.

17. Local laws and other normative acts previously in force shall be maintained,
except for any that contravenes the Basic Law, or subject to any amendment by the
legislature or other relevant Macao, China organs in accordance with legal procedures.

18. Basic Law is the fundamental of the legal framework of Macao, China, which is
followed by Laws, Administrative Regulations, Resolutions of the Legislative Assembly,
Executive Orders, Executive Rulings (Despacho) from the Chief Executive and Rulings
from Major Officials of the Macao, China Government. Each Government Department is
also authorized to issue Notices and Circulars that have legal enforceability. The Laws
must be passed by the Legislative Assembly and announced by the Chief Executive
before being effective, whilst Administrative Regulations could be issued by the Chief
Executive after consultation with the Executive Council. Executive Orders and Executive
Rulings are issued by the Chief Executive by the power vested in him under Article 50 of
the Basic Law. Article 64 of the Basic Law empowers major officials to issue Rulings.

C. Government structure
19. The Chief Executive is simultaneously the highest-ranking officer of Macao,

China and the head of the government of Macao, China. He is assisted by the Executive
Council in policy-making.
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20. The government is the executive body of Macao, China. The government must
abide by the law and is accountable to the Legislative Assembly of the Region. Macao,
China government comprises general secretariats, directorates of services, departments
and divisions. The principal posts of government are the Secretaries, the Commissioner
against Corruption, the Commissioner of Audit and the heads of the Police Services and
the Customs Services.

21. There are five Secretaries: the Secretary for Administration and Justice, the
Secretary for Economy and Finance, the Secretary for Security, the Secretary for Social
Affairs and Culture and the Secretary for Transport and Public Works.

22. The Legislative Assembly of the Macao SAR is the legislature body of the
Region (Articles 67 to 81 of the Basic Law).

23. Macao, China enjoys a high degree of autonomy except for defence and foreign
affairs, which are the responsibilities of the PRC Government. Notwithstanding Macao,
China’s non-sovereign status, the Basic Law stipulates that the PRC Government can
authorise Macao, China to conduct external affairs. Furthermore, Macao, China can
exercise, on its own, considerable powers in certain appropriate fields, including the
economy, trade, financial and monetary affairs, shipping, communications, tourism,
culture, science and technology, and sports.

d. Court and legal system

24, The Basic Law vests Macao, China with independent judicial power, including
final adjudication. It also establishes the independence of the courts, their submission
only to the law and their jurisdiction over all cases in the Region (Articles 19, 82 to 89 of
the Basic Law). Macao, China courts are responsible for protecting legal rights and
interests, preventing any breaches of legality and resolving conflicts between public and
private interests.

25. The following courts are established in Macao, China: the Primary Court (with
general jurisdiction at first instance, including the Criminal Instruction Tribunal), the
Administrative Court (with jurisdiction at first instance in administrative disputes), the
Court of Second Instance and the Court of Final Appeal.

26. In Macao, China the Procurator-General, the Assistant-Procurators-General and
the Deputies of the Procurator exercise the procuratorial functions. These functions, as
vested by law, are carried out independently and free from any interference (Article 90
(1) of the Basic Law).

27. In the Macao, China legal system there is no doctrine of binding precedent. The
court decisions are compulsory for all public and private entities and override the
decisions of any other authorities. Laws of procedure regulate the terms under which
court decisions affecting any authority are implemented, and specify the sanctions that
should be applied in the event of non-compliance.

28. It should be noted that it is a fundamental principle of Macao, China’s legal
system that a court cannot abstain from reaching a decision by invoking a default or
obscurity of the law, or alleging an unresolvable doubt about the facts in question (Article
7 of the Civil Code).
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e. Application of international treaties

29. The application to Macao, China of international treaties to which the PRC is a
party is decided by the PRC Government upon seeking the views of the Macao, China
government and according to the circumstances and the latter’s needs (Article 138 (1) of
the Basic Law). Previous treaties in force in Macao, China to which the PRC is not a
party may continue to apply in Macao, China (Article 138 (2) of the Basic Law).

30. In fact, one of the fundamental pillars of Macao, China’s legal system, which is
based on the continental Roman-Germanic family of law, is precisely that international
and domestic laws are part of the same general legal order operating simultaneously in
regard to the same subject matter.

31. Another cornerstone of Macao, China’s legal system is the principle of
publication of laws. Pursuant to this, Articles 3 (6) and 5 (1) of Law 3/1999, of 20
December, established that international agreements applicable in Macao, China shall
be published in the Official Gazette.

32. Once international treaties duly ratified or approved by the PRC, or in the case
of the above mentioned appropriate fields by the Chief Executive, are published in the
Official Gazette, they immediately and automatically become part of Macao, China’'s
legal order.

33. There is no need to incorporate international law into domestic law for its
effective application. Nevertheless, reservations and declarations made at the time of
the assumption of the international obligation or the wording of an international
instrument may imply that one or more of its clauses can not be self-executing. In those
cases, though the international provisions still entirely and directly effective, they must
be implemented by means of domestic legislation.

34. In the event of a conflict between international and domestic law, international
agreements applicable to Macao, China take precedence over domestic ordinary law
(Article 1 (3) of the Civil Code).

f. Transparency, good governance, ethics and measures against corruption

35. The Macao, China government promotes transparency and good governance by
establishing independent supervision functions mainly through the establishments of the
Commission against Corruption (CAC) and the Commission of Audit. They are
nominated by the Chief Executive for appointment by the Central People’s Government
(Articles 50 (6) and 59 of the Basic Law) and are accountable to the Chief Executive.

36. The CAC also acts as the Macao, China ‘Ombudsman’ and is entitled to carry
out preventive actions and investigations against any crimes of corruption and fraud
committed by civil servants to enhance honesty and incorruptibility of public
administration.

37. The Commission of Audit is responsible for monitoring the operation and
management of public accounts and conducting audit work in different sectors.
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38. It should be mentioned that the protection of the defendant’s basic rights is
always guaranteed within Macao, China legal system, in particular, the principle of the
presumption of innocence, the right to an equitable and fair procedure and the principle
of contradictory. These principles are applicable to both criminal and administrative
proceedings.

39. In accordance with article 145 of the Administrative Procedure Code, approved
by Decree-law n° 57/99/M, from 11 October 1999, a person can appeal within the
relevant administrative bodies (gracious appeal) against any administrative decision or
sanctions against him. Should the result of the gracious administrative procedure still go
against the individual's interests, a legal proceeding for judicial review can be initiated
through the Administrative Court, for a final judicial review as stipulated under the
proceedings regulated in the Litigious Administrative Procedure Code, approved by
Decree-Law No 110/99/M, from 13 December 1999.

40. Civil servants of the Macao, China Government are obliged to comply with the
guidelines of professional ethics and conduct of public administrative personnel, which
covers treatments related to the exercise of public functions, conflicts of interests,
accepting gifts/discounts/passages, duties of secrecy and uses of public resources.
Holders of public positions and staff of the public administration are also required to
declare independently their personal incomes and assets.

41. According to Article 279 of the General Clauses of the Employees of Public
Administration, the following are stipulated to be the basic qualities of civil servants:

e Impartiality towards the public, which means refusal to receive unlawful
interests and perform fairly even under pressure;

e Enthusiasm, which includes the accomplishment of duties in a professional
manner, understandings of the laws and regulations and continual
improvements of their skills;

e Obedience to lawful orders from superiors;

e Integrity, which refers to the pursue of public interests by duly performing the
duties assigned by the superiors and according to the job purpose;

e Confidentiality, which means the protection of secrecy of the information
obtained during the course of duties;

e Courtesy towards the users of public services, superiors, colleagues and
subordinates;

¢ Diligence, which refers to the normal and continuous performance of duties
during working hours;

e Punctuality;
¢ Obligation of not to take up jobs that contradict with the present duties;

e Obligation of the heads of departments and management to deal with
subordinates fairly and according to the job requirements.

1.2. GENERAL SITUATION OF MONEY LAUNDERING AND FINANCING OF
TERRORISM

42. Drug crime, organized crime, kidnap, bribery and illegal gambling are
considered to be the major sources of illegal proceeds. Statistics on the number of
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criminal investigations for the past five years along with ML investigations and
prosecutions is given as follows:

2002 2003 2004 2005 The first half
of 2006
Criminal Investigations
Drug crime 155 197 193 173 99
Organized 14 24 21 19 9
crime
Kidnap 6 6 3 3 0
Bribery 1 4 6 2 1
Illegal 47 113 79 68 43
gambling
Money Laundering Investigations and Prosecutions
File Opened 26 2 10 9 12
Prosecutions 3 1 0 2 1
43. Even though PJ had indicated the ML/FT crimes are relatively small in Macao,

China, nevertheless the existence of casinos, close proximity border with PRC and its
open economy do pose a threat to ML/FT activities.

44, There have been some cases where money was brought to Macao, China
underground alternative remittance systems (ARS) and there have been cases where
ARS were used by gambling tourists in the casinos. Macao, China authorities also
suggest that the money brought into Macao, China by means of these systems may be
used for “consumption and investment”.

45, No terrorist financing or suspicious FT cases have been identified in the last four
years.

1.3. OVERVIEW OF THE FINANCIAL SECTOR AND DNFBP

a. The Financial Sector

46. The financial sector is one of the key industries in Macao, China. Its
development is in line with the strong economic growth in a sound and prudent manner.
The Monetary Authority of Macao (AMCM) is the sole regulatory and supervisory
authority, exercising the functions of a quasi-central bank with the power to regulate and
supervise all financial institutions in Macao, China, including banks, financial
intermediaries, moneychangers, cash remittance houses, insurance companies,
insurance intermediaries, and other financial institutions. The following chart sets out the
types of financial institutions that carry out the financial activities listed in the Glossary of
the FATF 40 Recommendations.

Type of financial activity Type of financial institutions that
(referring to the Glossary of the 40 perform this activity in Macao, China
Recommendations)
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Acceptance of deposits and other repayable funds
from the public

Banks
Postal savings banks
Other credit institutions

Lending (including consumer credit; mortgage credit;
factoring, with or without recourse; and finance of
commercial transactions (including forfeiting))

Banks
Postal savings banks
Finance companies

Financial leasing (other than financial leasing
arrangements in relation to consumer products)

Banks
Finance companies

Transfer of money or value (including financial
activity in both the formal or informal sector (e.g.
alternative remittance), but not including any natural
or legal person that provides financial institutions
solely with message or other support systems for
transmitting funds)

Banks
Cash remittance houses

Issuing and managing means of payment (e.g. credit
and debit cards, cheques, traveller's cheques, money
orders and bankers’ drafts, electronic money)

Banks
Other credit institutions

Financial guarantees and commitments

Banks

Trading in:

(a) money market instruments (cheques, bills, CDs,
derivatives, etc.);

(b) foreign exchange;

(c) exchange, interest rate and index instruments;

(d) transferable securities;

(e) commodity futures trading

Banks

Financial intermediaries (trading
securities on spot basis on behalf of
customers only, margin/leverage
trading not allowed)

Participation in securities issues and the provision of Banks
financial services related to such issues
Individual and collective portfolio management Banks

(covers management of collective investment
schemes such as unit trusts, mutual funds, pension
funds)

Insurance companies

Safekeeping and administration of cash or liquid
securities on behalf of other persons

Banks
Financial intermediaries
Insurance companies

Otherwise investing, administering or managing
funds or money on behalf of other persons

Banks
Insurance companies

Underwriting and placement of life insurance and
other investment related insurance undertakings and
insurance intermediaries (agents and brokers))

Insurance companies

Money and currency changing

Banks
Moneychangers

Banks

47. According to the Financial System Act (FSA) approved by Decree-Law No.
32/93/M, banks are authorized institutions and are allowed to carry out the following
activities: accepting deposits and other repayable funds from the public; lending, making
guarantees and other commitments, financial leasing and factoring; money transmission
services; issuing and administering means of payment such as credit cards, travellers’
cheques and letters of credit; trading for own account or for account of customers in
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money, financial and foreign exchange market instruments, financial futures and options,
and transactions involving foreign exchange or interest rates and transferable securities;
participating in issues and placements of securities and provision of other services
related to such issues; operating in inter-bank market; portfolio safekeeping,
administration and management; management of other assets; financial consultancy;
investment in holdings in company capital; credit reference services; safe custody
services; and sale of insurance contracts.

48. As of September 2006, there are 23 banks licensed to conduct universal
business in Macao, China and another three banks with offshore licences, making a total
of 26 banks. Of the 23 non-offshore banks, 10 are locally incorporated, while 13 are
branches of overseas banks. Source of funds of the banks came from the PRC; Hong
Kong, China; Portugal; the United States; the United Kingdom; France; Singapore;
Chinese Taipei and Macao, China. The three offshore banks are all subsidiaries or
branches of overseas banks. In addition, there is one postal savings bank in Macao,
China which operates very limited banking services (mainly remittance service, deposits-
taking and loans service). As at the end of July 2006, total assets amounted to MOP243
billion (USD30.4 billion) and total deposits reached MOP210 billion (USD26.2 billion).

Financial Intermediaries

49. Purchasing or selling on behalf of third parties securities and other instruments
in the money, financial or foreign exchange markets are authorized operations which can
only be provided by banks or financial intermediaries. Under the FSA, financial
intermediaries are authorized institutions and they can only accept customers’ order on
spot (cash) basis. Margin trading or leverage trading is not allowed for the time being.

50. As at the end of September 2006, there are two financial intermediaries
authorized to carry out business in Macao, China. Both are branches of securities
companies licensed in Hong Kong, China.

Moneychangers and Cash Remittance Houses

51. Moneychangers and cash remittance houses are authorized institutions in
Macao, China.

52. Moneychangers are primarily regulated through Decree-Law No. 38/97/M, under
which the business scope of moneychangers are restricted to purchases and sales of
notes, coins and travellers’ cheques. As at the end of September 2006, there are 11
authorized moneychangers and 10 of them are operating in Macao, China (the
remaining one is still preparing for operation). Sources of funds of the moneychangers
mainly come from local and Hong Kong, China investors. There are also authorized
exchange counters in the casinos of three existing gaming concessionaires.

53. Decree-Law No. 15/97/M sets out the regulatory framework for cash remittance
companies, which are allowed to promote the express delivery of cash, in the territory of
Macao, China or aboard, by the order of third parties, and execute the necessary foreign
exchange operations related to their businesses via local banks. As at the end of
September 2006, there are two authorized cash remittance companies in Macao, China.

Insurance Companies
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54, There were 24 Insurance companies operating in Macao, China at the end of
September 2006, of which 13 were pure non-life companies, while the remaining 11
were licensed to conduct both life insurance business and the management of private
pension funds. Among the non-life insurers, there were two insurers still in the run-off
stage. In 2005, the premium portfolio of the principal commercial activity of the
insurance companies totalled MOP2,215.4 million (USD277 million equivalent), being
74% life insurance business and 26% general insurance. For the first six months of
2006, the premium portfolio of the principal commercial activity of the insurance
companies has recorded 8.6% year-on-year increase amounted to MOP1,101.6 million
(approximately USD137.7 million equivalent), being 65.5% life insurance business and
34.5% general insurance. Total number of licences issued to registered insurance
intermediaries reached 3,256 as at end of August 2006.

b. Designated Non-Financial Businesses and Professions (DNFBPs)

Gaming Activities

55. In 2005, all gaming activities generated a total of almost MOP$45.8 bhillion in
gross revenue, an increase of 8% over 2004, still mainly attributed to casino gaming. In
2005, casino sector made up 97.6% of the total gross gaming revenue. The balance
came from horse racing (1.4%) and sport lotteries (0.8%).

Chart 1: Breakdown of Total Gross Gaming Revenue by Different Gaming Activities in
2005
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56. In the first half of 2006, the total gross revenue from all gaming activities was
MOP25.5 billion, representing an increase of 13% over the same period last year.
Casino sector continues to take up 98.1% of the gross revenue, followed by horse-racing
(0.93%) and sports lottery (0.8%). In August 2006, the total year-to-date gross revenue
from gaming activities has further grown to MOP34.1 billion.

57. In 2005, gaming tax revenue was MOP$17.2 billion, up 14% over 2004. Apart

from Greyhound Racing, Instant Lottery and Football Betting, all gaming activities
registered a positive growth in gaming tax revenue when compared to 2004.

Chart 2: Gaming Tax from 2001-2005 (in million patacas)
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58. As noted from Chart 2, gaming tax revenue has been steadily increasing since

2001, a growth rate of 43% being recorded in 2004, and then slowing to 14% in 2005.

59. Casino gaming accounts for a substantial share of Macao, China’'s gaming
sector. Growth of the gaming industry became more obvious after the entry of the new
gaming competitors in 2003. Casino gaming plays a leading role among all gaming
activities, with casino revenue to total gaming revenue ratio set in the range of 93% ~
98% from 2001 to the first half of 2006. Horse racing and football betting are also on the
track of continuous growth.

Chart 3: Total Gross Gaming Revenue from 2001-2005 (in million patacas)
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three gaming concessionaries - SJM, Venetian and Galaxy generated a total
MOP$44.72 billion in gross revenue, an increase of 11% over the same period of 2004,
hitting a new record. Up to August 2006, their year-to-date total gross revenue reached
MOP$34.1 billion.

61. Chart 4 below shows that gross revenue demonstrated an upward trend with
explosive growth in past five years, by an average annual rate of growth of 23%. Based
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on current performance and several new casinos entering the market in 2006, it is
anticipated that revenue would approach MOP$50 billion in 2006.

Chart 4: Casino Gross Revenue from 2001-2005 (in million patacas)
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Real estate agents, dealers in precious metals and precious stones

62. Real estate agents act as middlemen for property rental and trading. Dealers in
precious metals and precious stones mainly provide retail service of these items for
ornamental purpose. The statistics on the number of real estate agents and precious
stones and metal dealers are not available.

Lawyers, notaries, other independent legal professionals and accountants

63. The Macao Lawyers Association states in its website that there are 123
registered lawyers in practice and 78 lawyers in training. The Macao, China legal
profession is dominated by expatriates, although localization is making progress with
more bilingual entrants into the profession in recent years.

64. According to government records, as at the end of 2006 there were 148
registered accountants, 119 registered auditors and 10 registered auditing firms in
Macao, China. The Finance Services Bureau (DSF) only has — through the Committee
for the Registry of Auditors and Accountants (CRAC) - legal powers to assess the
professional qualification, accept the registrations of and to recommend disciplinary
actions against accountants and auditors. The DSF is also legally provided with generic
supervision powers — which result from, at a first basic level, DSF’s organic law.

65. There are 51 notaries in Macao, China, 47 of which are in private practice.
There are four registrar officers. Both are supervised by the Legal Affairs Bureau (DSAJ)
and their scope is to give full faith and credit to non-judicial documents (notaries-public)
and to register all eligible transactions (registrar offices).

Trust and company service providers

66. There is no trust law under the present legal system. Company service providers
provide services such as the incorporation of companies and company secretarial
services. These providers, who can be lawyers or accountants, come under the
supervision of Economic Services Department (DSE).
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Offshore institutions

67. As at end of June 2006, 5.6% of total non-financial offshore institutions were
designated non-financial businesses and professions (DNFBP). The distribution is:
e Dealers in minerals and metal (precious metals) — 1.25% (trading in iron and
copper)
e Dealers in Jewellery (precious stones) — 2.33% (designing and trading in
jewellery)

e Business consultancy (company services providers) — 2.02% (mainly company
secretarial services providers)

68. The rest of the offshore institutions fall outside the scope of the DNFBPs.

1.4. OVERVIEW OF COMMERCIAL LAWS AND MECHANISMS GOVERNING
LEGAL PERSONS AND ARRANGEMENTS

69. The types of legal persons that exist in Macao, China include commercial
companies, civil societies, associations and foundations. Legal arrangements are also
possible, according to the Commercial Code.

70. Commercial companies: There are four basic types of commercial companies
in Macao, China; general partnerships, limited partnerships, private companies and
public companies (Article 174 of the Commercial Code). All the prospective companies
must apply to register with the Commercial Registrar. The company must submit, among
others, the company name, the type of company, the incorporation statutes, the
registered and principal business office, administrator and secretary, share structure and
member’'s share. Companies are owned by one or more shareholders (which may be
legal or natural persons).

71. Civil societies: The civil societies are legal persons formed by members who
contribute assets and services for the common exercise of a certain economic activity in
order to share the profits resulting from that activity or to maintain savings. The civil
societies are in everything similar to the commercial companies. The only difference is
their objective. When a civil society’s objective is the exercise of a commercial business,
it is considered a commercial company; but when its objective is not a commercial
business, it is considered a civil society. So, civil societies have a residual definition.

72. Associations: The associations are non-profit making organizations of
individuals wherein the personal element predominates. The constitution act and
statutes shall specify the assets or services brought by the associates to the social
patrimony, the denomination, purpose and statutory seat of the association, the form of
its operation, as well as its duration, when the association is to exist for a certain period
of time (rules related to the constitution, operation, members, statues and extinction
causes are set forth in the Articles 155 to 172 of the Civil Code). The constitution act of
the association, its statutes and modifications shall be made through a public document
and must be published in the Official Gazette and must be sent to the Procuratorate. The
management body of the association must register the identification of the heads of the
social bodies within 90 days after the mentioned publication.

73. Foundations: The foundations are organizations that mainly consist of funds
established for charitable, benevolent or social purposes as determined by the

23



founder(s). Foundations may be created by public document, unless other formalities are
required, or by will of the founder(s), which have attached, on stable terms, their
patrimony. The incorporate act must indicate the aim of the foundation and specify the
assets destination or purpose. The statutes may include, inter alia, the statutory seat of
the foundation, structure and operation rules. The recognition by a public authority of the
incorporate act and the assets whereto attached is mandatory for its validity. The
constitution act must be published in the Official Gazette in order to be opposed against
third parties.

74. Legal arrangements: It is possible to have legal arrangements between
companies to co-operate in the exercise of an enterprise. Those legal arrangements are
foreseen in the Commercial Code: economic interest groupings (Article 489 of the
Commercial Code) — two or more commercial entrepreneurs can, without prejudice to
their legal personalities, create among themselves an economic interest grouping, in
order to facilitate or develop their economic activity and to improve or increase the
results of such activity; consortium contracts (Article 528 of the Commercial Code) — two
or more individuals or collective persons, who exercise an economic activity, bind among
themselves to undertake a certain activity or to make a certain contribution, in an
organized manner, with the purpose of achieving any of the objects mentioned in the
following article; association in participation contracts (Article 551 of the Commercial
Code) — a person is associated to a commercial enterprise exercised by another person,
the former participating in the profits, or in the profits and losses, resulting from such
exercise to the latter.

1.5. OVERVIEW OF STRATEGY TO PREVENT MONEY LAUNDERING AND
TERRORIST FINANCING

a. AML/CFT Strategies and Priorities

75. The efforts of Macao, China in the fight against ML and FT can be traced back
to the 1990s. In 1991, the Decree-Law on drug control was promulgated to allow the
Government to confiscate assets derived from drug trafficking. The confiscation of
assets was further expanded to other criminal activities by the Criminal Code in 1995.
The law on Organized Crimes promulgated in 1997 goes further to deal with crimes
related to conversion, transfer or dissimulation of illicit assets or proceeds arising from
criminal activities. The Decree Law No. 24/98/M* in 1998 stipulates that reporting is
mandatory when suspicious transactions are spotted, and this law formed the basis of
the reporting of suspicious transactions by financial institutions to the Judiciary Police
with advice to the AMCM. In 2002, another Law was passed to implement measures
under international conventions signed and ratified by the Central Government of PRC
and applicable to Macao, China. It enables the anti-terrorist measures under Resolution
No. 1373 of the UN Security Council to be applicable to Macao, China.

76. With the passing of the AML/CFT legislation, Law No. 2/2006, Law No. 3/2006
and Administrative Regulation No. 7/2006, the Macao, China government has placed
high priority on implementation of the measures under the legislation. All the regulatory
entities concerned including the AMCM, the Gaming Inspection and Coordination
Bureau, the Finance Services Bureau, the Economic Services, etc, will take full efforts to
revise or draft AML/CFT guidelines with incorporation of the CDD and internal control
measures required under the new legislation.
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77. In summary, the main laws and administrative regulations in force to combat ML
and FT include:

e The Criminal Code

e Decree Law 5/91/M (Criminalization of illicit traffic in narcotic drugs and
psychotropic substances)

e Law 6/97/M, Law against Organized Crime

e Law 4/2002 (Compliance with certain acts of International Law)

e Law 2/2006 (Prevention and Repression of Crime of Money Laundering)
e Law 3/2006 (Prevention and Repression of Crimes of Terrorism)

e Administrative Regulation No. 7/2006 (Preventive Measures against Money
Laundering and Financing of Terrorism)

78. The new laws on the Prevention and Repression of Money Laundering, Law
No. 2/2006, of 3 April, on Prevention and Repression of Terrorism, Law No. 3/2006, of
10 April, and Administrative Regulation No. 7/2006, of 15 May, on preventive measures
for crimes related to ML and FT set up a comprehensive and integrated legal framework
in combating ML and terrorism.

79. The major features of the AML law includes: the redefinition of the crime of ML
with the extension of its scope of application to all forms of serious crimes; the
incrimination of tipping off; the criminal liability of legal persons; extension of the scope
to other non-financial sector entities, such as real estate agents, lawyers, accountants,
auditors, offshore companies, pawn shops and any other merchants handling goods of a
high unit value.

80. These entities will abide by a set of duties such as CDD record keeping and
reporting of suspicious transactions, monitoring of such transactions and setting up
penalties.

81. This new special criminal law replaced and superseded the existing legislation
on ML, namely Decree-Law 24/98/M, and the provisions on ML enshrined in Law
6/97/M, against organized crime. Parts of the new law are applicable, mutatis mutandis,
in regard to FT.

82. Decree Law No. 24/98/M was applicable to the crime of ML transitionally up until
Administrative Regulation No. 7/2006 came into force on 15 November 2006.

83. Under this diploma, which implements the measures laid down in the laws, the
entities and persons subject to the duties stipulated in the law are supervised by different
authorities according to their type and nature. Those authorities are listed and it is within
their competence to systematize the procedures for compliance with the referred duties
by means of issuing of guidelines. They also have to inform the Procurator whenever
they suspect the existence of ML and FT. With the operation of Office of Financial
Intelligence (GIF) having started in November 2006, STRs are now forwarded by
reporting entities to GIF before being passed to the Procurator.

84. Law No. 2/2006 defines the offence of ML as to convert or transfer “advantages,

or to assist or facilitate any of those operations, for the purpose of disguising its illicit
origin or of avoiding the main perpetrator or participant in the preceding crimes from
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being prosecuted or submitted to a criminal sanction” and the concealment or disguise of
the true nature, source, location, disposition, movement, or ownership of the
advantages, the notion of advantages being defined for the purpose of the law as “the
assets derived from the commission, through any form of participation, of a typified act
punishable with a penalty of imprisonment of a maximum term above 3 years, as well as
any assets obtained therefrom” (Article 3(1), (2) and (3)).

85. The new law extended the scope of application of the ML offence to all forms of
serious crimes, terrorism being a predicate offence.

86. Law No. 3/2006 is the new counter terrorism law. Being a special criminal law, it
prevails over ordinary criminal law, which, nevertheless, is still, when not expressly
repealed, applicable in a subsidiary manner.

87. the core elements of Law 3/2006 are the redefinition of the criminal offences of
terrorist organizations and of individual acts of terrorism provided for in Articles 289 and
290 of the Macao Criminal Code, which were entirely repealed and superseded by
Articles 4 and 6 of the new law, and the definition of three new particular types of
connected activities, namely, those of other terrorist organizations, FT and incitement to
terrorism as autonomous criminal offences, provided for and punished in Articles 5, 7
and 8 of the new law, respectively.

88. The most relevant features of this new law are the explicit inclusion of the
transnational element in the specific motivation of the legal type of the offence of other
terrorist organizations and implicitly in regard to individual acts of terrorism by means of
expressly establishing a possibility of correlation between the specific motivation of both
criminal conducts, the reassertion of extra-territorial jurisdiction rules (Article 3) and the
introduction of legal persons’ liability in regard to all the mentioned criminal offences
(Article 10).

89. Although the definition of the offence of terrorist organization was maintained as
“any association of two or more persons acting in concert to impede, alter or subvert, by
means of violence, the operation of the political, economical or social system of Macao,
China, to compel a public authority to do or to refrain from doing any act or to tolerate it,
or to intimidate certain persons, group of persons or the population in general”, and still
operates by reference to the commission of other typified offences expressly listed in the
same provision, it is important to stress that the list of those offences was enlarged and
their definition improved.

90. The offence of FT is defined as to render available or collect “funds with the
purpose of financing, totally or partially, the commission of terrorism”, without distinction
of the offence terrorism nature. Some preventive measures to counter the FT were also
set up, by means of establishing in Article 11 an operative reference to some of the
provisions of the other above quoted new special criminal law on money laundering.

91. Unless otherwise provided by international applicable conventions, extra-
territorial jurisdiction can be exercised in regard to criminal offences committed against
other jurisdictions and international public organizations whenever the agent is found in
Macao, China and is not possible to surrender him to another territory or
country/jurisdiction.
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92. With the adoption of the above-mentioned new Laws No. 2/2006 and 3/2006
and Administrative Regulation No. 7/2006, Macao, China has reinforced and updated
the tools to fight effectively the crime of ML and of FT, in line with the mandatory
requirements of applicable international treaties and instruments, as well as with
commonly worldwide accepted international standards and practices, in particular, the
FATF revised 40 Recommendations + 9 Special Recommendations.

93. The Financial Intelligence Office (GIF is the Portuguese acronym) was set up
under Executive Ruling no. 227/2006 in August 2006. GIF began its operation in
November 2007 with the function of collecting, analysing and disseminating information
on suspicious transactions. A stated priority for Macao, China is to put in place
adequate resources to support the GIF.

94. The Judiciary Police (PJ) has been recently restructured to strengthen the law
enforcement power with specialization of function areas for investigation of different
types of serious crimes including gaming related crimes and FT ML/TF crimes.

95. Regarding the future plan on AML/CFT, the GIF, with support from the AMCM,
has taken up the coordination role for all the regulatory authorities and self-regulatory
bodies with AML/CFT functions. In addition to the main function of collecting, analysing
and disseminating information on suspicious transactions, the GIF will also provide
technical assistance to other government agencies in different areas including revision of
guidelines, implementation of supervision measures, training and public awareness
programs, etc. Both the GIF and the AMCM will continue close contacts with
international organizations like the APG, IMF to keep track with international trend and
development on AML/CFT and proposals will be made to the Government for any new
policies in response to changing international requirements.

96. The Government Anti-money Laundering Working Group continues to work as a
communication link for all the government agencies concerned with AML/CFT.

b. The institutional framework for combating ML and FT

97. Administrative Regulation 7/2006 was published on 15 May 2006. It establishes
the list of the supervising authorities that will have the mission to check if the AML/CFT
preventive obligations are being fulfilled. It defines each of the preventive obligations
mentioned above and defines administrative penalties for failure to fulfil the preventive
obligations.

Ministries

98. The Secretary for Administration and Justice has a major role in the coordination
of the legislative initiatives to improve the effectiveness of the Macao, China’s AML/CFT
program. The Legal Affairs Bureau (DSAJ) and the International Law Office (GADI) are
accountable to the Secretary for Administration and Justice.

Criminal Justice and Operational Agencies

99. The Public Prosecutions Office of Macao, China, as a judicial institution vested
with independent prosecutorial powers, has as its duties in the field of combat and
prevention of crimes including ML, to conduct criminal investigation, institute criminal
prosecution and to promote criminal trial procedures as well as the prevention of crimes.
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100. In order to avoid the overlapping of competences between the different law
enforcement agencies, in the security area, and taking into consideration legal and
administrative and political advantages, the competence for the fight against ML and FT
has been attributed to the Unitary Police Services (UPS) as the command and
operational director and the Judiciary Police (PJ) as the investigatory agency.

101. Law 5/2006 on Organization of Judiciary Police empowers the Judiciary Police
with a special function to investigate ML and related crimes. This is to cope with
investigation work under Law No. 2/2006 on Prevention and Repression of Money
Laundering and the AML/CFT measures of Administrative Regulation No. 7/2006. The
PJ has specifically set up the Money Laundering Related Crime Division to focus on the
investigation of such crimes.

102. Macao Customs Service (SA) plays an assistant role in combating ML/TF.
Based on Law No. 5/2006 (Competency and Authority of Judiciary police), if SA
discovers or suspects ML/TF activities in the checkpoints, it will transfer the case to the
PJ.

Financial sector bodies

103. Under Law No. 2/2006 and Law No. 3/2006 as well as the supplementary
Administrative Regulation, financial institutions under the supervision of the Monetary
Authority of Macao (AMCM) are subject to the legal requirements to carry out CDD
measures for AML/CFT purpose and to report suspicious transactions when detected.
Article 7 of Law No. 2/2006 and Article 3 to 5 of Administrative Regulation no. 7/2006
state the duties of financial institutions under supervision of AMCM including the
identification of customers and contract parties, identification of nature, purpose, source
of fund and amount of transactions performed, refusing transactions without adequate
information for CDD, record keeping and reporting of suspicious transactions.

DNFBP and other matters

104. The DICJ is the regulatory agency that has the competence to apply
administrative penalties to the gambling concessionaires when they do not comply with
the AML/CFT obligations according to Articles 9 and 10 of Administrative Regulation No.
7/2006.

105. Administrative Regulations No. 7/2006, point 6 of Article 2, Economic Services
Department (DSE) regulates DNFBPs such as real estate agents, dealers in precious
metals, dealers in precious stones, dealers in luxury transport vehicles and company
services providers. DSE has already issued a series of guidelines to these entities for
their detection and reporting of ML activities.

106. Article 2 of the abovementioned Administrative Regulation also authorizes the
Macao Trade and Investment Promotion Institute (IPIM) to supervise and monitor the
compliance of offshore non-financial entities in AML/CFT measures. By the same
article, solicitors are obliged to comply with the requirements issued by the Independent
Commission for the Exercise of the Disciplinary Power.

107. The Macao Lawyers Association is the chief supervisory body of the lawyers in

Macao, which supervises the lawyers with the ‘General Clauses of Lawyers’ approved
by Decree Law 31/91/M.

28



108. Under Chief Executive Order No. 2/2005, Auditors and accountants are under
the supervision of the self-regulating body of the Committee for the Registry of Auditors
and Accountants (CRAC) which directly reports to the Director of Finance Services
Bureau (DSF). By this order, CRAC is authorized to propose sanctions or revocation on
auditors and accountants for any infringements. Article 44 of the Statute of Auditors
(approved by Decree No. 71/99/M) and Article 25 of the Statute of Accountants
(approved by Decree No. 72/99/M) stipulates that accountants have to comply with the
guidelines issued by CRAC.

109. The notaries-public and registrars are under the scope of the preventive
obligations and are under the supervision of the Legal Affairs Bureau (DSAJ). The Legal
Affairs Bureau has the power to enact instructions in order to better define the preventive
obligations and to establish procedures for the fulfilment of those obligations in order to
achieve its effectiveness. A draft guideline has been issued to notaries-public and
registrars regarding their roles in the fight against ML and FT, particularly concerning
their functions in buying and selling of real property, formation of legal persons and
buying and selling of companies

c. Approach concerning risk

110. Macao, China takes a comprehensive approach to AML/CFT preventive
measures. Macao, China does not seek to exclude coverage of any sectors of financial
institutions or DNFBPs from AML/CFT measures on the basis of risk.

111. In the short term, taking into account the risks associated with different business
sectors, priority will be placed in the Gaming and financial sector with allocation of more
resources to cope with the fast growing economy.

d. Progress since the last APG/OGBS mutual evaluation in 2001

112. The Workgroup on Anti-Money Laundering, which is now coordinated by GIF,
has been keeping a proactive role in consolidating the efforts of relevant government
agencies against ML and FT. Apart from updating AML/CFT policy initiatives, such as
new papers and interpretative notes issued by the FATF and other international
organizations, the Workgroup is currently coordinating implementation of the measures
laid down in the AML/CFT laws and regulations promulgated recently in Macao, China.
One of the implementation aspects coordinated by the Workgroup is to assist members
to draft or revise AML/CFT guidelines to be issued to the financial and non-financial
sectors. Currently, the guidelines for non-financial sectors have been drafted by most of
the government agencies like DICJ, IPIM, DSF, DSAJ and DSE. In the meantime,
AMCM has also revised its guidelines issued to the financial sector in 2002. The self-
regulatory organizations for legal professions have also drafted guidelines.

113.  In April 2006, Law 2/2006 on prevention and repression of the crime of ML and
Law 3/2006 on prevention and repression of the crimes of terrorism were enacted.
Following the promulgation of these two laws, Macao, China also enacted in May 2006
Administrative Regulation no. 7/2006 on preventive measures for the crimes of ML and
FT. This Regulation is actually meant to implement the measures laid down in the laws.
The law on mutual legal assistance in criminal matters, Law no. 6/2006 entered into
force on November 1, 2006.
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114. The Executive Ruling no. 227/2006 issued in August 2006 has laid down the
legal basis for the establishment of the GIF, which started operation on 12 November
2006. With the establishment of GIF, collection and analysis of suspicious transaction
data will be consolidated under one special unit, which could streamline and unify the
present STR reporting process.

115.  Apart from sanctions on the ML/FT crimes, it is also required that wider range of
entities in financial and non-financial sectors, including financial institutions, gaming
operators, company services providers, offshore companies, accountants, auditors, tax
consultants, lawyers, solicitors, notaries, registrars, real estate agents, traders of
precious metals and stones, pawn shops etc. should take proper customer due diligence
(CDD) measures when conducting transactions above an appropriate threshold, and to
report any suspicious transactions within 2 working days to the GIF. If CDD measures
could not be properly taken, the laws require the aforesaid entities to refrain from
carrying out the respective transactions. In addition, the reporting entities are now clearly
protected by the laws from any consequent responsibilities when reporting suspicious
transactions in good faith, and tipping-off is explicitly prohibited.

116. The AMCM continued to develop the existing AML/CFT monitoring and
reporting system in the financial sector. After revision of the existing AML/CFT
guidelines to cope with the recent changes to international and local criteria, the AMCM
has already completed the consultation of the revised guidelines with the financial
sector. On the other hand, AMCM continued to issue circulars to all banks and other
authorized institutions for updating, from time to time, lists of terrorists subject to
sanctions under the UN Security Council Resolutions published in Macao, China Official
Gazette. Apart from these lists, banks and other authorized institutions maintain a
database of suspicious terrorists and terrorist organizations based on the UN website or
on lists provided by other foreign governments, so as to effectively identify individuals or
organizations which may be related to FT as well as ML.

117.  To ensure due implementation of the existing AML/CFT guidelines, the Banking
Supervision Department carries out ongoing onsite examinations and offsite surveillance
on all authorized institutions. After each examination, findings and recommendations are
advised to the examined institution for rectification and the institution is required to report
to the AMCM the progress in adopting those recommendations.

118.  As a result, banking institutions have started to take a more active position in
allocating reasonable resources to improve their internal monitoring systems. For
example, some major banks in Macao, China have restructured their internal control
systems by establishing AML/CFT control measures such as a risk-based customer
acceptance policy, STR reporting procedures and development of software applications
to detect unusual transactions.

119.  For the gaming sector, DICJ (Gaming Inspection and Co-ordination Bureau) has
completed guidelines to govern the gaming concessionaries in respect of the preventive
measures for AML/CFT. It draws a picture of obligations for concessionaries to establish
necessary internal procedures. Under the guidelines, concessionaries are required to
identify the customers and register the details of large value transactions for all games or
exchanges of chips with an amount over a threshold of MOP500,000 (approximately
USD 62,500).
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120. Supervisors have been appointed for a wide range of DNFBP - these
supervisors have issued guidelines.

121. Regarding international cooperation, as above mentioned, Law no. 6/2006 set
forth the legal framework for cooperation in criminal matters

122.  The PJ will continue to undertake investigation of ML and FT cases even after
the establishment of the GIF in November 2006. In light of the increasing trend of
financial crimes, the PJ is currently undergoing a reorganization process to have
different specialized sections for the investigation of commercial, ML/FT and gaming
crimes. This reorganization is, as part of a full restructuring of the PJ to enhance its
functions and power. The PJ continues to keep close connection with other law
enforcement and investigation agencies to fight against cross-border crimes. Macao,
China Branch of Interpol provides a key channel of information exchange between
Macao, China and other jurisdictions. In addition to Interpol, direct communication and
information exchange channels have also been built up between the PJ and the police
agencies in Hong Kong, China and the PRC.
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2. LEGAL SYSTEM AND RELATED INSTITUTIONAL MEASURES

Laws and Requlations

2.1 CRIMINALISATION OF MONEY LAUNDERING (R.1 & 2)

Recommendation 1
2.1.1 DESCRIPTION AND ANALYSIS

123. The application of international law in Macao, China’s legal system requires a
previous ratification and approval by the PRC after seeking the views of the Macao,
China, or in some specific fields, where Macao, China is authorized to conclude
international agreements on its own, by the Chief Executive. After publication at the
Official Gazette, according to the principle of publication of laws (Articles 3 (6) and 5 (1)
of Law 3/1999, of 20 December), those treaties become immediately and automatically
part of Macao, China’s legal order. The international law prevails above domestic law, in
the event of conflict (Article 1(3) of the Civil Code).

124. Both the 1988 UN Convention against lllicit Traffic in Narcotic Drugs Substances
(Vienna Convention) and the 2000 UN Convention against Transnational Organised
Crime (Palermo Convention) are applicable in Macao, China. The Vienna Convention
was published in the Macao, China Official Gazette 13, | Series, of the 29 March 1999,
without reservations and Palermo Convention was published in Official Gazette 36, Il
Series, of 8 September 2004, with the reservation made by the PRC on paragraph 2 of
Article 35 (recognition of International Court of Justice as settler of disputes between
States).

125. Money laundering has been an autonomous offence in Macao, China since
1997. Article 10 of Law N° 6/97, from 30 July 1997, defined ML offence very similarly to
the Vienna Convention 1988, in relation to organised crime, this fact was referred to in
the report of the last joint APG/OGBS mutual evaluation, in 2001. Following this legal
provision, the Decree-Law N° 24/98/M, of 1 June 1998, established the financial and
non-financial entities and their duties to communicate/report suspicious transactions to
Judiciary Police (PJ) and the sanctions applicable to non-compliance.

126. Following the scope of the above mentioned Conventions, a new legislative
framework devoted to AML has been in place since 4 April 2006, through Law 2/2006,
which updated and established several provisions to prevent and suppress the
laundering of benefits of illicit origin.

127. Law 2/2006 was drafted in accordance with the material and subjective
elements of both Conventions, and ML offence satisfies the physical and material
elements of the offence as required by both Conventions. Both paragraphs 2 and 3 of
Article 3 of Law 2/2006 correspond to Article 6(1)a)i) and ii) of the Palermo Convention
and Article 3(1)b)and c) of the Vienna Convention. The ML offence is punished with a
minimum penalty of two to eight years of imprisonment (Article 3 of Law N° 2/2006), and
in several circumstances lead to the aggravation of its penalties from three to 12 years
(Article 4 of the same Law).
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128.  Concerning the predicate offence of ML, although Article 2(b) of the Palermo
Convention defines serious crimes as those punishable with imprisonment of a
maximum term above four years, Macao, China adopted the threshold approach and
decreased the maximum term limit to three years, regardless of the minimum limit, and
in such a way included more offences as predicate offences. All the offences punishable
with a penalty of imprisonment of a maximum term above three years are considered
serious offences under the criminal law. The adoption of that criterion is stated in
paragraph 1 of Article 3 of Law 2/2006, where the predicate offences for ML are defined
as those that are “punishable with a penalty of imprisonment of a maximum term above
3 years”.

129. As far as the list of the designated categories of offences is concerned, the
following crimes are included as predicate offences:

e Participation in an organized criminal group and racketeering is punished with a
minimum penalty of three to 10 years of imprisonment (Article 288 of the
Criminal Code) and participation in a secret society is punished with a penalty
of five to 12 years of imprisonment (Article 2 of the Law against the organized
crime, Law 6/97/M);

e Terrorism is punished with a penalty of three to 12 years of imprisonment
(Article 6 of the Law for the prevention and suppression of the crimes of
terrorism, Law 3/2006) and FT is punished with a penalty of one to eight years
of imprisonment (Article 7 of the same Law);

e Trafficking in human beings is punished with a minimum penalty of two to eight
years of imprisonment (Article 7 of the Law against the organized crime, Law
6/97/M) and migrant smuggling is punished with a minimum penalty of two to
eight years of imprisonment (Article 14 of Law 6/2004);

e Sexual exploitation, including sexual exploitation of children is punished with a
minimum penalty of one to five years of imprisonment (Articles 163, 164 and
170 of the Criminal Code);

o lllicit trafficking in narcotic drugs and psychotropic substances is punished with
a minimum penalty of eight to 12 years of imprisonment and fine (Article 8 of
the Decree-Law 5/91/M);

o lllicit arms trafficking is punished with a minimum penalty of two to eight years
of imprisonment (Article 262 of the Criminal Code);

o lllicit trafficking in stolen and other good is punished with a minimum penalty of
imprisonment with a maximum term of five years (Article 227 of the Criminal
Code);

e Corruption (“Passive corruption” — act of being corrupted) is punished with a
penalty of one to eight years of imprisonment (Articles 337 and 338 of the
Criminal Code); however, the “Active corruption” (act to corrupt someone) is
punished with the maximum imprisonment of three years, therefore below the
threshold of a crime to be considered as predicate offence of ML (Article 339 of
the Criminal Code);

e Fraud is punished with a maximum penalty of five or 10 years of imprisonment,
depending of the special circumstances of the criminal conduct (Article 211 of
the Criminal Code) — if the patrimonial loss resulting from the fraud is not of a
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high value, it will not be considered a predicate offence since it does not fit in
the threshold,;

o Counterfeiting currency is punished with a penalty of two to 12 years of
imprisonment (Article 252 of the Criminal Code);

e Counterfeiting and piracy of products is punished with a penalty of one to four
years of imprisonment (Article 211 of the Decree-Law 43/99/M);

e Environmental crime is punished with a penalty of one to eight years of
imprisonment (Articles 268 and 269 of the Criminal Code);

e Murder is punished with a minimum penalty of 10 to 20 years of imprisonment
(Articles 128 and 129 of the Criminal Code) and grievous bodily injury is
punished with a minimum penalty of two to 10 years of imprisonment (Articles
138, 139 and 140 of the Criminal Code);

¢ Kidnapping is punished with a minimum penalty of three to 10 years of
imprisonment (Article 154 of the Criminal Code), illegal restraint is punished
with a minimum penalty of one to five years of imprisonment (Article 152 of the
Criminal Code) and hostage-taking is punished with a minimum penalty of three
to 12 years of imprisonment (Article 155 of the Criminal Code);

e Robbery is punished with a minimum penalty of one to eight years of
imprisonment (Article 204 of the Criminal Code) and aggravated theft is
punished with a minimum penalty imprisonment with a maximum term of five
years (Article 198 of the Criminal Code);

e Extortion is punished with a minimum penalty of two to eight years of
imprisonment (Article 215 of the Criminal Code);

e Forgery, fraud of documents with a special value and fraud by a public worker
are punished with a penalty of one to five years of imprisonment (Articles 245
and 246 of the Criminal Code); and

e Piracy is punished with a penalty of five to 15 years of imprisonment (Article
275 of the Criminal Code).

130. Macao, China has no stock exchange market and, insider trading and market
manipulation are not criminalised.

131. Paragraph 4 of Article 3 of Law 2/2006 also provides for punishment of ML even
if the predicate offence from which the proceeds of crime derive has been committed
outside Macao, China, provided that it is also punishable by the law of the country or
region with jurisdiction over such act.

132. Law 2/2006 uses the concept “advantages” to refer to the proceeds of crime.
Paragraph 1 of Article 3 of that Law establishes that “advantages shall be regarded as
any assets derived from the commission, through any form of participation, of a typified
act punishable with a penalty of imprisonment of a maximum term above 3 years, as well
as any assets obtained therefrom.” According to that provision, there are no limits
imposed for the nature of the property or for its value that directly or indirectly (“as well
as any assets obtained therefrom”) represents the proceeds of crime. According to
paragraph 4 of the same Article, the offence of ML also extends to “advantages” derived
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from predicate offences committed outside Macao, provided those offences are also
punishable by the law of the State or Region with jurisdiction over such act.

133. The defendant can be convicted of ML without any correspondent conviction of
a predicate offence. The prosecution must only prove beyond a reasonable doubt that
the proceeds are the proceeds of crime (“punishable with a penalty of imprisonment of a
maximum term above 3 years”).

134. The offence of ML applies to those who commit the predicate offence (self-
laundering) and also to those who did not commit, or participate in the commission of,
the predicate offence. According to paragraph 2 and 3 of the Article 3 of the Law 2/2006,
the ML offence applies to whoever has the purpose of disguising the illicit origin of the
advantages (persons who committed the predicate offence and other persons) or
assisting the main perpetrator or participant of the preceding crimes from being
prosecuted or submitted to a criminal sanction (persons who did not commit the
predicate offence) and to whoever conceals or disguises the true nature, source,
location, disposition, movement or ownership of the advantages (persons who
committed the predicate offence and other persons).

135. The General Part of the Criminal Code, applicable by the double remission of
the Article 2 of the Law 2/2006 and of the Article 8 of the Criminal Code, establishes the
appropriate ancillary offences to all the criminal offences in Macao, China, including the
offence of ML.

136. An attempt to commit a ML offence or other crime, which is punishable with a
penalty of imprisonment of a maximum term above three years, is always punishable as
ruled in Articles 21 and 22 of the Criminal Code. The penalty is the same applicable to
the main perpetrator, but with a special mitigation in the terms of Article 67 of the
Criminal Code.

137.  Those who aid and abet the commission of a ML crime or other crime, which is
punishable with a penalty of imprisonment of a maximum term above three years, are
punishable as main perpetrators of the crime, according to Article 25 of the Criminal
Code. That Article establishes that, those who commit the offence, directly or by an
intermediary, those who commit the offence with others and those who instigate others
to commit the offence are punishable as main perpetrators of the ML offence.

138. The ML offence only applies when the perpetrator knows, or should have
known, that he is committing that offence and when he has the intention to commit it
(Article 13 of the Criminal Code, applicable by the double cross references of Article 2 of
Law 2/2006 and of Article 8 of the Criminal Code).

139. ML is therefore considered a wilful offence in Macao, China law, in accordance
with the general principle of the Criminal Code. There are different forms of “wilfulness:
direct, necessary or eventual, as provided for in Article 14 of the Criminal Code.
According to Article 13 of the same Code, only typical facts committed with wilfulness or
with negligence in cases specially provided for in the criminal law, are punishable.

140. Under Article 14 of the Criminal Code, a person acts with wilfulness when,

conceiving a fact that corresponds to an offence, he/she acts with the intention of
committing it (direct wilfulness); shall also be deemed to have acted with dolus the
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person who mentally anticipated that, as a necessary consequence of his/her conduct,
an act will occur that amounts to a legally typified criminal behaviour (necessary
wilfulness); where an act occurs that amounts to a legally typified criminal behaviour and
that act was mentally anticipated as a possible consequence of the conduct, if the
perpetrator acted tolerating the occurrence of such an act, dolus shall be deemed to
characterise the conduct (eventual wilfulness).

141. Therefore wilfulness cannot exist without the willing element as well as the
intellectual element. An offence of ML under the form of negligence is not provided for
but almost the same subjective elements of negligence can be found in the eventual
wilfulness.

142.  According to Article 26 of the Criminal Code, those who facilitate the
commission of the ML offence, or give moral help to its commission, are punished as
accomplices. The penalty is the same applicable to the main perpetrator, but with a
special mitigation in the terms of the Article 67 of the Criminal Code.

143.  Conspiracy to commit an offence, including a ML offence, is an autonomous
offence punishable by Article 288 of the Criminal Code and the penalty for the
commission of the offence of conspiracy to commit ML is three to 10 years of
imprisonment.

144.  According to the provisions of paragraph 4 of Article 3 of Law 2/2006, the
proceeds of the predicate crimes, which took place in another jurisdiction, if converted,
transferred, or, if someone conceals or dissimulates its nature, origin, whereabouts,
layout, movement or entitlement in Macao, China, is considered a ML offence. This
provision provides the punishment for the ML offence, when the predicate offence has
been committed outside Macao, China, provided it is also punishable by the law of the
State or Region with jurisdiction over such act.

Recommendation 2

145.  The ML offence applies to natural persons that engage in ML activities, as ruled
by Article 3 of the Law 2/2006, and also applies to legal persons, which became
criminally liable, according to Article 5 of same Law. Moreover, if the natural persons
engaging in ML activities are members of criminal organizations or secret societies, they
will have their punishment aggravated.

146. The law does not impose any limit concerning the demonstration of the
intentional element of the ML offence. In fact, according to Article 112 (1) of the Criminal
Procedure Code, all evidence that is not forbidden by law, is allowed. The evidence
forbidden by law is generally listed in Article 113 of the Criminal Procedure Code.

147.  Article 114 of the Criminal Procedure Code establishes that the judge is free in
the evaluation of any evidence, according to the rules of experience and his free
conviction. So, to demonstrate the fault element of intention, inferences can be drawn
from objective factual circumstances.

Legal Persons

148.  The criminal liability of legal persons (even if irregularly formed) is established in
Article 5 of Law 2/2006. Associations without legal personality are also liable for the
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criminal offence of ML, when it is committed on their behalf and in their collective interest
by their organs or representatives or by a person under their authority, when the
commission of the criminal offence has be rendered possible by virtue of an intentional
breach of the duties of supervision or control that they are entrusted with.

149. To demonstrate intention or knowledge the fault element must be imputed to an
organ or representative of the legal person, which expressly, tacitly or impliedly
authorized or allowed the commission of the offence. This can be done by proving that
the legal person’s organs or representatives intentionally, knowingly or recklessly carried
out the relevant conduct, or expressly, tacitly or impliedly authorized or allowed the
commission of the offence; proving that a corporate culture existed to encourage,
tolerate or lead to non-compliance with the relevant provision; or proving that the body
corporate failed to create and maintain a corporate culture that required compliance with
the relevant provision.

150. The legal persons liable for the ML offence are punishable with fine or judicial
dissolution. There are also several accessory penalties established in the paragraph 8 of
the Article 5 of the Law 2/2006 which can be imposed to the legal persons.

151. The responsibility of the legal persons, even if irregularly formed, and the
associations without legal personality, does not exclude, however, the individual
responsibility of the respective perpetrators, according to paragraph 2 of the Article 5 of
the Law 2/2006.

152. Prosecution of legal persons does not bar or otherwise affect parallel
proceedings, whether civil or administrative. However, if the legal person is found guilty
of a criminal offence and, simultaneously, of an administrative offence, the principal
punishment for the administrative offence must be precluded, but any other accessory
penalties of the administrative offence won't be precluded. According to Article 8 of the
Decree-Law 52/99/M, when the same fact constitutes simultaneously a criminal offence
and an administrative offence, the perpetrator is punished by the criminal offence and
with the accessory penalties of the administrative offence. The mentioned provision is a
development of the ne bis in idem principle (no legal action can be instituted twice for the
same cause of action) which is a fundamental principle of Macao, China criminal law.

153.  Following the criminal provisions of Law 2/2006 and improving the directives of
Decree-Law N° 24/98/M of 1 June 1998, a new Administrative Regulation N° 7/2006 was
published on 15 May 2006 and came into force in 12 November 2006.

154.  This Administrative Regulation established the list of the supervising authorities,
which are demanded to issue and check the preventive obligations related to the ML and
the FT crimes are being fulfilled. Also several obligations were established for the
supervised entities to fulfil, such as: client and transaction identification, denial to
perform transactions if the identification obligations are not fulfilled, preservation of
documents related to the identification obligations, report of suspicious transactions and
prohibition of tipping-off. The same Regulation identifies the entities compelled to those
preventive obligations, such as, the financial institutions, the gaming industry, the real
estate agencies, the merchants of high-value goods, lawyers, notaries, registrars and
several company service providers. And it finishes by defining the administrative
penalties that the entities with preventive obligations can incur, if they do not fulfil those
obligations.
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155.  The supervising authorities were given the power to enact instructions in order
to better define each of the preventive obligations in each sector of activity and the
relevant procedures. Those regulations were prepared and all of them came into force
on 12 November 2006.

156. Law 2/2006 introduced the legal basis for the establishment of a financial
intelligence unit (GIF) with the special duty to centralize, analyse and disseminate the
suspicious transactions reports. The specific functions of GIF were established under
Executive Ruling N° 227/2006, on 29 July 2006. Before the role was undertaken by the
PJ.

157.  When the ML offence is committed by a natural person the penalty can range
from two to eight years of imprisonment, as ruled in Article 3 (2) of Law 2/2006.
However, according to Article 4 of the same Law, the punishment is aggravated to three
to 12 years of imprisonment: if the ML offence is committed by a criminal association or
a secret society, or by someone who is a member of or supports such association or
society (the perpetrators will also be punished by the autonomous crimes of criminal
association or secret society); if the predicate offence is terrorism, narcotics traffic,
international traffic of persons or of prohibited weapons or explosive substances; or if the
perpetrator commits the ML offence in a habitual manner. In any of these cases, the
applicable penalty may not exceed the maximum limit of the penalty provided for the
predicate offence, according to paragraph 6 of Law 2/2006 and the cross reference to
that paragraph in Article 4.

158. If those offences are committed by a legal person, even if irregularly
incorporated, or by an association without legal personality, the punishment shall be fine
or judicial dissolution, according to Article 5 (3) of Law 2/2006. The fine can range from
MOP 10,000.00 to MOP 20,000,000.00. The judicial dissolution can be compulsory,
when the legal person is established with the intention of, exclusively or predominantly,
through the legal person, committing the ML offence or, when the repeated commission
of criminal offences reveals that the legal person is being used, exclusively or
predominantly, for that purpose.

159. Legal persons can also incur in several accessory penalties which may be
applied cumulatively, as stipulated in paragraphs 8 and 9 of Article 5 of Law 2/2006,
such as the prohibition of the exercise of certain activities for a period of one to 10 years;
deprivation of the right to subsidies or subventions granted by Government departments
or public entities; closing of the establishment for a period of one month to one year;
definite closing of the establishment, judicial injunction; and publicity of the sentence.

160. In addition to the criminal liability for the commission of the ML offence, there
were also established new administrative infractions for those entities who fail to comply
with the fulfilment of the preventive obligations related to the ML offence, even if they act
negligently (Article 9 of Administrative Regulation No. 7/2006). Paragraph 1 of the same
Article rules that non-compliance with the preventive duties constitutes an administrative
offence, punishable with a fine of MOP 10,000.00 to MOP 500,000.00, or MOP
100,000.00 to MOP 5,000,000.00, depending on whether the offender is a natural or a
legal person.

161. However, when the economic benefit obtained by the offender from the
commission of the infraction exceeds half of the maximum limit established in paragraph

38



1, such limit shall be raised to the double of such benefit, as stated in paragraph 3 of the
Article 9. According to Article 10 of Administrative Regulation No. 7/2006, despite the
application of the penalty and the payment of the respective fine, this does not release
the offender, whenever that is still possible, from compliance with the duty.

162. In summary, the ML provision was designed as an autonomous and
independent offence. All the offences punishable with a penalty of imprisonment of a
maximum term above three years are considered serious crimes and therefore predicate
offences of the ML crime, including the crime of FT. The punishment for ML shall take
place even if the predicate offence from which the proceeds of crime derive from has
been committed outside Macao, SAR, provided that it is also punishable by the law of
the State or Region with jurisdiction over such act.

Recommendation 32 (ML investigation/prosecution data)

Table 1: Suspicious transactions processed by Judiciary Police

Year Suspicious Persons involved | Persons arrested
Transactions rec’d

2002 68 72 0

2003 107 168 0

2004 109 142 0

2005 194 253 13
2006 (Jan to June) 317 342 0
Table 2 Cases under prosecution

Year Cases under |Seizure of Assets| Type of crimes

prosecution related to crimes

2002 3 0 0

2003 1 0 0

2004 0 0 0

2005 2 HKD34,000,000 |- Fraud

- Kidnapping

2006 (Jan to June) 1 0 0

163.  According to the above data, Judiciary Police and Public Prosecutions Office
maintain records and statistics of STRs and number of cases prosecuted. Beginning
from 12 November 2006, statistics on STRs will be maintained by the GIF.

164. The above statistical data, concerning the Public Prosecutions Office only
applies to the previous ML legislation (Law 6/97/M), as no other case is or was under
investigation concerning the new ML legislation. The Team was informed that a case
was opened during the on-site visit, which had as perpetrator a political person,
presently in jail. That case was under investigation for corruption and money-laundering
crimes, although still under the previous legislation as the facts occurred before the new
ML legislation came into force.
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165. Due to the increasing number of reports submitted to Macao, China authorities,
it could be expected that a higher number of cases might have been prosecuted.
According to Macao, China authorities the lack of prosecutions was due to most STRs
being identified and registered as criminal cases (inquiries), and determined not to
involve ML offences. However, this still does not explain the low prosecution numbers. In
addition, no statistical data was available concerning predicate offences of ML cases
investigated; ML cases prosecuted; nor sentences applied. No automatic
records/statistics are maintained. The ME Team was advised that several ML cases
were opened having relevant predicate offences in foreign jurisdictions, but no specific
data was provided.

166. The ME Team was not afforded the opportunity to meet with a Judicial
Magistrate; therefore no further information could be collected concerning convictions.
However, according to the Public Persecutions Office all the cases taken to Court were
sentenced (no absolution registered).

2.1.2 RECOMMENDATIONS AND COMMENTS

167. Macao, China has a ML offence and legal regime that largely fulfils the physical
and material elements of the offence as referred to in the UN Conventions and generally
fulfils the requirements of Recommendations 1 and 2.

168.  The punishment threshold (maximum three years imprisonment) of the “Active
corruption” crime (act to corrupt someone), is below the threshold of a crime to be
considered as predicate offence of ML (Article 339 of the Criminal Code). Macao, China
should consider raising the penalty to more than three years so that it may be included
has a predicate offence for ML.

169. A predicate offence for ML does not extend to Macao, China jurisdiction, if
committed outside Macao, China and it is not an offence in the foreign country. Macao,
China may consider broadening the territorial and legal scope of ML'’s predicate offences
to all conduct that would constitute a predicate offence, regardless of its status in the
foreign jurisdiction.

170. Under previous ML legislation, the number of convictions is relatively low,
considering the STRs recorded and criminal cases opened. No case is registered under
new ML legislation. Therefore the effectiveness of the ML legal system applicable under
the new legislation is cannot be assessed at this time.

171. No comprehensive statistics on ML predicate offences, ML prosecutions or
archiving, sentences or penalties were available. Macao, China should consider keeping
more comprehensive statistics in relation to ML cases, so that effectiveness of the
current legislation may be analysed and, if necessary, reviewed.

2.1.3 COMPLIANCE WITH RECOMMENDATIONS 1 & 2

Rating Summary of factors underlying rating

R.1 LC e “Active Corruption” crime is not a ML predicate offence.

e Predicate offences for ML do not extend to those offences
committed outside Macao, China where the conduct is not an
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offence in the foreign country.

Low number of convictions, considering STRs recorded and no
comprehensive statistics existent under previous applicable ML
legislation, provides same doubts on the effectiveness of
previous regime.

No cases opened, no comprehensive statistical system in place
under the new ML criminalisation regime, therefore it is
impossible to assess the effectiveness of the current legislation
and other regulations.

R.2 LC Given the new ML law has not yet applied in investigations,
prosecutions or sentences, it is too early to assess the
effectiveness of the ML system concerning liability of both natural
and legal persons.

R.32 PC No comprehensive statistical data on ML cases, therefore

impossible to clearly measure effectiveness and efficiency of the

previous and existing ML system.

2.2 CRIMINALISATION OF TERRORIST FINANCING (SR.II)
2.21 DESCRIPTION AND ANALYSIS

Special Recommendation I

172.  The offences of terrorism, implicit FT and terrorist organization have been in
force since 1985 (ref. Articles 289 and 290 of Macao, China new Criminal Code).
However, a new legislative framework devoted especially to the “Prevention and
Repression of Terrorist crimes” was adopted and has been in place since 11 April 2006
(Law 3/2006), which revoked the Criminal Code articles. This law defines and
criminalises the offences of a Terrorist Organization (Article 4), Other Terrorist
Organizations (Article 5), Terrorism (Article 6), Terrorism Financing (Article 7) and
Terrorism Incitement (Article 8). FT is a predicate offence of ML, and is punishable with
one to 8 years imprisonment (Law 3/2006, Article 7). Following the same steps as the
ML criminalisation, the criminal liability of legal persons was also established (Article 10
of the same Law).

173.  FT is criminalised in Article 7 of Law 3/2006, “whoever renders available or
collects funds with the purpose of financing, totally or partially, the commission of
terrorism shall be punished with the FT offence with a penalty of one to 8 years of
imprisonment, if a heavier sentence is not applicable by virtue of previous provisions”.
The FT criminalisation is consistent with Article 2 of the UN 1999 International
Convention for the Suppression of the Financing of Terrorism. This UN Convention was
signed by the PRC, ratified in 19 April 2006, and published in Macao, China Official
Gazette No. 26/2006, Il Series, of the 28 June 2006, bringing it into force.

174.  The broad wording of the FT offence ensures that this provision is intended to
punish whoever has the purpose of financing terrorism acts, terrorist organizations and
other terrorist associations, as defined in Law 3/2006. The law does not take in account
the modus operandi of the offender, meaning that any means of providing or collecting
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the funds, directly or not, is punishable if there is the knowledge that they will be used to
finance fully or in part terrorism, terrorist acts or terrorist organisations.

175. FT is a wilful offence that applies when the perpetrator (any person) knows, or
should have known, that the funds are to be used in FT and when he has the intention to
commit it — as stipulated in Article 13 and 14 of the Criminal Code, applicable by the
double remission of Article 2 of Law 3/2006 and Article 8 of the Criminal Code.

176.  There are different forms of “wilfulness”, in accordance with the general principle
of the Criminal Code: direct, necessary or eventual, as provided for in Article 14 of the
Criminal Code. According to the Article 13 of the same Code, only typical facts
committed with wilfulness or with negligence in cases specially provided for in the
criminal law, are punishable.

177. Under Article 14 of the Criminal Code, a person acts with wilfulness when,
conceiving a fact that corresponds to an offence, he/she acts with the intention of
committing it (direct wilfulness). A person shall also be deemed to have acted with dolus
if they mentally anticipated that, as a necessary consequence of his/her conduct, an act
will occur that amounts to a legally typified criminal behaviour (necessary wilfulness).
Where an act occurs that amounts to a legally typified criminal behaviour and that act
was mentally anticipated as a possible consequence of the conduct, if the perpetrator
acted tolerating the occurrence of such an act, dolus shall be deemed to characterise
the conduct (eventual wilfulness).

178. According to Article 26 of the Criminal Code, those who facilitate the
commission of the FT offence or Terrorism or Terrorist acts, or give moral help to its
commission, are punished as accomplices. The penalty is the same applicable to the
main perpetrator, but with a special mitigation in the terms of Article 67 of the Criminal
Code.

179. Conspiracy to commit an offence, including the terrorism financing, is an
autonomous offence punishable by Article 288 of the Criminal Code and the penalty for
the commission of the offence of conspiracy to commit ML is three to 10 years of
imprisonment.

180. There are no legal limitations regarding funds for the FT. Both legal and illicit
origins of the funds, as well as the way they have been gathered or provided, are
considered in the FT provision. Paragraph 3 of Article 1 of the Civil Code stipulates that
the “international conventions applicable in Macao, China prevail over the ordinary laws”.
Given that there limits to the extent of the funds are not stipulated, the rules to be
applied are the ones of the Terrorist Financing Convention.

181. The FT offence does not have any kind of requirement concerning the effective
use of the funds to carry out or attempt a terrorist act or concerning any kind of link to a
specific terrorist act. The only requirement is that the funds must be provided or
collected with the purpose of financing the commission of terrorism offences (terrorist
organisations, terrorist acts and those, who participate in terrorist organisations or acts).
Whether the funds were in fact used or not, it is not relevant for the purpose of prosecute
and punish the offenders.
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182.  The acts concerning terrorist organisations, acts or FT committed internationally
are covered by Macao, China Law 3/2006, Articles 3to 7.

183.  An attempt to commit FT offence is always punishable as ruled in the Articles 21
and 22 of the Criminal Code. According to Article 22 of the Criminal Code, an attempt to
commit an offence is always punishable if the offence is punishable with a penalty of
imprisonment of a maximum term above three years. The penalty is the same applicable
to the main perpetrator, but with a special mitigation in the terms of Article 67 of the
Criminal Code. Since the FT is punishable with a penalty of one to eight years of
imprisonment, an attempt to commit the offence will always be punishable.

184. Preparatory acts are also punishable according to the provisions clearly
expressed in Law 3/2006, Article 4 (5), concerning terrorism and terrorist organisations.

185. Those who aid and abet the commission of the FT offence are punishable as
main perpetrators of the offence, according to Article 25 of the Criminal Code. That
Article establishes that those who commit the offence, directly or by an intermediary,
those who commit the offence with others and those who instigate others to commit the
offence are punishable as main perpetrators of the FT offence.

186. The FT offence is applicable to acts committed in Macao, China but also to acts
committed outside Macao, China (Article 3 of Law 3/2006) against Macao, China,
against the PRC, provided that the perpetrator is a resident of Macao, China and is
found in Macao, China, or against a foreign State or an international public organization,
provided that the perpetrator is found in Macao, China and may not be surrendered to
another Territory or State.

187. The law does not impose any limit in the demonstration of the intentional
element of the FT offence. In fact, as ruled by the paragraph 1 of Article 112 of the
Criminal Procedure Code, all the evidence that is not prohibited by law, are allowed. The
evidence prohibited by law is listed in the Article 113 of the Criminal Procedure Code.

188.  Article 114 of the Criminal Procedure Code establishes that the judge is free in
the appreciation of the evidence, according to the rules of experience and his free
conviction. So, to demonstrate the fault element of intention, inferences can be drawn
from objective factual circumstances.

189.  As ruled by Article 10 of Law 3/2006, “legal persons, even if irregularly formed,
and the associations without legal personality are liable for the criminal offence of FT,
terrorism, terrorist organisations, terrorism incitement, when it is committed on their
behalf and in the their collective interest by their organs or representatives or by a
person under their authority, when the commission of the criminal offence has be
rendered possible by virtue of an intentional breach of the duties of supervision or
control that they are entrusted with”.

190. To prove intention or knowledge the fault element must be attributed to an organ
or representative of the legal person that expressly, tacitly or impliedly authorized or
permitted the commission of the offence. This can be done by proving that the legal
person’s organs or representatives intentionally, knowingly or recklessly carried out the
relevant conduct, or expressly, tacitly or impliedly authorized or permitted the
commission of the offence; proving that a corporate culture existed to encourage,
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tolerate or lead to non-compliance with the relevant provision; or proving that the body
corporate failed to create and maintain a corporate culture that required compliance with
the relevant provision.

191. The legal persons liable for the FT offence are punishable by either fine or
judicial dissolution. There are also several accessory penalties established in paragraph
8 of Article 10 of Law 3/2006 which can be imposed on legal persons, such as temporary
disqualification from the practice of an activity; exclusion from entitlement to public
benefits or grants; temporary or definitive closing of premises; judicial injunction and
publicity of the sentence. The responsibility of the legal persons, even if irregularly
formed, and the mere de facto associations, does not exclude the individual
responsibility of the respective perpetrators, according to paragraph 2 of Article 10 of
Law 3 /2006.

192. Prosecution of legal persons does not bar or otherwise affect parallel
proceedings, whether civil or administrative. However, if the legal person is found guilty
of a criminal offence and, simultaneously, of an administrative offence, the principal
punishment for the administrative offence must be precluded, but any accessory
penalties of the administrative offence will not be precluded. According to Article 8 of the
Decree-Law 52/99/M, when the same fact constitutes simultaneously a criminal offence
and an administrative offence, the perpetrator is punished by the criminal offence and
with the accessory penalties of the administrative offence. The mentioned provision is a
development of the ne bis in idem principle (no legal action can be instituted twice for the
same cause of action) which is a fundamental principal of Macao, China'’s criminal law.

193. When the FT offence is committed by a natural person, the punishment can
range from one to eight years of imprisonment, as ruled in Article 7 of Law 3/2006, if a
heavier sentence is not applicable by virtue of previous provisions.

194. If that offence is committed by a legal person, even if irregularly incorporated, or
by an association without legal personality, the punishment shall be either a fine or
judicial dissolution (Article 10 (3) of Law 3/2006). The fine can range from MOP
10,000.00 to MOP 20,000,000.00. According to paragraph 7, the judicial dissolution can
be compulsory, when the legal person was set up with the intention of, exclusively or
predominantly, through the legal person, committing the FT offence or when the
repeated commission of offences demonstrates that the legal person is being used,
exclusively or predominantly, for that purpose.

195. Legal persons can also incur in several accessory penalties which may be
applied cumulatively, as stipulated in paragraphs 8 and 9 of Article 10 of Law 3/2006,
such as the prohibition of the exercise of certain activities for a period ofone to 10 years;
deprivation of the right to subsidies or subventions granted by Government departments
or public entities; closing of the establishment for a period of one month to one year;
definite closing of the establishment, judicial injunction; and publicity of the sentence.

196. In summary, the FT crime was designed as an autonomous and independent
offence. All the offences punishable with a penalty of imprisonment of a maximum term
above three years are considered serious crimes and therefore predicate offences of the
ML crime, so including the crime of FT. The punishment for FT shall take place even if
the offence has been committed outside Macao, China, provided that it is also
punishable by the law of the State or Region with jurisdiction over such act.
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Recommendation 32 (FT investigation/prosecution data)

197. At the time of the onsite visit there was no statistical data concerning
investigations or prosecutions of FT as no cases had been commenced.

198. In accordance with Administrative Regulation 9/2006, Article 8, in 2006 the
Judiciary Police established the Organized Crime Division. This Division is empowered
to investigate organized crimes and terrorist crimes, under Law 5/2006 on Organization
of Judiciary Police, Article 7, paragraph 1 (7) and (12) respectively. The intention is for
the Money Laundering Division, the Criminal Intelligence Division and the Interpol Macao
Office to cooperate and share information.

2.2.2 RECOMMENDATIONS AND COMMENTS

199. Law 3/2006, from 10 April 2006, provides satisfactory criminalisation of the
offences of terrorist organisations, terrorism and FT in line with UN Convention on FT.
However, due to the recent approval of the Law and implementation of preventive
mechanisms, no statistical data on STRs concerning FT were collected and provided.
Therefore, effectiveness of current legislation and regulations on FT implementation
cannot be determined.

2.23 COMPLIANCE WITH SPECIAL RECOMMENDATION II

Rating Summary of factors underlying rating
SR.II LC It is too early to assess effectiveness on implementation of FT
offence provisions, due to very recent adoption of such provisions.
R.32 PC No comprehensive statistical data on FT cases, therefore
impossible to clearly measure effectiveness and efficiency of the
previous and existing FT system.

2.3 CONFISCATION, FREEZING AND SEIZING OF PROCEEDS OF CRIME (R.3)
2.3.1 DESCRIPTION AND ANALYSIS

Recommendation 3

200. In criminal proceedings in Macao, China, all property derived from criminal
activity or acquired with its proceeds may be forfeited, except if it belongs to bona fide
third parties. In relation to seizure, a provisional measure for temporary seizure can
apply to all kinds of property and to all serious crimes, including ML and FT crimes and
related predicate offences.

201. The seizure of criminal proceeds is provided for in Articles 163 to 171 of the
Criminal Procedure Code, while the forfeiture of criminal proceeds is provided for in
Article 101 to 104 of the Criminal Code.

202.  There are special provisions relating to:

e The forfeiture of objects or products of narcotics crimes in the Article 22 of
Decree-Law 5/91/M.
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e The seizure of assets and rights of secret societies (organized criminality),
according to the Articles 31 and 32 of Law 6/97/M.

203.  According to Article 163 of the Criminal Procedure Code, property that must be
seized is broadly defined as any object which was used or was meant to be used to
commit an offence, or which constituted the proceeds, profit, price or reward of it or
which was left by the perpetrator in the locality of the offence, or any other property
which can be used as evidence.

204.  According to Article 101, paragraph 1 and Article 103, paragraphs 1, 2, 3 and 4
of the Criminal Code, the proceeds from instrumentalites used in and the
instrumentalities intended for use in the commission of ML, FT and predicate offences,
property of correspondent value must be seized and forfeited or paid.

205. Paragraph 3 of Article 103 of the Criminal Code establishes that the forfeiture
also includes the property or rights obtained by any transaction or exchange with the
property that resulted from the offence. Paragraph 4 of the same provision rules that if
the property cannot be forfeited in specie, the forfeiture is made by payment of the
equivalent value. Both situations apply regardless of whether the property is held or
owned by a defendant or a third party, except by bona fide third parties, according to the
Article 102 of the Criminal Code.

206.  The general provisions on criminal proceedings provide the possibility of seizure
under two different circumstances: immediately by law enforcement officers in the
presence of the commission of a crime (if urgent, or if the delay may harm the gathering
of evidence) (Article 163, 4 Criminal Procedure Code); or with authorisation and order
issue by a public prosecutor or a judge depending the case (Article 163, 3 same Code).
Independently of the cases, seizure has to be validated by the judiciary authority.

207.  Article 166 of the Criminal Procedure Code foresees that the seizure of any kind
of funds or other financial assets deposited in banks or credit institutions must be
conduced by a judiciary authority. Seizure is legally possible whenever there are
reasons to believe that the funds or assets are related to the commission of a crime or
are important to its investigation or to produce material evidence. It can take place even
if the funds or assets are not property of the perpetrator or are not deposited in his/her
name. Yet, it requires a judicial order.

208.  After seizure of an object, property, etc., when the asset due to its size cannot
be attached to the proceedings, in order to avoid its dealing, transfer or disposition, the
assets are entrusted to a court official linked with the proceeding or to a custodian
(Article 163 (2) of Criminal Procedure Code).

209. In addition, the Monetary Authority of Macao (AMCM), within its central bank
supervision powers, may proceed with the seizure of any documents or assets that
constitute the object of an offence or which may be necessary for the related
proceedings. (Article 8 of Decree-Law N° 32/93/M — Financial System Act). Within a
criminal case, a judicial order is needed to seize documents or assets, according the
Criminal Procedure Code.

210.  Under the Macao, China criminal legal framework there are no references to the
freezing mechanism and its regulation, such as the freezing of a bank account
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transaction, preventing or authorising the execution of a transfer, any credit or debit
execution order, etc. The freezing mechanism should be capable of quick execution. To
prevent any transfer, dealing or disposal of assets in banks, the order has to be issued
by a judge, within the seizure legal provisions already referred to above. Given that there
is no freezing mechanism in place; Macao, China cannot provide mutual legal
assistance on ML, under existing legislation.

211. The law does not demand any prior notice, concerning the application of the
seizure and forfeiture measures. The Criminal Procedure Code only provides for the
active legitimacy of the judiciary authority with competence to seize property.

212. Paragraphs 2 and 3 of Article 8 of Law 2/2006, concerning the competence of
the financial intelligence Office (GIF), provide a wide range of powers to allow the GIF to
identify and trace property, including information requests to any public or private
entities.

213.  Moreover, according to paragraph 1, number 6, of Article 7 of Law 2/2006 and
Article 8 of Administrative Regulation No. 7/2006, all the assistance, especially the
disclosure of information and the delivery of documents, shall be provided to, as and
when requested by the competent authorities for the prevention and suppression of the
crimes of ML.

214. In addition, the Criminal Procedure Code also grants law enforcement
authorities a wide range of powers to allow the identification and tracing of property,
including examination orders (Articles 156, 157 and 158), search (Articles 159 to 162)
and seizure (Articles 163 to 171), among others.

215. Pursuant to Law 5/2006, the Judiciary Police has exclusive competency to
investigate ML and FT offences, as well as all serious crimes (predicate offences of ML
crime). All other entities, public or private, must provide information requested in relation
to ML and FT cases to the PJ on request.

216. Bona fide third parties have their rights protected under the Macao, China
Criminal Code, in accordance with Palermo Convention, concerning forfeiture. According
to paragraph 1 of Article 102 of the Criminal Code, the forfeiture does not take place if
the property was not owned when the offence was committed by any of the offence
perpetrators or beneficiaries, or if the property is not owned by them when the forfeiture
is declared. However, paragraph 2 of the same provision states that even if the property
is owned by third parties, the forfeiture is declared when the owners of the property have
concurred, censurably, for its use or production, or if they got advantages from the
offence, or if the property was acquired after the commission of the offence, if the third
parties knew their origin. According to paragraph 3 of the same Article, if the property
consists of inscriptions, representations or registrations made in paper, in another
medium or form in audiovisual means, belonging to bona fide third parties, the forfeiture
does not take place. Instead, the property is given back to the owner after deletion of the
inscriptions, representations or registrations. If that deletion is not possible the court
orders the destruction of the property and the owner will have the right to compensation.

217. In addition, according to the Articles 273 and 274 of the Civil Code, all the acts,

agreements and contracts made against a legal imperative provision are considered null
(void). With this civil consequence it is possible to prevent or avoid the actions,

47



agreements or contracts that a criminal perpetrator makes in order to prejudice the
authorities’ ability to seize and forfeit property. The Public Prosecutions Office has civil
legitimacy to proceed against the perpetrator.

218. It is an offence to promote or form a group, organization or association, the
object or activity of which is meant to commit offences, punishable with a penalty from
three to 10 years (Article 288 of the Criminal Code). Moreover, Law 3/2006 creates a
special offence regarding the promotion or formation of terrorist groups, organisations or
associations. All the objects that were used or were meant to be used by those
organisations, or produced by such organisation for the commission of an illicit act or
that constitute the proceeds of that illicit act, must be forfeited (Paragraph 1 of Article
101 of the Criminal Code. Article 103 of the Criminal Code establishes that the things,
rights or assets that were directly obtained from the commission of the offence must also
be forfeited. If the ML or the FT offences are committed by legal persons, even if
irregularly formed, or by associations without legal personality (Article 10 of Law 3/2006
and Article 5 of Law 2/2006), they will be criminally liable and their property can be
forfeited in the same terms that would be forfeited the property of natural persons.

219. According to the paragraph 2 of Article 101 of the Criminal Code, the forfeiture
of assets takes place even if no one can be punished for the offence, on the basis that
there is not enough evidence.

220.  The prosecution must prove beyond a reasonable doubt that the property to be
seized or forfeited is from an unlawful activity. Therefore, the defendant does not have to
demonstrate the lawful origin of the property; although he can do that and might have
interest in doing that if the property is really from a lawful origin.

221. There is, however, one exception to this rule in Law 11/2003 concerning the
unjustified wealth offence. In Article 28, certain persons are obliged to present an
income declaration (mainly Public Civil Servants), and who have been shown to own
property or have received income with value above the income declared must
satisfactory demonstrate the lawful origin of the property, otherwise they will be punished
with imprisonment of a maximum term of three years and a fine. In addition, the income
or property that can not be demonstrated as having come from a lawful origin can be
seized and forfeited.

Recommendation 32 (confiscation/freezing data)
222.  No comprehensive statistical was provided on seized and forfeited assets.
2.3.2 RECOMMENDATIONS AND COMMENTS

223. Macao, China legislation allows the seizure and forfeiture of proceeds of crime.
However, no provisional measure on freezing exists which would prevent assets being
dealt with, transferred or disposed of within a short period of time, such as bank account
transfers. Macao, China should consider adopting freezing as a provisional measure to
combat ML.

224.  The procedure for freezing should, among other things:

e clearly identify the legal authority for the issuing of a freezing and unfreezing
order or other instrument;

48



225.

stipulate legal framework for freezing proceeds, funds and assets;

consider effective, ex parte, asset freezing mechanism for listed entities;

include mutual legal assistance on foreign freezing requests;

specify freezing and unfreezing procedure; and

protect the rights of bona fide third parties.

Given that there was no statistical data available, and that the new ML

legislation just recently became in force and consequently there are no cases
commenced under that law, the effectiveness of the legal system to seize and to forfeit
the proceeds of ML offence cannot be assessed at this time.

2.3.3 COMPLIANCE WITH RECOMMENDATIONS

Rating

Summary of factors underlying rating

R.3

PC

No freezing provisions, mechanisms and procedures in place as
provisional measure of ML regime.

No possibility of providing MLA to foreign requests on freezing
orders issued by or demanded by foreign authorities on ML.

No statistics under the new ML criminalisation regime, therefore it
is impossible to assess the effectiveness of the existing legislation
on provisional measures.

R.32

PC

No comprehensive statistical data on seized and forfeited ML/FT
cases, therefore impossible to clearly measure effectiveness and

efficiency of the previous and existing ML/FT systems.

2.4 FREEZING OF FUNDS USED FOR TERRORIST FINANCING (SR.III)
2.4.1 DESCRIPTION AND ANALYSIS

Special Recommendation I

226. Special Recommendation Ill requires two different elements: the first one
concerns the implementation of measures to freeze (restrain the transfer, conversion,
disposition and movement, of goods or assets but the property remain on the person or
institution that held the interest) of terrorist related funds or assets according to relevant
United Nations Security Council Resolutions (UNSCR); the second element concerns
the adoption and implementation of measure to seize and confiscate terrorist funds,
(take control and permanently deprive the owner from his/hers assets or funds) through
any judicial order or mechanism. Macao, China has not made provisions for nor
implemented the first obligation. The general framework of seizure and forfeiture of
funds and assets, under Criminal Code and Criminal Procedure Code applies for the
second obligation.

227. UNSCRs 1267 (1999) and 1373 (2001) and its successor resolutions have been
published in the Official Gazette. UNSCR 1267 was published in OG 29, Il Series, of 19
July 2000 and UNSCR 1373 was published in OG 43, Il Series, of 24 October 2001.
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These Resolutions became part of the Macao, China legal system and prevail over
ordinary law.

228.  According to the above UNSCRs, jurisdictions are obliged to freeze terrorist
funds or assets, on the first Resolution of Al-Qaeda and Taliban individual funds or
assets belonging to those organisations, and on the second Resolution to any terrorist
funds or assets, who commit or attempt to commit terrorist acts.

229. The obligation to freeze funds or assets on UNSCR is non self-executing,
therefore requires domestic provisions so that such obligation may be applicable. In
order to comply with certain acts of international law, which were not self-executing,
UNSCR included, Law 4/2002, of 15 April 2002 was approved. This law contains
provisions of a substantive criminal law nature, establishing as serious criminal offences,
punishable with severe penalties, the violation of sanctions imposed by the UNSCR.
However, as referred previously, and despite this law, Macao, China did not establish a
legal provision for a freezing mechanism nor standards and procedures to be adopted
and executed.

230. Some relevant elements are established in Law 4/2002, such as:

e Article 5 which enables the Chief Executive of Macao, China to adopt
appropriate administrative measures to give effect to those sanctions and
requires the competent authorities of Macao, China to supervise the
implementation of such measures, providing that standards and procedures
were in place to execute such orders;

¢ Article 8 which determines the issuing of guidelines by supervising authorities to
financial and non-financial entities to detect listed individuals assets and
possible terrorist acts. Within this framework the AMCM and other supervising
entities have issued guidelines and notices to financial and non-financial
institutions in order to increase their awareness of the existing sanctions and of
possible terrorist acts; and

e Article 22 of the same Law determines that it is a criminal offence the provision
or collection of prohibited funds (which includes the funds for terrorism) to any
State, Territory, natural or legal person, private or public, which are object of an
international sanctioning rule.

231. The UNSCR list of terrorist entities, besides publication in Macao, China Official
Gazette, have been disseminated among the supervising authorities, such as the
AMCM, law enforcement agencies and other entities (either public or private). AMCM
issued Circular 007/B/2005, to banks, financial institutions, money changers, cash
remittance companies and finance companies referring to UNSCR terrorist list, and
demanded that supervised entities should identify possible terrorist funds and persons,
develop a database and execute CDD measures. More recently AMCM issued
guidelines on ML and FT prevention, following Administrative Regulation No. 7/2006.

232. Law 4/2002 also imposes a duty on the AMCM, as the banking supervising

authority, to instruct and monitor the provision or collection of prohibited funds (which
includes the FT) (Article 8 (2)).
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233.  Given that there is no freezing mechanism procedure, the current legislation of
Macao, China does not have any special regulation on the communication of actions
taken under the freezing mechanisms or unfreezing mechanisms.

234.  According to Article 36 of the Basic Law of Macao, China, everyone has the right
to have access to the law, to the courts, to legal advice in protecting their lawful rights
and interests and to judicial remedies. Justice cannot be denied on any grounds, in
particular, lack of financial resources. Furthermore, the Macao, China legal aid system
covers the non-payment of judicial costs as well as legal counselling.

235.  According to Article 163 of the Criminal Procedure Code, property that must be
seized is broadly defined as any object which was used or was to be used to commit an
offence, or which was the offence’s product, profit, price or reward or which was left by
the perpetrator in the local of the offence or any other which can be used as evidence.

236. Article 31 of Law 6/97/M, related to seizure, is applicable whenever the
investigation of ML is being carried out within the framework of organised crime, secret
societies or organisations.

237. Under paragraph 1 of Article 101 of the Criminal Code, the objects which were
used or were to be used to commit an offence, or produced by the offence, are subject
to forfeiture when, by its nature or by the case’s circumstances are dangerous for the
security of persons, their moral or the public order, or when they might be used for the
commission of new offences.

238.  Under paragraph 2 of the Article 103 of the Criminal Code, the things, rights or
advantages which were directly obtained with the offence must be forfeited. If the
forfeiture of rewards, things, rights or advantages is not possible, there should be the
payment of the equivalent value (paragraph 4 of Article 103).

239. Paragraph 3 of Article 103 of the Criminal Code establishes that the forfeiture
also comprehends the property obtained by any transaction or change with the property
that resulted from the FT offence. Paragraph 4 of the same provision rules that if the
property cannot be seized and forfeited in specie, the forfeiture is made by payment of
the equivalent value. Both situations apply regardless of whether the property is held or
owned by a defendant or a third party.

240.  Article 102 of the Criminal Code has some exceptions to these provisions, in
order to protect bona fide third parties.

241. According to paragraph 3 of Article 163 of the Criminal Code, the normal
procedure for seizing of property is with authorization, order or validation by the judiciary
authority. However, as ruled by paragraph 4 of the same provision, the criminal police
bodies can also seize property when the seizure is urgent or when the normal procedure
can cause harm to the evidence itself.

242.  The law does not demand any prior notice. The Criminal Procedure Code only
rules about the active legitimacy of the judiciary authority with competence to seize

property.
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243. The FIU (GIF) has a wide range of powers to identify and trace property,
including information requests to any public or private entities. Moreover, according to
Article 8 of the Administrative Regulation No. 7/2006, all the assistance, especially the
disclosure of information and the delivery of documents, shall be provided to, as and
when requested by, the competent authorities for the prevention and suppression of the
crimes of FT.

244, In addition, the Criminal Procedure Code also entitles the law enforcement
authorities with a wide range of powers to allow the identification and tracing of property,
including examination orders (Articles 156, 157 and 158), search (Articles 159 to 162)
and seizure (Articles 163 to 171), among others.

245. In order to avoid actions that might put at risk the ability of the authorities to
recover property subject to forfeiture, there is the possibility of seizing property by the
criminal police bodies without even needing the authorization or order from the judiciary
authorities (a court or the prosecution office), as ruled by paragraph 4 of Article 163 of
the Criminal Procedure Code. In fact, that provision states that the criminal police bodies
can seize property in cases of urgency or when the delay of the normal procedure can
be dangerous for acquiring the evidence.

246.  Moreover, paragraph 2 of Article 163 of the Criminal Procedure Code rules that
the seized property is, when possible, attached to the criminal proceeding. When that is
not possible, in order to prevent its alienation or transfer to another person, the seized
property is subject to guard by the justice officer working with the proceeding or by a
depositary.

247. According to Articles 273 and 274 of the Civil Code, all the acts, agreements
and contracts made against a legal imperative provision are considered null (void). With
this civil outcome it is possible to prevent or avoid the actions, agreements or contracts
that a criminal perpetrator makes in order to prejudice the authorities’ ability to seize and
forfeit property. The Prosecution Office has civil legitimacy to proceed against the
perpetrator.

248. Law 4/2002 established a criminal regime for the violation of the provisions
resulting from the applicable international acts. For that purpose, Article 3 states the
principle of unity, whereby the provisions of the applicable international Acts and the
provisions of Law 4/2002 are considered one and the same law.

249.  According to Article 22 of Law 4/2002, whoever intentionally invests, sends or
makes available to any State, Territory, person or entity, public or private, object of an
international sanction provision, any prohibited funds is punished with imprisonment with
a minimum term of one year and a maximum term of five years and a fine. Negligence is
also punishable according to paragraph 2 of the same provision. The criminal liability of
the legal persons is also established in Articles 17 and 18.

250. Moreover, Administrative Regulation No. 7/2006 also establishes several
measures to prevent and suppress the FT offence, (Article 7 of Law 3/2006). Several
private and public entities have duties imposed on them to achieve that purpose, namely
the identification of clients, the identification of their transactions, record-keeping, refuse
to perform operations whenever the client does not provides information to fulfil the
identification duties and the obligation to report transactions suspected of FT. Several
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agencies were given supervising authority in order to monitor the compliance with those
preventive measures. Besides the issuance of guidelines, the supervising authorities
must also perform inspection actions and institute administrative proceedings for
administrative sanctions when there is failure to comply with the preventive measures.
Most of these Guidelines issued by the supervising authorities have only recently been
put in place, so it is not possible to test their effectiveness at this time.

Recommendation 32 (FT freezing data)
251.  No statistical data was provided.
2.4.2 RECOMMENDATIONS AND COMMENTS

252. Both UNSCR 1267 and 1373, concerning self-executing acts, are part and in
force within Macao, China the legal system. Both UNSCRs require provisional measure
on freezing, seizing and forfeiture of funds and assets of listed terrorists or of terrorist
acts and organisations, to be fully implemented.

253. Macao, China’s legislation allows the seizure and forfeiture of funds and assets
derived from the proceeds of, or used in, or intended or allocated for the use in, the FT,
terrorist acts or terrorist organisations. However, no provisional measure on freezing or
unfreezing is in place. Macao, China should consider adopting freezing provisions and
procedures as a provisional and effective measure to fight against FT.

254.  The procedure for freezing should, among other elements:

clearly identify the legal authority for the issuing of a freezing and unfreezing
order or other instrument;

¢ stipulate legal frame for freezing proceeds, funds and assets;
o consider effective, ex parte, asset freezing mechanism for listed entities;

¢ include mutual legal assistance on foreign freezing requests;
o specify freezing and unfreezing procedure; and
e protect the rights of bona fide third parties.

2.4.3 COMPLIANCE WITH SPECIAL RECOMMENDATION Il

Rating Summary of factors underlying rating

SR.III PC e Macao, China does not have freezing and unfreezing measures
and procedures both under general or special laws to implement
fully UNSCRs 1267 and 1373 in relation to FT funds or assets.
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2.5 THE FINANCIAL INTELLIGENCE UNIT AND ITS FUNCTIONS (R.26)
2.5.1 DESCRIPTION AND ANALYSIS

Recommendation 26
Establishment of Financial Intelligence Unit (FIU)

255. The legal power to establish the Macao, China FIU (GIF in Portuguese) is
contained in Article No. 8; paragraph No. 2 of Law No. 2/2006. The Financial
Intelligence Office (GIF) was formally established on 8 August 2006 by Executive Ruling
No. 227/2006 from the Chief Executive with responsibilities to collect and analyse
suspicious transactions reports (STRs) from reporting institutions defined under Law No.
2/2006 and report it to the Public Prosecutions Office.

256. The GIF is an independent government unit directly under the purview of the
Secretary for Economy and Finance. It is a special project entity with a term of three
years and can be extended by order of the Chief Executive. It will have its own fund for
its operation and the budget will come under the Office of the Secretary for Economy
and Finance.

257. The GIF is an entirely a new entity and started operating on 12 November 2006.
It was temporarily housed at the Macao Institute of Financial Services at the time of the
on-site meeting but moved to new premises in January 2007. At that time, the GIF had
six officers comprised of a Director, seconded from the AMCM; two examiners, also
seconded from AMCM (one from Banking Supervision and one from the Insurance
Supervision); one senior inspector, seconded from the PJ; and two IT supporting staff,
seconded from other government agencies. Besides, the AMCM and the Office of the
Secretary for Economy and Finance provided legal counsel support to the GIF. It is
critical that the ongoing operation of an FIU is supported by the authorities.

258.  The Director of the GIF was nominated through Executive Ruling No. 227/2006
from the Chief Executive. She was previously head of the Banking Supervision
Department in the AMCM and has been the coordinator of the government AML working
group since 2002. The senior inspector was previously the head of the PJ Commercial
Investigation Department and was an officer-in-charge of receiving STRs. He has also
been with the AML working group since 2002.

259.  All GIF officers are required to keep information confidentially in accordance with
Law No. 2/2006 and Executive Ruling No. 227/2006. In addition, employees of public
entities are also subject to secrecy requirements under paragraphs 2(e) and 7 of Article
279 of ‘General Clauses for Workers of Macao Public Administration’, approved by
Decree Law No. 87/89/M.

260.  Prior to the establishment of the current GIF, the PJ was the competent authority
under the Decree Law No. 24/98/M to receive STR, but only limited to the conversion,
transfer or concealment of illegal assets or proceeds of organised crime under Law No.
6/97/M. PJ continued to receive the STRs up until 12 November 2006 when the GIF
began its operations. The Decree Law No. 24/98/M was subsequently repealed by
virtue of Article 9 and subject to Article 10, of Law No. 2/2006.
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261. The Evaluation Team was informed that the rationale of establishing a new FIU,
and not continuing it under PJ, was because the numbers of reporting institutions were
increased under the new AML/CFT laws, Law No. 2/2006 and No. 3/2006. As all
financial institutions and most of the supervisory authorities with AML/CFT functions
come under the purview of Secretary for Economy and Finance, it was decided that the
new FIU should be placed under the same Secretary, to facilitate communications
between GIF, AMCM and financial institutions.

262. When the GIF began its operations and took over the functions of receiving STR
from PJ, it did not take any existing IT system or work procedures from PJ. Also, almost
all previous STRs were still held by PJ. One of the reasons for this was because the
GIF office at the time of assessment was yet to be fully set up and did not have
adequate security to safe-keep the STRs. As a temporary measure, the GIF received
only the summary of STRs on some cases currently being investigated and reported to
the Public Prosecutions Office. However, after moving to the new office premises at the
end of January 2007, the authorities advised that PJ had already handed over all STR
records to the GIF.

Receiving, Analysing and Disseminating STRs

263. The Executive Ruling No. 227/2006 authorises GIF to receive, analyse and
disseminating STR. Paragraph No. 4 of the said Executive Ruling details of specific
roles and powers, namely to:

¢ receive information provided in accordance with Article 7 of the Administrative
Regulation No. 7/2006, and to establish and maintain a database for such
information;

¢ analyse the information received, and report the suspicious ML activities to the
Public Prosecutions Office;

e provide assistance to law enforcement agencies, judicial authorities and other
entities empowered to prevent or suppress crimes relating to ML or FT, based
on their requests with clearly stated reasons, particularly in the form of
information giving and technical support;

e provide to, and receive from, entities outside of Macao, China information
regarding crimes relating to ML and FT in compliance with regional agreements
or any other international law instruments;

¢ collaborate with public entities to establish and revise anti-ML and counter-FT
guidelines;

e develop and promote programs for public awareness about anti-ML and
counter-FT; and

o furnish the Secretary for Economy and Finance with an annual report on FIU
activities.

264. The GIF has designed a standard STR form to be used by all reporting
institutions with effect from 12 November 2006. This was indicated in the Guidelines
issued by the relevant supervisory agencies. At the time of on-site visit, submission of
STRs by reporting institutions was done either by mail or by hand. The information was
then manually entered into the database.
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265. Initial feedback by the GIF to the reporting institutions is in the form of an
acknowledgment letter, which is issued within seven working days of receipt of an STR.
Any incomplete STR form will be follow-up either by phone, fax or mail and the reporting
institution needs to provide supplementary information within one week. An Incomplete
Information Notice could also be sent to the reporting institutions to require them to
complete the form within seven days of notification. If additional information is required,
the FIU is authorised under Article 8, Law No. 2/2006 and the Executive Ruling No.
227/2006 to request from the reporting institutions or any public or private entity for
further information or for purpose of identifying and tracing property.

266. The final outcome of the STR after being analysed will result either in the STR
being filed because it is inconclusive and covers no elements of offences, or being
referred to the Public Prosecution Office for investigation on ML/FT offences. The GIF is
required by law under paragraph No. 4 (b) of the Executive Ruling No. 227/2006 to
report suspicious ML/FT cases to the Public Prosecution Office. The GIF would also
inform the originating reporting institution in writing of the outcome status of the said
STR.

267. In spite of the existing legislation allowing the GIF to obtain information from any
public or private entity, the GIF indicated to the Evaluation Team during the on-site visit
that they were looking into a cooperation mechanism with other law enforcement
agencies especially with the Judiciary Police in case a cooperation agreement may be
necessary. The team was subsequently advised that after several meetings between
the GIF, PJ and the Public Prosecutions Office, an information exchange mechanism
and contact points was agreed and no cooperation agreement is necessary. Under
paragraph No. 4 (c) of the Executive Ruling No. 227/2006, the GIF could provide
suspicious ML/FT information to law enforcement or other entities vested with the
authority to prevent or suppress crimes relating to ML/FT upon receiving their request
that is supported with valid reasons.

268.  The GIF is not currently a member of the Egmont Group of FIUs. Nevertheless,
the GIF is authorised under Law No. 2/2006 and paragraph No. 4 (d) of the Executive
Ruling No. 227/2006 to provide to and receive from, entities outside the jurisdiction of
Macao, China, information regarding crimes relating to ML/FT in compliance with
regional agreements or any other international law instruments.

Recommendation 30
Structure of the Financial Intelligence Unit (FIU)

269. The GIF was provided with a budget of MOP 2.6 million for the year 2006. The
budget for the year 2007 will be MOP 8.5 million with additional of MOP 1. 3million for IT
systems. It relocated to its new premise in mid January 2007 and it was planned for the
IT systems to be completely installed by mid February 2007.

270. The GIF budget provides for 22 employees and seven divisions namely Policy
and Compliance, STR Collection and Analysis, Summary Report/Typologies, Training
and Public Awareness, Legal Counsel, IT Support and Administration and General
Affairs. At the time of on-site meeting, the GIF was in the process of recruiting two
clerical staff who will be responsible for data entry in the computer and eight examiners
from the private sector with a preference for those having experience and background
knowledge in financial institutions such as compliance or internal audit.
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The FIU organisation chart

Director
Policy and Compliance 1 STR Collection and Analysis
Summary Report/ Typologies  ——  Training and Public Awareness
Legal Counsel — IT Support
Administration and General Affairs —

Policy and Compliance

271. This division is responsible for keeping track of international developments,
obtaining and updating information on international standards, international laws and
conventions, changes in domestic rules and regulations, and preparing proposals for
implementation of proper measures to conform to the new developments.

STR Collection and Analysis

272.  This division is responsible for receiving STRs from reporting institutions and
preliminary investigation on the reports which include checking the reports are filled
correctly, providing a first feedback to the reporting institutions followed by subsequent
follow-up feedback when necessary, and carrying out analysis including data matching
with existing records and intelligence provided by the law enforcement and foreign
counterparts. When necessary, it will also make further requests to the reporting
institutions with regard to information such as tracing the second level of source of
funds.

Summary Report and Typologies

273.  This division is responsible for preparing monthly statistics of STRs received,
providing information with regard to trends and typologies to all supervisory and
regulatory authorities, professional bodies and reporting entities concerned.

Training and Public Awareness

274.  This division is responsible for training and public awareness programs. Its
responsibilities include arranging domestic or overseas training programs and arranging
public awareness programs with regard to ML such as on the reporting requirements.
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Legal Counsel

275. Legal Counsel is responsible for legal issues, which includes preparation of MoU
with foreign counterparts.

IT Support

276.  This division is responsible for the development of an STR database and system
support for generating periodic statistical data, which will be used to prepare periodic
reports to supervisory agencies as part of the feedback system to assess the
effectiveness of the supervision and reporting system. Eventually this division will
develop a support system for analysis of the STRs with data matching and search
functions.

277. In addition to its main function of collecting, analysing and disseminating STRs,
the GIF will also function as a coordinator to all the regulatory authorities and self-
regulatory bodies within AML/CFT regimes; provide technical assistance to other
government agencies including revision of guidelines; implementation of supervision
measures; training and public awareness programs, etc. Both the GIF and the AMCM
will continue close relationships with international organizations such as the APG and
IMF to keep track of international trends and developments on AML/CFT for which
proposals will be made to the Government for any new policies in response to changing
international requirements.

Recommendation 30 (FIU)

278. AMCM, being the coordinator of the Macao, China’'s Anti-Money Laundering
Working Group, which was established by the government in 2001, has from time to time
organised training for relevant government agencies responsible in AML/CFT such as
training courses with assistance from the US Consulate in Hong Kong, JFIU Hong Kong,
International Law Enforcement Academy in Thailand, and workshops of the APG and
FATF. In 2006, only two GIF officers attended training i.e. the APG Typologies held in
Jakarta, Indonesia. Nevertheless, all GIF staff who are now being seconded from
AMCM and PJ have previously obtained training on ML/FT including those workshops
and seminars organized by the US Consulate in Hong Kong, HKJFIU, IMF, ILEA and
APG

279. For 2007, the GIF has allocated MOP 200,000.00 as its training budget. It has
outlined several in-house training programs to be conducted by experts from relevant
domestic government agencies. The proposed training is as follows:

¢ Investigative techniques by Judiciary Police;

¢ Investigative techniques with focus on commercial crimes and ML methods by
Commission Against Corruption;

e Gaming operations and related control measures on AML/CFT by Gaming
Inspectorate;

e AML/CFT in banking institutions by AMCM,;
e AML/CFT in insurance companies by AMCM; and

e Licensing requirement and supervision of non-financial offshore companies by
IPIM.
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280. The GIF has made requests to donors or providers such as IMF for training on
analytical skills, and UNODC for training on analytical skills based on IT applications. It
also plans to send officers to attend seminars and workshop organised by international
organizations such as APG, FATF and IMF. Working visits were also planned to
regional FIUs such as JFIU Hong Kong, China.

Recommendation 32 - Statistics

281.  Up until 12 November 2006, all statistics with regard to STRs were kept by PJ.
From 2002 until June 2006, PJ received 317 STRs involving 342 persons. Out of these,
13 persons were arrested. In addition, up to the end of December 2006, the GIF has
received 148 STRs, out of which three cases were reported to the Public Prosecutions
Office while 12 cases were passed to the PJ as they were related to STR before 12
November 2006.

TABLE 1: SUSPICIOUS TRANSACTIONS PROCESSED BY JUDICIARY POLICE
Year STR Received Persons Involved | Persons Arrested
2002 68 72 0
2003 107 168 0
2004 109 142 0
2005 194 253 13
2006 317 342 0

(Jan to June)

282. For the same period, 59 files on ML cases had been opened. Out of these,
seven cases were brought to prosecution. Refer to Table 2. Cases Under Prosecution.

TABLE 2: CASES UNDER PROSECUTION
Year Cases Under Seizure of Assets Type of Crimes
Prosecution Related to Crimes

2002 3 0 0

2003 1 0 0

2004 0 0 0

2005 2 HKD34,000,000 - Fraud

- Kidnapping

2006 (Jan to June) 1 0 0

2.5.3 COMPLIANCE WITH RECOMMENDATION

Rating Summary of factors relevant to s.2.5 underlying overall rating

R.26 LC The GIF is an entirely a new entity and only started operating on 12
November 2006 with 6 officers and its effectiveness is yet to be proven.
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2.6 LAW ENFORCEMENT, PROSECUTION AND OTHER COMPETENT
AUTHORITIES — THE FRAMEWORK FOR THE INVESTIGATION AND
PROSECUTION OF OFFENCES, AND FOR CONFISCATION AND FREEZING
(R.27 & 28)

2.6.1 DESCRIPTION AND ANALYSIS

Judiciary Police (PJ)

283.  The Judiciary Police (PJ) is the main police body of Macao, China and the only
law enforcement agency responsible and authorised to investigate ML/FT offences in
Macao, China. The newly passed Law No. 5/2006 on Organization of Judiciary Police
empowers PJ with special functions of investigation on ML and related crimes. This is to
cope with the investigation obligation established by Law No. 2/2006 on Prevention and
Suppression of Money Laundering and the AML/CFT measures laid down in
Administrative Regulation No. 7/2006.

284. There are six departments in PJ, which are the Criminal Investigation
Department, Gaming Related and Economics Crime Department, Forensic Science
Department, IT and Telecommunications Department, Management and Planning
Department, and Judiciary Police Training School. PJ has newly established the Money
Laundering Division under the Gaming Related and Economics Crime Department.

285.  As of September 2006, PJ has 329 investigators of which only 10 are in charge
of ML investigations in the newly established Money Laundering Division. The Money
Laundering Division works closely with the Criminal Intelligence Division, Narcotics
Division, Economic Crimes Division and Interpol Macao Office. There has not been any
FT case reported in Macao, China.

286. As the main investigative body in Macao, PJ has the investigation powers in
relation to ML/FT and its predicate offences embedded under various laws and through
judiciary orders.  These powers include conducting search in premises, search of
persons, taking statements, obtaining document, seizure, arrest, forfeiture and special
investigative techniques such as undercover operations:

Search premises

287. PJ is empowered to conduct search by judicial order (search warrant) in
premises as provided for under Article 159 of the Criminal Procedure Code. A search
could also be conducted without the judicial order (without search warrant) if delay in
obtaining the order may result in failure to obtain the evidence; persons to be searched
or occupying the premises consented to the search; or when there is detention of an
offender for a crime punishable by imprisonment. However, a search without the judicial
order needs to be immediately communicated to the judge of preparatory hearing or
otherwise the search will be considered null. Under Article 158 of the Criminal
Procedure Code, PJ may stop people from leaving the premises while search is being
conducted. Nevertheless, the power of PJ to conduct a search in premises is somewhat
restricted by Article 162 of the Criminal Procedure Code, which stipulates that a search
in an inhabited house shall not be made before the rising nor after the sunset.
Moreover, search in a law office or doctor’s clinic needs to be presided over personally
by the judge, otherwise it shall be null and the judge is required to inform in advance the
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president of the representative organisation of the respective profession, so that he or
his delegate may be present.

Search persons

288. PJ may conduct a search on a person suspected to have committed ML/FT and
its predicate offences. This power is provided for under Article 156 of the Criminal
Procedure Code. Under Article 161 of the Criminal Procedure Code, a search may be
made against people at the place of search in searching for evidence.

Taking statements

289. PJ has the power to notify people to appear before it for the purpose of taking
statements. This power is embedded under Article 10 of the Law No. 5/2006. Failure to
comply will result in sanction provided by The Code of Criminal Proceedings.

Seizure

290. In general all seizure requires authorisation by the judicial order as stated by
Paragraph 3, Article 163 of the Criminal Procedure Code. Anything used for crimes,
products leading to crimes, any properties related to profits, expenses or payment,
anything left behind by criminals at places where crimes were committed, or any other
things used as evidence are liable for seizure. PJ could also affect the seizure without
judicial order, as provided for under Paragraph 4, Article 163 of the Criminal Procedure
Code, in cases of urgency or if the delay in getting the authorisation would result in
failure to obtain the criminal proceeds. Any seizure done without the judicial order needs
to be communicated to the judiciary authority within the period of 72 hours. Items such
as letters, packages, values, telegrams or any other correspondence could also be
seized with a judge’s authorisation as provided for under Article 164 of the Criminal
Procedure Code. Seizure could also be affected by invoking provision of Article 31 of the
Law 6/97/M in relation to seizure of criminal proceeds involved in organised crime.

Seizure in financial institutions

291. According to Article 166 of the Criminal Procedure Code, any instruments,
values, amounts and any other objects deposited in financial institutions including in safe
deposit box could be seized with order by the judiciary authorities if it is believed to be
related to a crime or to be used as evidence. Nonetheless, examination of a financial
institution’s documents is required to be undertaken by a judge. The judge can request
assistance from the police authorities. Article 31 of the Law 6/97/M also provides for the
seizure, with judicial order, of properties including proceeds of crime in financial
institutions in relation to organized crime.

Arrest
292. According to articles 238 and 240 of the Criminal Procedure Code, PJ could
detain a suspect under three different situations:

a) inthe actual commission of an offence, except for cases where the criminal
proceedings against the suspects require a complaint by the victim or require an
accusation by the victim;

61



b) on execution of a mandate by a judge or execution of a mandate by the Public
Prosecutions Office in cases where the suspect committed an offence for which
he can be remanded in custody;

c) for cases that allow remand in custody, if there is possibility for the suspects to
escape or the delay in getting the appropriate judicial authority may lead to the
escape of the suspect

Special investigative techniques

293. PJis allowed to act or use undercover agents in cases against organised crime
as provided for under Article 15 of Law No. 6/97/M.  Postponement of arrest on
suspected person is not provided under any laws but will be used depending on the
circumstances of the cases, for example in order to identify the ultimate offenders in any
suspicious cases.

Forfeiture

294.  Forfeiture of criminal proceeds or any profits thereof or any instruments
associated with the crimes is allowed under Article 101 to 104 of the Criminal Code,
Article 22 of Law no. 5/91/M for drug offences,

295.  According to PJ, they do not face any problems in getting judiciary orders from
the prosecutors. On average, upon request, the orders will be issued in the next working
day. For cases that require immediate action, orders may be issued on the same day.

296. Most of cases of ML investigated by PJ involved underlying offences of fraud,
kidnapping and organised crime. Crimes of fraud and kidnapping make up 80% of the
cases while the remaining 20% are organised crimes.

297. There have been some cases where money was brought to Macao, China
through people and underground alternative remittance systems. As of early 2005 there
had been 23 underground remittance operators found in Macao, China but the number
had been reduced to two by 2006. The PJ indicated that the money brought through
these means was relatively small and mainly by people from PRC. According to the PJ,
people may make use of the underground alternative remittance systems because it is
more efficient and with less charges, but they did also confirm that confirm that the ARS
were used by gambling tourists in the casinos. The authorities suggest that the money
brought into Macao, China by means of these systems may be used for “consumption
and investment”.

298. PJ has allocated some officers in most of the casinos in Macao, China. Their
main functions are prevention of crimes in general such as theft and cheating. In the
event any ML/FT crimes were committed, these officers would report for the necessary
investigations to be carried out.

299. The Evaluation Team was informed that most of the predicate crimes
investigated by PJ did not result in ML prosecutions. Some of the assets seized in
predicate offences have involved cars and motorcycles. From the statistics made
available, the authorities conclude that the major sources of illegal proceeds came from
drug crime, organized crime, kidnap, bribery and illegal gambling. From 2002 until first
half of 2006, a total of 1,286 cases were being investigated under those crimes (see
table below).
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300. The total number of ML cases opened during the same period was 59 (4.6%)
with only 7 (0.5%) resulting in prosecutions. The amount of assets seized for those
cases under prosecution was HKD34,000,000 (from fraud and kidnapping predicate
offences). PJ is provided with the power under Article 4 of the Law No. 5/2006 to carry
out acts of surveillance and to conduct checks; and Article 44 of the Criminal Procedure
Code to collect criminal information and deter any criminal act and to secure all the
evidence; nevertheless, the small number of ML cases investigated and prosecuted in
comparison to number of crimes raises concern as to PJ's ability to effectively detect
and combat ML/FT in Macao, China.

2002 2003 2004 2005 The first half
of 2006
Criminal Investigations
Drug crime 155 197 193 173 99
Organized 14 24 21 19 9
crime
Kidnap 6 6 3 3 0
Bribery 1 4 6 2 1
llegal 47 113 79 68 43
gambling
Money Laundering Investigations and Prosecutions
File Opened 26 2 10 9 12
Prosecutions 3 1 0 2 1
Resulting Seizure of Assets
| 0 | 0 | 0 |  HKD34mil | 1
301. Information sharing between PJ and other law enforcement agencies in Macao,

China is done on informal basis as and when the need arises. Nevertheless, Law No.
5/2006 does contain provisions that allow PJ to request other law enforcement bodies,
public agencies, public entities, private entities and natural persons for cooperation and
assistance.

302. PJ has only one formal agreement with a foreign counterpart being Portugal.
There are no other formal agreements or MoUs established with foreign jurisdictions.
Any request made to PJ for assistance is done through its Interpol division. PJ has
made a few requests to foreign jurisdictions but the nature of the requests was general.
Statistics below show the requests made by PJ to foreign jurisdictions, as well as
requests received:

Year Requests sent for cooperation Requ_ests RECIISSES
received refused

2002 1323 requests, most of which regarding internal 40 0
cooperation with PRC.

2003 1122 reguests, most of which regarding internal 49 0
cooperation with PRC.

2004 1487 reguests, most of which regarding internal 16 0
cooperation with PRC.

2005 987 requests, most of which regarding internal 33 0
cooperation with PRC.

2006 480 requests, most of which regarding internal

to June cooperation with PRC. 1 0
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303.  Statistics below show the number of requests made by foreign jurisdictions in
relation to money laundering. Most of these requests are directed to PJ.

Cooperation on AML Cooperation on AML | Cooperation on CFT | Cooperation on CFT
Year (requests from other (provided to other (requests from other | (provided to other
jurisdictions) jurisdictions) jurisdictions) jurisdictions)
2002 4 3
2003 8 6
2004 20 18
2005 33 20
2006 (to
June) 19 21

304. PJ has sent its officers to attend training conducted internally and abroad.
Officers have been sent to attend workshops, seminars and training courses organized
by international organizations and bodies like APG, FATF, ILEA, etc. It was observed
that most of this training was short-term and not fully adequate and comprehensive to
cover all other aspects of ML/FT investigations. Training and capability building of PJ’s
officers, especially in the Money Laundering Division, such as in forensic accounting, net
worth analysis, asset tracing, seized asset management, analysis of statistical records,
etc are vital to equip the officers with the necessary skills to effectively and successfully
investigate ML/FT crimes. Some of the training attended is as follows:

e Dbetween 21 March and 1 April 2005 - two criminal investigators attended the
“Course on Investigation of Complicated Financial Crimes” organized by the
International Law Enforcement Academy;

e September 2005 - Conference Call training section organized by the US
Consulate in Hong Kong, China and with speaker from FBI US;

e April 2006 - course on “Financial Crimes Investigative Techniques” organized
by the US Treasury Office of Technical Assistance under coordination of the
US Consulate in Hong Kong;

305. Prior to establishment of GIF, PJ assumed the function of receiving and
disseminating STR. The statistics of STR received are as below:

Year Suspicious Persons involved | Persons arrested
Transactions rec’d
2002 68 72 0
2003 107 168 0
2004 109 142 0
2005 194 253 13
2006(Jan to June) 317 342 0
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Macao Customs Service (SA)

306. Macao Customs Services (SA) has 1,120 total officers of which 1,076 are
customs officers and 44 are civilian and seconded officers. Its authorities and functions
are prescribed under Law No. 11/2001 and its main responsibilities are as follows:

e Prevent, combat and repress customs fraud;
e Promote the prevention and repression of illicit trafficking;

e Co-ordinate the supervision of external trade and contribute to its development
in order to maintain the credibility of the Macao, China internationally;

¢ Ensure the protection of intellectual property rights in accordance with the law;

e Promote the fulfilment of obligations assumed internationally by Macao, China
in the area of customs activity;

e Promote the security and protection of persons and property and the proper
execution of the internal security policy of Macao, China; and

¢ Intervene in the civil defence efforts of Macao, China and in case of emergency.

307. SA does not have the authority to investigate ML/FT offences. In carrying out its
duties, if SA officers discover or suspect any offences in relation to ML/TF, such as
persons bringing in a large amount of currency or precious stones, it will notify and
handed over the persons to PJ to take further action if necessary.

308. During the on-site visit, the SA indicated that it would like to have a bigger and
more prominent role in cooperating and providing assistance in preventing and
combating ML/FT offences.

Macao Public Security Police

309. Macao Public Security Police (CPSP) is another police body in Macao, China. It
is an entity responsible for the public security of Macao, China and its citizens. CPSP
Institutional duties are to protect order and public security; to take measures for the
prevention, to supervise road traffic; to guard public and private properties and to control
illegal migration. It is not authorised to investigate ML/FT offences.

Unitary Police Service

310.  Unitary Police Service (SPU) is another police body in Macao, China. Its role is
as command and control, and to coordinate joint efforts of the other two police bodies;
the PJ and the CPSP. According to Law No. 1/2001, SPU is responsible for inspecting
the operational capacity and evaluating the performance of the subordinated law
enforcement agencies.

311. SPU is not authorised to investigate ML/TF offences. As and when PJ requires
any assistance on ML/FT investigations, SPU will coordinate and command the
involvement of CPSP in that investigation.

Commission Against Corruption (CAC)

312. The Commission Against Corruption (CAC) carries out preventive actions and
investigations against crimes of corruption. It was established in 20 December 1999. It
assumes its power through Law No. 10/2000.
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313. Although the CAC has the investigative powers such as the power to search,
seize and arrest, these powers are restricted to corruption and related offences only. Its
powers cover all public sectors and part of the private sectors.

314. The CAC is not authorised to investigate ML/FT offences, if they are not related
to corruption. Seizure and forfeiture of assets can only be done in relation to corruption
and related offences. The offence of laundering proceeds of corruption can only be
enforced through Law No. 10/2000. In carrying out its duties, if CAC officers discover or
suspect any offences of ML/FT not related to corruption, they will need to notify MP or
PJ to take the necessary action.

315. During the on-site visit, the CAC indicated that it would like to have a more
prominent role in preventing and combating ML/FT offences. So far, the CAC has not
received any STRs from GIF but has indicated its willingness to receive STRs in future.
The CAC has also indicated its desire to have access to information collected by the GIF
to enable it to combat corruption more effectively in Macao, China.

Immigration

316. The Immigration Department of Macao controls the passage of people entering
and leaving Macao, China. The department is not authorised to investigate ML/TF
offences.

2.6.2 RECOMMENDATIONS AND COMMENTS

317. In relation to law enforcement, the following steps are recommended to Macao,
China to effectively enforce the AML/CFT measures:

e At the moment, PJ is the only law enforcement agency responsible for enforcing
laws related to ML/FT. It is recommended that the laws pertaining to ML/FT be
extended to other relevant law enforcement agencies especially CAC and SA.

¢ Although laws and regulations as well as administrative arrangements do provide
the mechanisms for information and cases be passed over to PJ, in all reality and
practical aspects, these mechanisms sometimes do not work as they are
intended to. Thus, by granting the other law enforcement agencies to powers in
relation to ML/FT, they could continue pursuing their investigations to cover the
offence of laundering the proceeds of predicate offences for which they are
empowered to investigate. This could result in more cases being investigated
and more proceeds of crime being confiscated and forfeited, as well as reduce
the bureaucracy of handing over the cases to another agency.

e During the on-site visit the Evaluation Team observed that PJ has taken the
necessary measures to establish a dedicated division for ML/FT. Even though
PJ had indicated the ML/FT crimes are relatively small in Macao, China
nevertheless the existence of casinos, close proximity border with PRC and its
open economy do pose a threat to ML/FT activities. Thus, it is recommended
that the number of officers allotted to Money Laundering Division be increased to
sufficiently to detect and gather intelligence information as well as to investigate
ML/FT crimes.
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2.6.3

The PJ shoul send its officers, especially the Money Laundering Division, to
attend training related to ML/FT. Some of the training suggested includes
financial investigations, forensic accounting, net worth analysis and asset tracing.

The PJ also needs to establish a clear and effective work procedure to improve
coordination of ML/FT investigations that involve other relevant law enforcement
agencies. Information between law enforcement agencies is encouraged to be
shared more freely and more often including information received from GIF.

It is also recommended that PJ extends its cooperation either in the form of
formal agreement or MoU with other foreign counterparts to effectively seek and
render assistance in ML/FT related matters.

The PJ needs to hand over all the STR and related information to GIF. It is
suggested that PJ also hand over any IT system, work procedures and database
that it had in relation to STR to GIF. This would assist GIF in speeding up the
process of setting up an effective and functional FIU.

Other law enforcement agencies such as SA and CAC should have access to
GIF information with regard to their predicate offences.

All law enforcement bodies should keep comprehensive records on
investigations, seizure, confiscations, prosecutions and convictions.

The PJ should maintain comprehensive records on ML/FT investigations,
properties seized and confiscated, judiciary orders obtained, prosecutions, and
convictions. Comprehensive and detailed records should also kept for STRs
received from GIF, requests for information made to GIF, requests made or
received from other domestics law enforcement bodies, and requests made or
received from other foreign entities. PJ also need to consistently analyse the
ML/FT trends and typologies.

COMPLIANCE WITH RECOMMENDATIONS 27 & 28

Rating Summary of factors relevant to s.2.6 underlying overall rating

R.27

PC

Enforcement of ML/FT laws is limited only to PJ and not extended
to other law enforcement agencies especially SA and CAC.

The Money Laundering Division of PJ is a newly set-up unit and its
effectiveness is yet to be determined. Past cases investigated only
resulted in 6 brought for prosecution during the period 2002-2006.

The number of officers dedicated to ML/FT detection and
investigation is not adequate.

Officers do not have adequate training in ML/FT especially on
focused and specific training.

R.28

LC

Law enforcement agencies lack power to freeze or seize assets
without having to obtain judiciary orders especially for cases that
require immediate action.
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2.7 CROSS BORDER DECLARATION OR DISCLOSURE (SR.IX)
2.7.1 DESCRIPTION AND ANALYSIS

Special Recommendation I1X

318. The designated competent authority relegated to the oversight of illicit cross
border currency movement is the Macao Customs Service (SA). According to Law No.
11/2001, the SA is responsible to prevent customs fraud, illicit trafficking and ensure the
protection of intellectual property rights. The SA is not responsible for the regulation of
legal cross-border currency movements.

319.  While the SA is a preventative law enforcement agency that has the authority to
detain individuals, the Judiciary Police (PJ) handles all customs related investigations
and theoretically works with the SA on leads suspected of customs related crimes —
however, as described below, such integrative efforts are not taking place.

320. Macao, China has neither a declaration system nor a disclosure system
currently in place. There is also currently no plan by Macao, China officials to put either
system in place. In addition, due to both external and internal policies, the system
currently in place in Macao, China does little to combat cash smuggling, and in fact
could be conducive to such activity, for the following reasons:

e The PRC currency controls (limit of RMB 20,000 per day per person) and many
visitors to Macao, China physically carry significant amounts of cash or resort to
the use of informal cash transfer mechanisms to and from the mainland;

¢ In an effort to prevent adverse impact on its gaming industry, Macao, China has
traditionally not had AML/CFT provisions similar to those stipulated in SR IX,
integrated into its customs requirements and procedures. Thus, Macao, China
has neither adopted nor implemented an AML/CFT program to deal with the
cross border movement of money.

321. Only recently has Macao, China begun recording the movement of large
amounts of cross-border cash (above the threshold of MOP 300,000 or approximately
U$37,500). However, the Evaluation Team'’s visit with border customs and immigration
facilities revealed there to be no current inspection program for such transfers nor a plan
to initiate such inspections. Any identification of illicit cash couriers is likely revealed in
the course of existing customs inspections/supervision efforts on the part of authorities.
If cash movements above the MOP 300,000 are detected, the movement is catalogued
and the individual(s) carrying the cash is allowed to proceed. There are currently no
provisions in place for reporting such transactions at the moment.

322. There is little to no integration and cooperation between SA and the PJ
(Immigration). Immigration databases are not used for targeting efforts to identify cash
couriers for potential inspection upon arrival at the border nor any relevant enforcement
efforts against those identified.

323.  According to Law No. 7/2003 (External Trade Law), Article 10, Macao, China
has an import/export declaration system calling for individuals to declare “a value
exceeding MOP 5,000 (U$625). However, this provision is not applicable to “goods
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transported as luggage... for the use and consumption of natural persons”. For this
reason, should cash be carried “as luggage”, such cash, even if carried for illicit
purposes or derived through illicit means, are not subject to reporting. There is no
proactive disclosure or declaration form for cash that is conducted on a targeted basis
through leads or initiatives generated through law enforcement or intelligence bases. As
described earlier, the integration between judicial police and customs authorities in this
manner is lacking.

324. Macao, China has indicated that a declaration system for passengers is under
study. The contents or progress of this study so far conducted were not provided to the
evaluation team.

325. In the event of a false declaration, Law No. 7/2003 “External Trade Act,” Article
37 only makes reference to an ability to levy fines.

326.  While in practice, there is no “false” declaration or disclosure for cash couriers
entering or exiting Macao, China (as the SA does not ask travellers to either declare or
disclose currency), currency may be detected based on x-ray or hand search of luggage
of luggage. These efforts do not occur on a systemic or targeted basis.

327.  The current practice, as decided by the Director General of the SA is to generate
large cash movement reports for all cash couriers carrying over MOP 300,000 whether
voluntarily disclosed or detected in the course of Custom searches. When detected,
Customs officers are using existing legal powers in an attempt to obtain additional data.
Since implementing this practice in November 2006, the Customs Service has
documented six large cash movements — those exceeding the threshold — and has
passed detailed information to the PJ for further investigation (typically an interview of
the cash courier). Beyond these efforts, there have been no follow up actions, nor
specific enforcement actions initiated.

328.  According to Law No. 11/2001, Article 3, the Customs Service is competent to:

e “Control and inspect vehicles, merchandise imported, exported and in transit in
the MSAR, including travellers and their luggage, so as to guarantee the
fulfilment of the inherent customs clearance formalities.”

e “Conduct the activities necessary for preventing, combating and repressing illicit
trafficking and customs fraud, including the collection and compilation of the
required data and information for this purpose.”

e “Cooperate with the Macao Security Forces and other public agencies and
entities within the context of international security and civil defence of the
MSAR.”

329. As authorized under law, SA officials are able to use the aforementioned
authorities to stop or restrain currency or bearer negotiable instruments crossing into
Macao, China so as to aid in the investigative efforts of the PJ as to the source or nature
of funds. According to Macao, China officials, such efforts have been limited to single
follow up interviews with individual courier subjects. There is no evidence of the PJ
having arrested a cash courier on suspicion of ML or FT. This also despite the fact that
there exist several identified cases by PJ involving the couriering of reportedly large
sums of cash.
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330. The SA does not enforce a declaration or disclosure system for cross border
cash couriers — both into or out of Macao, China. Rather, currency movements are
detected through random inspections undertaken in the course of normal customs
duties.

331. If a Customs officer suspects ML or FT, a large cash movement report is filed.
As noted above, there have been six large cash movements detected since November
2006. However, when asked by the evaluation team for a report template or an
exemplar report, the SA was unable to provide such documentation. It does not appear
that this information is maintained by the SA. Macao, China’s newly created GIF
currently does not carry this information.

332.  Currently, the SA does not provide any data to Macao, China’s newly created
GIF. Rather, all suspicious activity is referred directly to the PJ for investigation.

333. The GIF, as empowered by the Executive Ruling of Chief Executive No.
227/2006, Point 5, is competent to require any public entity to supply information.
However, there has been no consultation between the GIF, the SA and the Judiciary
Police regarding the format or content of the Customs Service reports, nor have any
explicit information sharing agreement/MOU being signed regarding such cooperation.

334. Given that the SA has only recently begun to collect data, and that the GIF just
began operations, the GIF has yet to request any documentation from the SA. As a
result, there is no record of implementation or effectiveness

335. There is no working level coordination between the SA, Immigration (PSP),
and/or the GIF, other than the AML/CFT Workgroup. There are reported monthly
meetings between the Directors General of the SA and the PJ. Macao, China has not
yet formulated a plan for interagency cooperation between these entities.

336. A recent AML/CFT Workgroup served as a mechanism to prepare
documentation for the APG Mutual Evaluation itself. Based on discussions with
Workgroup participants, as well as a review of meeting minutes, the meetings between
the SA, PJ and GIF have not been used for inter-agency cooperation regarding
AML/CFT requirements and the enforcement of those requirements.

337. The Immigration database is not used to identify suspected money launders or
terrorist financiers for additional levels of inspections and/or scrutiny nor to generate
leads for law enforcement investigations. There does not appear to be any joint training
or operations between the SA and Immigration.

338. While SA officials were able to site statistics for cases referred to the PJ since
November 2006, there is no system for feedback from the PJ and the SA does not track
such data.

339. Like many of Macao, China’s law enforcement agencies, the SA appears to
operate its international liaison and cooperation through informal channels as opposed
to well-defined and operational MOUs or agreements.

340. Macao, China is a member of the Regional Intelligence Liaison Organization for
Asia Pacific and the World Customs Organization.
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341. Additionally, the SA has had a Mutual Administration Assistance Agreement with
the PRC since 2004, and there is an annual meeting with counterparts in Hong Kong,
China to discuss issues of mutual concern regarding this established Agreement. There
is no Agreement in place with Hong Kong, China specifically. This may be somewhat
problematic and a vulnerability in both directions given the lack of a
declaration/disclosure system currently in place in Hong Kong, China.

342. The SA does not appear to exchange customs data with foreign counterparts.
Rather, there is informal investigative cooperation regarding pending action and should
foreign counterparts pursue specific cases. There does not appear to be any effort to
create or operate a database regarding illicit cross border cash activity regardless of the
potential offence.

343. The Customs Service was unable to provide data/statistics regarding
international cooperation, which prevented the team from assessing the effectiveness of
implementation.

344.  According to Law No. 7/2003, “External Trade Act”, Article 37, the fines are:

e For failure to complete the required declaration - MOP1,000 to MOP50,000 and
the goods shall be confiscated and declared property of the MSAR

e Under reporting of goods — MOP5,000 to MOP100,000 and the goods shall be
confiscated and declared property of the MSAR

345.  While these provisions currently exist, there is no evidence to suggest that fines
have ever been administered against cash couriers suspected of ML or FT. No statistics
were made available as to the application of fines in the instances for which
reports/cases were generated.

346.  While ML is now criminalized in Macao, China there is no criminal sanction for
failure to declare or to truthfully declare the carrying of cash of any value, including over
the stated threshold.

347.  Should Macao, China apply Law No. 7/2003, and instil a system as per SRIX to
detect illicit cross border cash movements, the fines described above would appear to
be effective, proportionate and dissuasive with respect to such activity.

348. The Immigration Service (PSP) maintains a database that includes individuals
designated by the United Nations Al-Qaeda and Taliban Sanctions Committee in
accordance with UNSCR 1267(1999).

349. The PJ reports that no individuals named under the Resolution 1267 process
have attempted to enter or leave Macao, China.

350. According to Law No. 7/2003 (External Trade Law), Article 10, Macao, China
has an import/export declaration system calling for individuals to declare “a value
exceeding MOP 5,000 (U$625). There is no statistical information to suggest that the
SA has applied this law to any store of value other than cash (which only began as of
November 2006). Thus, while the provision technically exists that such that stores of
value — other than cash — could be discovered, such efforts have not been made to date.

71



351. The PJ is responsible for investigating suspected ML and FT detected by the
SA. The PJ has provided the SA with little to no feedback related to suspected incidents
of ML or FT. Information obtained from the SA would suggest that the PJ does little
more than conduct interviews with suspected money launderers in order to establish the
true origin and purpose of such items.

352. That documentation that is currently created regarding existing records appears
to be maintained according to local law enforcement standards and protections.

353. Detected cash couriers are detained and held until arrival of the PJ. Data is
physically transferred to the PJ upon arrival to scene and can only be used for law
enforcement purposes.

354. The GIF is currently operating on a paper format for STRs as submitted by
covered institutions. There does not appear to be a process for transmitting large cash
movements to the GIF in any systemic way, nor have the few existing records been
transmitted to the GIF from Customs authorities.

355. There is no obligation to make a declaration of cash either coming into or
leaving Macao, China nor for those movements above a specific threshold.

356.  X-ray technology is currently in use at some of the border crossings for use for
Customs inspection purposes, however, in practice, only individuals with large sealed
boxes/containers are subject to x-ray inspection — and only on suspect of goods being
brought in. As described, personal luggage is not inspected.

357. The SA does not appear to have an outreach or training program for land, sea
and air carrier employees to detect and report suspicious behaviour based on law
enforcement or intelligence or other means.

358. The SA has informally identified flights from Thailand as “high risk” due to the
threat of narcotics trafficking. However, the SA has not conducted a risk assessment
regarding ML or FT or other financial crimes. Most cash appears to be transported into
Macao, China in large suitcases, which are not generally controlled or inspected.

359. There is no passenger/visitor screening or review of data other than by
Immigration, which does not appear to refer individuals for further inspection by the SA,
or refer suspicious cases to the PJ for additional review.

360. The reverse burden of proof is not applied in Macao, China. Rather, travellers
are allowed to import as much currency as desired due to the lack of specific systems or
controls in place. Investigations of suspicious travellers appear to consist of traveller
interviews only and only on a referral basis. There is no record of any confiscation of
currency — generally speaking or those based on false declarations or links to criminal
activity.

361. Reports are archived in paper format. According to Customs officials, no
database exists.
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Recommendation 30

362. The SA functions as an independent agency. Officials did not express concerns
regarding the lack of operational independence or attempts at undue influence. Officials
indicated that the organizational structure would allow them to address concerns with
senior leadership directly. However, there are weaknesses regarding the conduct of
their duties in relation to integrative/collaborative efforts with other appropriate agencies,
such as the PJ.

363. Customs officials were unable to provide budget details to assist the team in its
assessments of whether the SA was adequately structured, funded or staffed. The
budget is controlled directly by the Director General. However, similar to other Macao,
China Government officials, the SA indicated that budgetary issues were not a problem.

364. Customs has approximately 1076 employees, several dozen of which (not
specified) are dedicated to border checkpoint inspection. Approximately 30 officers are
dedicated to the Intelligence Division. Based on a site visit to the land border with the
PRC, there are insufficient officers present to control a border that has over 200,000
people cross per day. Multiple visits to the Macao, China — Hong Kong, China Ferry
Terminal often found one single Customs officer to control and inspect several hundred
passengers — and never for cash courier activities.

365. The SA appears to be a labour intensive force. Customs checkpoints are not
integrated with Immigration. There are no computer terminals to process large cash
movement reports (or declaration forms should authorities need to be enforced against
suspect or illicit cash couriers). There s a single x-ray machine (no back up system) for
screening large packages.

366. There appears to be a basic background in investigations for all recruits entering
the SA including background on confidentiality and the protection of information. There
are no re-investigation efforts and there are no levels of investigation based upon access
to sensitive information or its use in targeting. There is no government policy governing
levels of sensitivity for information and as a result, this continues to be a systemic
problem. Confidentiality is addressed in a generic way.

367.  All government employees are asked to sign an oath pledging to carry out their
duties in an honourable and forthright manner. Individual Customs Officials expressed
an ability to direct corruption issues involving their superiors to the senior ranks of the
SA or to the CAC.

368.  All recruits to the SA appear to receive the same basic training. However, there
does not appear to be detailed training for individual posts nor any specific training on
SR IX issues and the need/application of AML/CFT provisions. Regarding AML/CFT
specifically, only oral training (guidance) has been provided to border officials. No
material has been written into manuals, nor have is there any current effort to develop a
specific training curriculum.

369. Until November 2006, the SA did not consider the movement of bulk cash as

suspicious or possibly related to money laundering, FT or other illicit activity. As a result,
there has been no training regarding such activity.
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370.  Any detection of cash couriers to date has been based on information received
in the course of normal custom duties and not the result of any targeted or systemic
effort.

Recommendation 32

371. There are publicly available customs statistics related to intellectual property
piracy, trade violations (agriculture), illegal immigration and illegal narcotics. There is
minimal data regarding the identification of cash couriers since November 2006.

372.  Additionally, according to Law No. 7/2003 “External Trade Act”, Article 10,
transporters of goods valued at over MOP5,000 are required to make a declaration..
Banks, jewellery shops and any other business entity is required to declare movements
of currency, gold, precious stones and metals. However, SA officials were unable to
provide statistics related to these few declared cross-border movements. Given that
Macao, China does not enforce its declaration system, there are no statistics on the
effectiveness and efficiency of its systems.

373. As a systemic problem in multiple instances and in multiple sectors, the
Evaluation Team assessed that Macao, China does not appear to view statistics as a
diagnostic tool that could be used to improve effectiveness of implementation of its
regime. Rather, it is perceived that Macao, China produces statistics in order to satisfy
international requirements.

2.7.1 RECOMMENDATIONS AND COMMENTS
374. It is recommended that Macao, China:

e Conduct a threat assessment of cross-border cash movements and known
methods for moving cash into and out of Macao, including for illicit purposes;

e Develop and enforce a declaration policy with a threshold appropriate for Macao,
China’'s economy (based on the threat assessment), and in keeping with
international standards — SRIX provisions and the SR IX best practices paper;

e Criminalize untruthful or false declarations;

e Consider integrating the Immigration Service and the SA in order to effectively
control all border crossings. This would allow for more rigorous inspection of
suspicious individuals or known criminal elements;

e For inspection of travellers, consider substantially increasing the number of
inspectors available.

e Consider improving the quality and quantity of x-ray and other inspection
equipment commensurate wit the significant daily throughput in Macao, China.

e Consider using a “constant random” methodology for inspecting passengers in
addition to targeted searches based on suspicion or intelligence information.

e Develop and implement and working-level group between the SA and the PJ to
coordinate practices and procedures. The PJ should provide the SA with
information from investigations that can be incorporated in the threat
assessment;

e Incorporate targeted based enforcement, based on law enforcement and
intelligence information;
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The SA should maintain detailed computerized reports concerning detected large
cash cross-border movements. This information should be used to follow-up with
the PJ in order to improve procedures and improve targeting of suspected cash
couriers. Additionally, this information should be regularly shared with/reported
to the GIF;

Maintain detailed statistics concerning seizures in order to gauge the
effectiveness of inspection techniques. This information should be shared with
other law enforcement agencies and the GIF for diagnostic purposes;

Maintain detailed statistics concerning domestic and international cooperation.
This information should reflect requests made and received. This information
should be used for follow-up with liaison contacts for diagnostic purposes;

Train Customs Officers in AML/CFT requirements and the provisions laid out in
SR IX and its best practices paper;

Customs should develop an outreach program to train the employees of land,
sea and air carriers regarding the identification of suspicious behaviour.

2.7.3 COMPLIANCE WITH SPECIAL RECOMMENDATION IX
Rating Summary of factors underlying rating
SR.IX NC e Macao, China does not enforce a disclosure or declaration
system.

e The SA does not have formalized domestic and international
cooperation and does not maintain appropriate statistics data on
cross border movements or statistics of the same.

e The SA is significantly under-equipped and staffed based on
travellers into and out of Macao, China.

e Training in AML / CFT for Customs Officers is non-existent.

e Statistics concerning large cash cross-border movements are
incomplete or non-existent.

e There is no use of targeted enforcement techniques.

e Integration between competent authorities is lacking as is the
sharing of necessary information with the GIF.
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3. PREVENTIVE MEASURES - FINANCIAL INSTITUTIONS

Customer Due Diligence & Record Keeping
3.1 RISK OF MONEY LAUNDERING OR TERRORIST FINANCING

Relevant laws, regulations and other enforceable means

375. The overarching AML/CFT legislation laying down the framework under which
financial institutions operate is Decree Law No. 32/93/M (the Financial System Act,
which provides for the AMCM'’s regulation of money, financial and foreign exchange
markets; credit institutions; financial intermediaries; and other financial institutions, and
which includes AML/CFT requirements for credit institutions), Law No. 2/2006 (which
covers the prevention and suppression of money laundering) and Law No. 3/2006 (which
covers the prevention and suppression of the crime of terrorism). Administrative
Regulation No. 7/2006 has been made pursuant to article 8(1) of Law No. 2/2006 and
article 11 of Law No. 3/2006. This Regulation regulates the duties of financial
institutions and the insurance sector, which are under the supervision of the AMCM.
Article 106 of the Financial System Act in respect of credit institutions, and Article 7 of
Law No. 2/2006 and Articles 3 to 5 of Administrative Regulation No. 7/2006 in respect of
financial institutions, establish the basic AML/CFT obligations. These obligations include
the identification of customers (described as contractors, clients or patrons as different
terms are used in different parts of the financial and non-financial sectors to which the
Regulation applies).

376.  Three guidelines have been issued by the AMCM. These guidelines are:

Anti-Money Laundering (AML) and Combating the Financing of Terrorism (CFT)
Guidelines for Financial Institutions, referred to as the Guideline for Financial
Institutions in this report These cover:

a. credit institutions with headquarters in Macao;

b. Macao, China branches of credit institutions with headquarters
abroad;

Cc. overseas establishments of credit institutions with headquarters in
Macao;

d. financial intermediaries with headquarters in Macao;

Macao, China branches of financial intermediaries with headquarters
abroad;

f. finance companies;

g. investment funds and investment fund management companies
domiciled in Macao;

h.  offshore financial institutions, excluding those institutions engaging in
insurance activities.

AML and CFT Guidelines on Large Cash Transactions These guidelines are
referred to as the Guidelines on Large Cash Transactions in this report. These
Guidelines supplement the Guideline for Financial Institutions when dealing with
large cash transactions and wire transfers. They cover:

b) institutions authorised to carry out money changing activities;
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c) institutions authorised to carry out cash remittance activities;

d) institutions authorised to carry out financial leasing activities;

e) institutions authorised to carry out venture capital activities;

f) institutions authorised to carry out asset management activities;

g) creditinstitutions, finance companies, financial intermediaries and any
other financial institutions, locally incorporated and/or branches of
overseas institutions, authorised under the Financial System Act;

h)  offshore financial institutions, excluding those institutions engaging in
insurance activities.

Guidelines on Prevention and Combating Money Laundering and Financing of
Terrorism in Insurance. By virtue of Notice No 12/2006 — AMCM of 11 October
2006 these Guidelines cover insurance companies, insurance intermediaries,
private pension fund management companies, reinsurance companies, and captive
insurance companies. References to insurance companies in the Guidelines
generally refer also to the other insurance entities, including insurance
intermediaries. These Guidelines are referred to as the Insurance Guidelines in
this report.

377. The AML/CFT legislation and Guidelines referred to above came into force in
November 2006. Institutions were, however, required to observe provisions contained in
legislation prior to this date. For example, Decree Law No. 24/98/M contained provisions
on the compulsory reporting of suspicious transactions. In addition, the AMCM also
issued AML guidelines to financial institutions as early as 1996. This guideline was
revised and split into two guidelines in 2002, namely “Anti-money Laundering Guideline
for Authorized Credit Institutions” and “Anti-Money Laundering Guideline for Cash
Transactions of Large Amount”. These two guidelines sought to incorporate the Basel
Committee on Banking Supervision paper on CDD and the then FATF 40
Recommendations.

378. The FATF standards require that the basic obligations under Recommendation
5, 10 and 13 should be set out in law or regulation. A number of criteria in the FATF
Assessment Methodology are marked with an asterisk, which means that they include
minimal obligations that should be set out in a law or regulation. In this context, “law or
regulation” refers to primary and secondary legislation, such as laws, decrees,
implementing regulations or other similar requirements, issued or authorised by a
legislative body, and which impose mandatory requirements with sanctions for non-
compliance. A separate concept referred to in the Methodology is that of “other
enforceable means” such as guidelines, instructions or other documents or mechanisms
that set out enforceable requirements with sanctions for non-compliance, and which are
issued by a competent authority (e.g. a financial supervisory authority) or a self-
regulatory organisation (SRO). According to the Methodology, obligations set out in law
or regulation as well as in other enforceable means have to be enforceable. The
Guidelines issued by the AMCM are “other enforceable means”.
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3.2 CUSTOMER DUE DILIGENCE, INCLUDING ENHANCED OR REDUCED
MEASURES (R.5 TO 8)

Anonymous accounts

Banking and Other Financial Sector

379. Article 106 of the Financial System Act requires credit institutions to verify the
identity of customers, record the identity of all customers who make significant
transactions and refuse to serve those who decline to provide evidence of their identity.
The Article also states that credit institutions are not prevented from offering numbered
accounts to customers whose identity is known only to a restricted numbered number of
employees.

380. Articles 3 and 4 of Administrative Regulation No. 7/2006 provide a duty to
identify customers where transactions and business relationships (described in the
Regulation as “operations”) operations would be treated by the courts as meaning
transactions and business relationships (a) might indicate the commission of the crimes
of ML or the FT, due to, inter alia, their nature, complexity, amounts involved, volume or
non-habitual occurrence, relative to the activity of the customer; or (b) the transactions
exceed, either taken together or individually the amount established by the AMCM. No
de minimis amount has been established by the AMCM, which means that all
transactions are subject to CDD.

381. Under Paragraph 6.3 of the Guideline for Financial Institutions, institutions
should never agree to establish a business relationship - whatever its value - with a
customer who provides a fictitious name or insists on anonymity. Where a numbered
account is requested in order to offer additional protection for the identity of the account
holder, the identity should be known to a sufficient number of staff to exercise proper
due diligence. The Guideline goes on to state that such accounts should in no
circumstances be used to hide the customer’s identity from an institution’s compliance
function or from AMCM.

382. In the wording of the Methodology the Guidelines are “other enforceable means”
because they have been issued by a supervisory authority and have not been issued or
authorised by a legislative body. However, the Financial System Act and the
Regulations do contain the basic principle and, therefore, financial institutions are not
allowed to keep anonymous accounts or accounts in fictitious names.

Insurance Sector

383. Atrticles 3 and 4 of Regulation 7/2006 also apply to the insurance sector.
Paragraph 7 of Annex A of the Insurance Guidelines provides that insurance companies
and insurance intermediaries should not keep anonymous accounts or accounts in
obviously fictitious names. The Annex goes on to state that insurance companies
should identify their clients when establishing business.

384, The AMCM has stated that numbered accounts do not exist in the insurance
sector and, therefore, no specific procedures have been established.
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385. The Regulations contain the basic principle and, therefore, insurers and
insurance intermediaries are not allowed to keep anonymous accounts or accounts in
obviously fictitious names. The use of the word “obviously” in the Guidelines prevents full
compliance with the FATF standard.

When CDD is required
Banking and Other Financial Sector

386. Articles 3 and 4 of Administrative Regulation No. 7/2006 provide a duty to
identify customers where transactions (a) might indicate the commission of the crimes of
ML or the FT, due to, inter alia, their nature, complexity, amounts involved, volume or
non-habitual occurrence, relative to the activity of the customer; or (b) the operations
exceed, either taken together or individually the amount established by the AMCM.
Under Article 5 financial institutions must refuse to perform any operation in the absence
of the elements necessary for compliance with the duties prescribed in Articles 3 and 4.
There is no threshold in the Guidelines for Financial Institutions below which identity
need not be obtained.

387. Paragraph 5.4 of the Guideline for Financial Institutions specifies that
institutions’ policies should also establish that, if they are unable to obtain the required
customer information on a timely basis, accounts should not be opened, or business
relations should not be commenced, or transactions should not be performed.
Paragraph 6.1 of the Guidelines for Financial Institutions provides that financial
institutions should not open an account until the identity of the customer has been
satisfactorily established. Paragraph 6.2 adds that the customer identification process
should be applied at the outset of the relationship with Paragraph 6.5 specifying that
financial institutions should take reasonable measures to verify the identity of persons
other than the customer involved with the relationship, such as beneficiaries of
transactions, before or during the course of establishing the business relationship.

388. Paragraph 4.4 of the Guideline on Large Cash Transactions states that the
institutions covered by the Guideline shall not carry out a cash transaction in an amount
exceeding MOP 20,000 or equivalent for a customer unless customer and identification
information specified in Paragraphs 4.1 to 4.3 of the Guideline has been recorded. In
addition, a threshold of MOP 8,000 is established for the identification requirements for
originators and beneficiaries of cross-border wire transfers.

389. The Guidelines for Large Cash Transactions provide guidance in respect wire
transfers except in respect of the timing of undertaking CDD. As previously identified,
the guidelines are “other enforceable means” and not law or regulation, and therefore
the FATF requirement is not fully satisfied. The obligation to undertake CDD when the
financial institution has doubts about the veracity or adequacy of previously obtained
identification data does not appear to be covered in the Regulation or the Guidelines.

Insurance Sector

390. Articles 3, 4 and 5 of Regulation 7/2006 apply to the insurance sector.
Paragraph 30 of the Insurance Guidelines provides that insurance companies should
make reasonable efforts to determine the true identity of all customers requesting their
services. Insurance companies should institute effective procedures for obtaining
identification from new customers and it should be an explicit policy that significant
business transactions will not be conducted with customers who fail to produce evidence
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of their identity. With reference to Paragraph 3 of Annex A of the Insurance Guidelines,
when the insurance entity has doubts about whether an identity document is genuine
contact should be made with the Immigration Department or the relevant consulates in
Macao, China to ascertain whether the details on the document are correct.

391. Article 3 of the Regulation requires an identity document to be obtained when
there is a suspicion of ML or FT for any operation over a designated threshold. No
threshold under which CDD need not be undertaken is specified in the Insurance
Guidelines. The Insurance Guidelines provide that only significant business
transactions need not be conducted if evidence of identity is not provided. In addition,
elements c¢) and e) are not provided for.

Required CDD measures

392.  Article 106 of the Financial System Act for credit institutions and Articles 3 and 4
of Administrative Regulation No. 7/2006 for financial institutions provide a legal basis for
identifying customers — the Financial System Act also provides a duty of verification of
identity.

393.  Section 6 of the Guidelines for Financial Institutions covers the requirements for
customer identification, while section 7 provides the minimum requirements for
establishing business relationships. Paragraph 7.1.2 of the Guidelines provides that
financial institutions shall verify identity information against valid original documents of
identity issued by governmental authority. Such documents should be those that are the
most difficult to obtain illicity. For Macao, China residents, the proper identification
documents are the permanent identity card, the non-permanent resident identity card
and the resident identity card issued by the Identification Bureau or equivalent
identification documents. Paragraph 4.2 of the Guideline on Large Transactions refers
to the name, number of identity card or travel document and place of issue as the
necessary identification information to be recorded.

394.  For corporate and business customers Paragraph 7.2 of the Guidelines requires
incorporation or equivalent documents issued by the relevant government agencies to
be obtained. For locally incorporated companies, a company search report, a tax
declaration, a certificate of incorporation, a business registration certificate, a
memorandum and articles of association, etc are required. For companies incorporated
abroad, apart from documents equivalent to those specified for local companies, a
certificate of good standing and other relevant documents should be obtained. If original
documents cannot be obtained, copies of documents should be properly certified. If
possible, institutions should take reasonable measures to verify whether corporate
customers operate their stated business at the stated address. Institutions should obtain
evidence for all the information specified in the Guideline to verify the legal status of
companies. Section 5 of the Guideline on Large Cash Transactions sets up further
requirements for customer identification and verification for high risk cash transactions.
The Guideline expects adequate CDD measures to be applied

395. Notwithstanding the provisions of Administrative Regulation No. 7/2006 on
identification and the provisions in the Guidelines on CDD measures, the overall
requirement for verification as opposed to identification of customers applies only to
credit institutions. Also, whilst there are provisions in guidelines there is no absolute
requirement in law or regulation to use reliable, independent source documents, data or
information, although there is a requirement in the Guideline for Financial Institutions for
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institutions to verify identity against valid original documents of identity issued by
governmental authority.

396. Articles 3 and 4 of Regulation 7/2006 provide a legal basis for identifying
customers. Annex A of the Insurance Guidelines sets out the identification and know
your customer standards for the insurance sector. Paragraph 2 states that insurance
companies should obtain positive identification documents issued by an official or other
reputable source, e.g. current valid passport or identity cards. For residents, the prime
source of identification is indicated as being the identity card.

397.  Notwithstanding the requirements of Annex A of the Insurance Guidelines, the
Insurance Guidelines are not law or regulation and there is no requirement in law or
regulation to verify identity using reliable, independent source documents, data or
information.

Required CDD for legal persons/arrangements

398. Article 3.3 of the Regulation provides that whenever there is knowledge of the
fact, or there are grounds for suspicion, that the customer is not acting on his own, the
duty to identify customers shall entail obtaining from such customer information
concerning the identity of the person for whom he or she is acting. Similar provisions
are included at Paragraphs 6.1.1 and 8.1.1 of the Guideline for Financial Institutions.
The provision in the Regulation will apply to persons purporting to act on behalf of
another but it does not include verification of identity or a person’s authorisation to so
act. There is no reference to verification of identity or authorisation to act contained in
law or regulation, although it is contained in guidelines.

399. Paragraph 6.4 of the Guideline for Financial Institutions requires institutions to
set up account opening procedures for different types of accounts, including accounts for
a commercial business, a trust, an intermediary or a personalised investment company.
Under Paragraph 7.2 of the Guideline, financial institutions should obtain the information
on corporate customers, which includes incorporation or equivalent documents issued
by relevant government agencies. Paragraph 7.2.4 goes on to state that for other
customers with appropriate legal personality similar relevant information should be
obtained, recorded and verified.

400. Section 8 of the Guideline also requires enhanced verification procedures for
accounts or business relationships with higher risks including, amongst others, trust,
nominee and fiduciary accounts. Financial institutions should establish whether
customers are acting on behalf of other persons as trustees or nominees. If they are so
acting, institutions should obtain satisfactory evidence of the trustees or nominees and of
the persons on whose behalf they are acting, as well as details of the nature of the trust
or other arrangements in place. The authorities have advised that legal arrangements
are considered to be corporate customers in Macanese banking practice and, therefore,
financial institutions are required to observe Paragraphs 7.2 and 8.1 of the Guideline for
Financial Institutions. However, this interpretation is not obvious to the Evaluation
Team, which has concluded that there is not an enforceable requirement to verify the
legal status of legal arrangements.

401.  Article 3.3 of the Regulation also applies to the insurance sector. Paragraph 6

of Appendix A of the Insurance Guidelines states that where the applicant for an
insurance policy is acting on behalf of another person, appropriate steps should be taken
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to verify the identity of the applicant and the underlying principal. The Regulation does
not cover verification of the applicant’s authorisation to act.

402. According to Paragraph 30 of the Insurance Guidelines, insurance companies
should make reasonable efforts to determine the true identity of all customers requesting
the company’s services. All insurance companies should institute effective procedures
for obtaining identification from new customers. This provision covers both individuals
as well as corporate customers. However, a requirement to institute effective
procedures can be different to an explicit requirement to actually obtain identification
from new customers. The AMCM advises that, with regard to legal persons, it is
essential to obtain documents of incorporation issued by authorities, such as a company
search report, business registration certificates, etc. However, there are no statements in
the Guidelines about verifying the legal status of legal persons or legal arrangements.

Identification of beneficial owners

403. Paragraph 6.1 of the Guideline for Financial Institutions requires institutions to
establish systematic procedures for verifying the identity of new customers and
beneficial owners, and not to open an account until the identity of a new customer is
satisfactorily established. As required by Paragraph 6.5, institutions should identify
beneficial owners and take reasonable measures to verify the identity of those persons
before or during the course of establishing business relationships or conducting
transactions for occasional customers. Institutions are advised to require a declaration
from customers to disclose and confirm the identity of the beneficial owners, if any. For
individuals, Paragraph 7.1 of the Guideline refers to the verification of information
against valid original documents of identity issued by governmental authority. For
corporate and other business relationships, Paragraph 7.2 refers to a valid identification
document of the principal shareholders, beneficial owners, directors and other persons
authorised to operate the accounts.

404. Article 3 of Administrative Regulation No. 7/2006 stipulates that whenever
there is knowledge of the fact, or there are grounds for suspicion, that the contractor,
client or patron is not acting on his own, the duty to identify shall entail obtaining from
such contractor, client or patron information concerning the identity of the person for
whom he or she is acting. The Macanese authorities have advised that this is the
explicit requirement in law or regulation to identify the beneficial owner of a business
relationship. The Regulation does not extend to verification or to the use of information
or data from a reliable source.

405. Paragraph 6 of Annex A of the Insurance Guidelines states that, where the
applicant for an insurance policy is acting on behalf of another person, appropriate steps
should be taken to verify the identity of the applicant and the underlying principal. The
AMCM advises that this means, for example, that identification documents are required
from both parties. The AMCM also advises that verification of the relationship between
the applicant and the principal is essential prior to the inception of an insurance contract
and that, with regard to beneficial owners, an insurable interest is always a pre-requisite
for a life insurance policy. Under Paragraph 2 of Annex B of the Guidelines, in order to
ensure a satisfactory audit trail to establish a financial profile of a suspect account,
where intermediaries are involved, the identification of the owner and beneficial owner
would need to be by way of a chain of verification procedures undertaken by the
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intermediaries concerned. The AMCM advises that insurance agents and brokers are
obliged to act on behalf of an insurance company to verify the identity of the insured.

406. There is an explicit requirement in law or regulation to identify the beneficial
owner of a relationship, but article 3 of Administrative Regulation 7/2006 does not extend
to verification or the use of information or data from a reliable source. In addition, there
are no clear statements in the Insurance Guidelines about verifying the identity of
beneficial owners using information or data from a reliable source.

Customer acting on behalf of another person

407.  Article 3.3 of Administrative Regulation No. 7/2006 requires institutions having
knowledge or suspicion that a customer is not acting on his own to identify the person for
whom he is acting. This requirement is supported by Paragraphs 6.1.1 and 8.1.1 the
Guidelines for Financial Institutions, although these Paragraphs also include a
requirement to verify the identity of the person for whom the customer is acting. In
addition, Paragraph 4.2 of the Guideline on Large Cash Transactions requires that
institutions should understand whether the cash transactions are realised by a customer
on behalf of other persons. In such cases the identification information of all of the
persons involved in the transactions should be recorded.

408.  Article 3.3 of the Regulation does not refer to taking reasonable steps to verify
the identity of the underlying principal for whom the customer is acting even though the
Guidelines for Financial Institutions do require verification.

409. Article 3.3 of the Regulation also applies to the insurance sector. This article is
supported by Paragraph 6 of Appendix A of the Insurance Guidelines, which add the
requirement to verify the identity of the underlying principal. For the same reasons
identified above, the requirement under the FATF standard is not entirely satisfied by the
Regulations.

Ownership and control

410. Under Paragraph 7.2 of the Guideline for Financial Institutions, institutions
should obtain incorporation or equivalent documents issued by the relevant government
agencies, including a company search report, tax declaration, certificate of incorporation,
business registration certificate, memorandum and articles of association, etc.
Institutions must also obtain a valid identification document for the principal
shareholders, beneficial owners and other persons authorised to operate the account.
Paragraph 7.2.3 states that institutions should understand the structure of companies
sufficiently to determine the true identity of the ultimate owners or those beneficial
owners who have control over the companies and funds. In relation to customers that
are legal arrangements (express trusts or similar arrangements) Paragraph 8.2 provides
that institutions should take reasonable measures to identify the settlors, trustees,
beneficiaries and any other persons involved in the structuring of the arrangement.
Legal arrangements are considered to be corporate customers. In the absence of an
explicit statement in the Guideline, there is no requirement to understand the ownership
and control structure of trusts and other legal arrangements.

411.  Article 3 of Administrative Regulation 7/2006 requires financial institutions to

identify the beneficial owner of a business relationship. Although the Guideline adds to
the Regulation, there is no explicit requirement in law or regulation to determine the
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natural persons who exercise ultimate effective control over a legal arrangement. It
would also be helpful for the Regulation to not limit the requirement to identify persons
for whom contractors, clients and patrons are acting whenever they have knowledge or
suspicion.

412.  Paragraph 6 of Annex A of the Insurance Guidelines specifies that where the
applicant for an insurance policy is acting on behalf of another person, appropriate steps
should be taken to verify the identity of the underlying principal. The AMCM has advised
that for a corporate customer, the proper authority of the representing signatory is
required and the ultimate ownership of the customer has to be ascertained.

413. The AMCM also advises that life insurance customers are mostly individuals
rather than corporations. Should there be corporate customers, in order to verify the
ultimate controller of the company; the AMCM has indicated that insurers will obtain
incorporation documents issued by competent authorities, including a company search
report and a certificate of incorporation.

414.  While there is an obligation to verify the identity of a person for whom the
customer is acting, there is no obligation to take reasonable measures to understand the
ownership and control structure of the customer.

415.  There is no requirement in law or regulation to determine who are the natural
persons that ultimately own or control the customer. In addition, the Guideline for
Insurers is silent on this subject.

Purpose and intended nature of business relationship

416. Under Paragraph 7.2.1 of the Guideline for Financial Institutions, institutions are
required to obtain information on the purpose and nature of the account or facility when
establishing a business relationship.

417. It is stated in Annex B of the Guideline for Insurers that insurance operators
should ensure that they have in place comprehensive procedures to:

(i) to provide initial proposal documentation including fact finding, analysis of
needs, details of payment method, identification documents produced and
illustration of benefits;

(i)  toretain all records associated with the maintenance of the contract post sales,
up to and including maturity of the contract; and

(iii)  to provide details of the maturity processing and/or claim settlement which will
include completed “discharge documentation”.

418.  While this information may help to reveal the nature of the business relationship
and purpose of the insurance policy, there is no specific requirement for insurers to
obtain information on the purpose and intended nature of the business relationship.

Ongoing due diligence

419. Section 9 of the Guideline for Financial Institutions deals with the ongoing
monitoring of high risk accounts. Under Paragraph 9.1, institutions should have a
reasonable understanding of the normal account activity of their customers so as to
identify transactions falling outside the regular pattern of an account’'s activity.
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Paragraph 9.2 specifies that, for all accounts, financial institutions should have systems
in place to detect unusual or suspicious patterns of account activity. The Paragraph
goes on to say that the systems can be established by introducing certain parameters for
a particular class or category of accounts to detect unusual or irregular transactions that
require particular attention. Any transactions not consistent with the normal activities of
customers should be recorded for review by a senior officer or the AML/CFT Compliance
Officer. In addition, under Paragraph 9.3 institutions should establish control systems for
monitoring high risk accounts. The Guideline would benefit from renaming the section so
that it is clear that section 9 covers all accounts not just high risk accounts and also to
require ongoing due diligence to take place — not only to have systems to carry out
ongoing due diligence.

420. There is no explicit requirement in law or regulation for institutions to conduct
ongoing due diligence on the business relationship.

421. As stated in Paragraph 32 of the Insurance Guidelines, insurance companies
should have a set of procedures and policies in place so that their staff would be able to
identify the existence of suspicious transactions and to report them immediately to the
relevant law enforcement authorities. The AMCM considers that this provision, together
with Annex C of the Guidelines, constitutes measures for ongoing due diligence on the
business relationship, for example, identifying a suspicious transaction which falls
outside the customer’s normal business or normal insurance practice. Annex C deals
with the recognition and reporting of suspicious transactions. Paragraph 1 of the Annex
provides that insurance companies must base their decisions relating to occasional
customers and execution only business on normal commercial criteria and internal
policy. Paragraph 2 of the Annex highlights that a suspicious transaction will often be
one which is inconsistent with a customer’'s known, legitimate business or personal
activities or with the normal business for that type of policy holder. The AMCM has also
advised that, as insurance is a kind of personal financial service, ongoing due diligence
would also rest on insurance intermediaries who carry out periodic reviews on
customers’ accounts, and that abnormal transactions could be spotted during in-person
visits or telephone contact. The Guidelines would benefit from having an explicit
requirement for insurance entities to conduct ongoing due diligence on the business
relationship.

422.  There is no explicit requirement in law or regulation for institutions to conduct
ongoing due diligence on the business relationship.

423.  Section 9 of the Guideline for Financial Institutions requires institutions to have a
reasonable understanding of the normal account activity of their customers so as to
identify transactions falling outside the regular pattern of an account’s activity. This
approach over simplifies the requirements of the FATF standards, which specifies that
ongoing due diligence should include scrutiny of transactions undertaken throughout the
course of the relationship to ensure they are consistent with the institution’s knowledge
of the customer, their business and risk profile, and where necessary the source of
funds.

424.  Paragraph 32 of the Insurance Guidelines requires insurance companies to

have in place procedures to recognise suspicious transactions but there is no explicit
requirement for institutions to scrutinise transactions in order to have a reasonable
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understanding of the normal account activity of their customers so as to identify
transactions falling outside the regular pattern of an account’s activity.

425. Under Paragraph 6.2 of the Guideline for Financial Institutions, institutions are
required to carry out regular reviews of existing records to ensure the records remain up-
to-date and relevant. Special attention should be exercised in the case of high-risk
customers to safeguard the institutions from being used for ML or FT. The Guideline
goes on to require a regular review where suspicion is noted (eg where there are
unusual transactions or transactions not in line with the nature of the business or
profession stated by customers); where there is a material change (eg a significant
change in business or profession, or in other information, or in the way the account is
operated); or where records are obsolete.

426. Paragraph 5 of Annex B of the Insurance Guidelines adds to Paragraph 32 and
Annex C and requires insurers and insurance intermediaries to have adequate
procedures to maintain up-to-date records of proposal documentation, records
associated with the maintenance of the contract up to the maturity of the contract. The
Insurance Guidelines do not, however, contain a requirement to regularly review
transactions.

Higher risk categories of customers

Banking and Other Financial Sector

427.  Under Paragraph 6.7 of the Guideline for Financial Institutions, there should be
enhanced due diligence measures for establishing business relationships with high-risk
customers, including senior level approval, extra documentation or information, and
cautious verification. For example, institutions may verify the identity and background of
high risk customers by referring to publicly available information, making additional data
searches and/or seeking third party verification such as references from other bankers of
such customers. Paragraph 6.2 requires special attention to be paid to high risk
customers to safeguard the institution from being used for ML or FT. Section 8 of the
Guideline points out examples of business relationships which require enhanced due
diligence, which include non-resident customers, customers of private banking, legal
persons, arrangements such as trusts that are personal asset holding vehicles,
companies that have nominee shareholders or shares in bearer form and politically
exposed persons.

Insurance Sector

428. Paragraphs 1 and 6 of Annex A of the Insurance Guidelines provide that
insurance companies, in instituting effective procedures for obtaining identification of
new customers, should pay particular attention to payments offered in cash, payments
offered by way of share exchange, payments offered by way of a third party cheque
without apparent connection with the prospective client, and payments by cheque where
the applicant is acting on behalf of another person. Paragraphs 8 and 9 of the Annex
also direct insurance companies to take particular care when dealing with non-face to
face business.

429. In light of the AMCM'’s perception that non-resident customers are the major
higher risk customers and therefore require enhanced due diligence, the AMCM issued
Notice No. 9/2001 in 2001 to stipulate the requirement for non-residents to sign an
insurance application personally in Macao, China. Both the insurance agent and the
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customer are required to sign the photocopy of the Customs entry document to prove
the presence of the applicant in Macao, China. Regarding due diligence measures,
extra documentation is required such as source of income, source of wealth and source
of funds.

430. While the AMCM has helpfully provided examples of higher risk means of
payment and imposed additional due diligence requirements for non-face to face
business and foreign customers, these provisions should be enhanced by a general
requirement for institutions to perform enhanced due diligence for higher risk categories
of customer, business relationship or transaction.

Reduced or simplified measures in low-risk situations

431.  Article 106 of the Financial System Act requires credit institutions to verify the
identity of customers. Article 3 of Administrative Regulation No. 7/2006 imposes a duty
to demand an identity document when the operations exceed the amounts established
by a regulatory body — the AMCM has not set any threshold under which CDD need not
be undertaken. Neither the Regulations nor the Guideline for Financial Institutions
provides for reduced or simplified CDD measures.

432.  The requirements of the Insurance Guideline appear to make only one provision
for reduced or simplified CDD procedures. With regard to postal business, a payment
cheque drawn on another institution may be relied upon as the sole means of verification
where it is a personal cheque drawn on a personal account. In light of the enhanced
approach to CDD which the AMCM has applied to foreign customers, this postal
concession is limited in practice to Macanese business. The Guideline also states that
particular care should be taken by the insurance company when undertaking such
business to ensure that the identity of the prospective client has been verified to the
satisfaction of the company, agent or broker concerned.

433. The Guidelines to not preclude the simplified approach to postal business being
undertaken when there is a suspicion of ML or FT.

Timing of verification

434.  Article 5 of Administrative Regulation No. 7/2006 states that institutions must
refuse to perform any operation in the absence of the elements necessary to comply
with articles 3 and 4 (ie obtaining an identity document on the customer). According to
Paragraph 6.2 of the Guideline for Financial Institutions, the customer identification
process should be applied at the outset of the relationship. Paragraph 5.4 adds that
institutions’ policies should establish that, if they are unable to obtain information on a
timely basis, accounts should not be opened, or business relations should not be
commenced, or transactions should not be performed..

435.  Article 5 of Regulation 7/2006 also applies to the insurance sector. Paragraph
30 of the Insurance Guidelines states that it should be an explicit policy that significant
business transactions will not be conducted with customers who fail to provide evidence
of their identity. This text implies that non-significant transactions may be undertaken
when verification has not been completed. The text also refers to policies being in place
rather than imposing a direct requirement on the timing of verification. Annex A of the
Guidance Note requires insurance companies to institute effective procedures for
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obtaining identification of new customers but not to verification — the point made earlier
on procedures also applies.

436. The Regulation does not refer to verifying the identity of customers. The
Insurance Guidelines allow verification of customers with non-significant business
transactions after a transaction has taken place. There is also no reference to verifying
the identity of beneficial owners.

437. Paragraph 6.1 of the Guideline for Financial Institutions states that systematic
procedures for verifying the identity of new customers and beneficial owners, and should
not open an account until the identity of a new customer is satisfactorily established.
Under Paragraph 6.5 of the Guideline, institutions should identify customers and
beneficial owners before or during the course of establishing business relationships or
conducting transactions. For personal customers financial institutions are advised to
require from customers a declaration disclosing and confirming the identity of any
beneficial owners. If this approach is not practicable, institutions should complete
identification and verification procedures as soon as possible after the establishment of
the relationship.

438. The deferment of verification for personal customers and beneficial owners is
not limited to undertaking such procedures to when it is essential not to interrupt the
normal conduct of business and provided that the ML risks are effectively managed. This
does not meet the requirement in respect of personal customers and beneficial owners.

439. Paragraph 30 of the Insurance Guidelines provides that insurance companies
should make reasonable efforts to determine the true identity of all customers requesting
the companies’ services. It should be an explicit policy that significant business
transactions will not be conducted with significant customers who fail to provide
evidence of their identities. Paragraph 1 of Annex A specifies that all insurance
companies should institute effective procedures for obtaining information of new
customers. The AMCM suggests that in practice insurance contracts are usually only
transacted if the identity of the insured is verified. It also suggests that on the occasions
the beneficial owner’s identity is not yet available, insurers will verify identity after issue
of the policy and that, since it affects payout of benefits in future, the insured or the
policy owner will be co-operative in providing adequate documentation.

440. There is no law, regulation or guideline which stipulates the procedure to be
followed when it is not possible to complete identification and verification prior to the
establishment of the relationship.

441.  Although there is no requirement under the Guideline for Financial Institutions to
restrict the number, type and amount of transactions that can be performed if a customer
is permitted to use the relationship prior to verification or to monitor large or complex
transactions, financial institutions are required to carry out enhanced monitoring for high
risk customers under section 8 and section 9 of the Guideline. Any transactions not
consistent with the normal activities of customers should be recorded for timely review
by senior officers or the AML/CFT Compliance Officers.

442.  There are no guidelines on risk management procedures where verification has
not been completed prior to the establishment of the business relationship.
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443. The AMCM considers that market practice and the nature of insurance policies
requires appropriate verification to take place. Hence, no specific procedures have been
established in the Insurance Guidelines for the insurance sector to adopt risk
management procedures where the customer uses the relationship prior to verification.

444.  Whilst there may be difficulties in undertaking an insurance transaction prior to
proper identification, this is not the case with verification and there are no requirements
to manage the risk in such situations.

Failure to satisfactorily complete CDD

445.  Under Article 5 of Administrative Regulation No. 7/2006, financial institutions
have an obligation to refuse transactions if an identity document cannot be obtained for
CDD purposes. Paragraph 6.1 of the Guideline for Financial Institutions requires
institutions not to open an account until the identity of a new customer has been
satisfactorily established.

446.  Although institutions are not permitted to open an account, there is no
requirement for them to consider making a suspicious transaction report where they
have been unable to complete CDD and the relationship has therefore not been
commenced.

447.  Article 5 of Regulation 7/2006 also applies to the insurance sector.

448. Paragraph 30 of the Insurance Guidelines requires insurance companies to
have an explicit policy that significant business transactions will not be conducted with
customers who fail to provide evidence of their identities.

449. Paragraph 1 of Annex C states that, where practicable, insurance companies
are requested to seek and retain relevant identification documents for all transactions
concerning occasional customers and execution only business and to report the offer of
suspicious funds. Paragraph 2 deals with regular customers and indicates that a
suspicious transaction will often be one which is inconsistent with a customer’'s known,
legitimate business or personal activity or with the normal type of business for that type
of policyholder. Paragraph 8 provides that all cases where an employee of an insurance
company knows that a customer has engaged in drug trafficking or other indictable
offences and where the customer seeks to take out a policy with the institution, a report
must be made promptly to the Compliance Officer who, in turn, must immediately report
the details to the GIF. Paragraph 9 adopts a similar approach to cases where an
employee suspects or has reasonable grounds to believe that a customer might have
carried on drug trafficking or might have been engaged in indictable offences and where
the customer seeks to take out a policy. Here, the Compliance Officer must promptly
evaluate whether there are reasonable grounds for such belief and must immediately
report the case to the GIF unless he considers that reasonable grounds do not exist.

450.  Although institutions are not permitted to open the account where an employee
suspects or has reasonable grounds to believe a serious crime might have taken place,
there is no requirement for them to terminate the relationship and to consider making a
suspicious transaction report where they have not completed CDD.

451.  Article 5 of Administrative Regulation No. 7/2006 refers to the refusal to perform
any operation if an identity document on the customer and written information on the
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nature, object, amount and methods of payment have been obtained. Paragraph 6.1 of
the Guideline for Financial Institutions requires that, once an account has been opened,
where institutions have subsequent doubts about the customer’s true identity which they
cannot resolve satisfactorily they should take steps to terminate the business
relationship.

452.  There is no requirement to consider whether a suspicion report should be made
where satisfactory verification information has not been obtained once a business
relationship has been commenced and the relationship has been terminated.

453.  Article 5 of Regulation 7/2006 also applies to the insurance sector. Paragraph
30 of the Insurance Guidelines requires insurance companies to have an explicit policy
that significant business transactions will not be conducted with customers who fail to
provide evidence of their identities. However, there are no provisions for suspicious
transaction reports to be made in circumstances where a relationship has been
commenced and satisfactory CDD not obtained.

454, There is no requirement to consider whether a suspicion report should be made
where satisfactory verification information has not been obtained once a business
relationship has been commenced and the relationship has been terminated

Existing customers

455.  Paragraph 14.5 of the Guideline for Financial Institutions requires institutions to
implement the measures stipulated in the Guideline for all new accounts or new
business relationships to existing accounts or business relationships. Financial
institutions are required to take a risk based approach to identifying higher risk
customers, who should be subject to review on a priority basis. Financial institutions are
also required to establish criteria for triggering reviews of lower risk accounts or business
relationships, eg unusual transactions, transactions in large amounts or transaction
patterns not commensurate with the background of the account or relationship.

456.  Article 5 of Regulation 7/2006 also applies to the insurance sector. Regarding
all customers, Paragraph 3 of the Insurance Guidelines notes that a suspicious
transaction will often be one which is inconsistent with a customer’'s known, legitimate
business or personal activities or with the normal business for that type of policyholder.
The AMCM considers that the first key to identifying suspicion is sufficient knowledge of
a customer’'s business to recognise that a transaction, or series of transactions, is
unusual and that CDD will be required once an insurance entity becomes aware of
unusual business or a higher risk transaction. The Guideline for Insurers does not have
provisions in respect of CDD requirements for existing customers.

457.  Article 106 of the Financial System Act requires credit institutions to verify the
identity of the customers, record the identity of all customers who make significant
transactions and refuse to serve those who decline to provide evidence of their identity.
The article also states that credit institutions are not prevented from offering numbered
accounts to customers whose identity is known only to a restricted numbered number of
employees. Articles 3 and 4 of Administrative Regulation No. 7/2006 and Paragraph
14.5 of the Guideline for Financial Institutions are also applicable.

458. It is possible for financial institutions to consider that the provisions of the
Guideline for financial institutions on existing customers do not apply to historic
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anonymous accounts, accounts in fictitious names and numbered accounts established
with non-credit institutions prior to the coming into force of the existing legislation and the
Guideline.

459.  Paragraph 7 of Annex A of the Insurance Guidance Note states that insurance
companies should not keep anonymous accounts or accounts in obviously fictitious
names. Numbered accounts are not used in the insurance sector. There is no
requirement in the Insurance Guidelines to perform CDD requirements on existing
customers.

Implementation

460.  Whilst the AMCM has not yet conducted AML/CFT on-site inspections in respect
of the insurance sector it plans to conduct such inspections in 2007. For some years the
AMCM has carried out on-site inspections to banks and the other financial institutions.
The checklist used prior to November 2006, reviewed customer acceptance and
customer identification policies in detail. The checklist has been updated following the
issue of the new Guidelines. The Evaluation Team met with ten institutions covered by
the FATF's definition of financial institutions. There was a good grasp by the institutions
of the importance of CDD. In one case an institution had delegated CDD to its parent
and it knew only the names of its customers.

Recommendation 6 — Politically Exposed Persons (PEPS)

461. Paragraph 8.3 of the Guideline for Financial Institutions establishes
requirements for financial institutions to exercise enhanced due diligence in connection
with PEPs. The Guideline requires financial institutions to set up an enhanced
monitoring system for PEPs in jurisdictions outside Macao, China including heads of
state or of government, senior politicians, senior government, judicial or military officials,
senior executives of state-owned corporations, important political party officials, their
family members and close associates. Institutions are also required to gather sufficient
information to determine whether or not a customer is a PEP; to obtain senior level
approval for establishing such relationships and for continuing a relationship where the
customer or beneficial owner is subsequently found to be or become a PEP; to take
reasonable measures to establish source of wealth and source of funds of customers
and beneficial owners identified as PEPs; and to conduct enhanced ongoing monitoring
on relationships with PEPs. It was clear from the Evaluation Team’s meetings with
financial institutions that there was an awareness of the risks posed by PEPs and it
appeared that an enhanced approach to PEPs was in place.

462.  Paragraph 30 of the Insurance Guidelines covers PEPs. In respect of PEPs, the
Guidelines state that insurers are required to:

a. Have an appropriate risk management system to determine whether a customer
is PEP. The senior management of the insurer shall establish the acceptance
policy for PEPs, bearing in mind the inherent reputation and other risks;

b. Obtain senior management approval for establishing business relationships with
such type of customers;

c. Take reasonable measures to establish the source of wealth and source of
funds; and
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d. Conduct enhanced ongoing monitoring of the business relationship.

463. The issuance of the Guidelines shortly before the Mutual Evaluation means that
insufficient time had elapsed for implementation to be demonstrated at the time of the
onsite visit. However, it was made clear to the Evaluation team at the time of the
assessment that the AMCM intended to introduce an on-site inspection program in 2007
and that this program would consider compliance by the insurance sector with the
guidance on PEPs. This program was commenced within two months of the
assessment.

Recommendation 7 — correspondent banking

464. Section 8.5 of the Guideline for Financial Institutions covers correspondent
banking. It provides for institutions to consider the following factors when establishing
respondent relationships: the respondent institution’s management; their major business
activities; where the institution locates (institutions should avoid establishing
relationships with respondent institutions that locate in jurisdictions with poor CDD
standards or jurisdictions that are included in the FATF's NCCT list); the purpose or
nature of the account or facilities; and the identity of any third parties that may have
access to the correspondent services. Institutions should also gather sufficient
information on their respondent institutions to understand their business nature,
reputation and supervision, and to see whether there are any ML or FT investigations or
regulatory actions against the respondent institutions. They should avoid establishing
business relationships with any shell institutions, including shell banks.

465. Paragraph 8.5.3 of the Guideline requires financial institutions to assess and
ascertain if the respondent institutions’” AML/CFT controls are adequate and effective.
The Paragraph also requires top management approval before establishing any new
correspondent relationships and the respective responsibilities of each institution
regarding AML/CFT to be documented.

466. Paragraph 8.5.4 of the Guideline requires that where a correspondent
relationship involves the maintenance of “payable-through accounts”, institutions must
be satisfied that the respondent institutions have performed all normal CDD obligations
on those customers that have direct access to the accounts of the correspondent
institutions and the respondent institutions are able to provide relevant customer
identification data upon request to the correspondent institutions.

467. The AMCM reviews correspondent banking during its on-site inspections. There
are very few correspondent banking relationships in Macao, China. This was verified
during the Evaluation Team’s meeting with banks.

Recommendation 8 — new technologies, non-face to face business

Misuse of technological developments

468. The AMCM has required the financial sector to enhance risk management to
prevent misuse of technological developments in ML and TF and to encourage the
financial sector to develop and use modern and secure techniques for conducting
financial transactions. Under the Financial System Act financial institutions must seek
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permission from the AMCM before introducing new products and services. The AMCM
advises that, in exercising its powers of review, it is mindful of the need to consider
financial institutions’ AML/CFT measures and the prevention of the misuse of
technological developments. The AMCM considers that the practical effect of the use of
its powers in this way meets the intended objective of FATF standard in this area.
However, from the perspective of the expectations of the FATF Methodology for law,
regulation or guidelines, the Evaluation Team notes there is no requirement in
Administrative Regulation No. 7/2006 or the Guideline for Financial Institutions for
institutions to have in place policies, procedures or controls in place in order to prevent
the misuse of technological developments in ML or FT schemes. The obligation to
ensure financial institutions have policies and measures to prevent misuse of
technological developments in ML/FT is therefore not met, notwithstanding the AMCM'’s
policies in exercising its powers under the Financial System Act.

469. There is no requirement in Administrative Regulation No. 7/2006 or the
Insurance Guidelines for policies, procedures or controls to be in place in order to
prevent the misuse of technological developments in ML or FT schemes for the
insurance sector. The experience of the AMCM is that the ML risk relating to
technological developments is low for the insurance sector as no insurers in Macao,
China offer insurance products via the Internet. The AMCM also considers that the
provisions in the Insurance Guidelines on non-face to face transactions (see below)
mitigate the risks of not referring to technological developments in the Guidelines. The
Insurance Guidelines are silent on the misuse of technological developments.

Risks from non-face to face business

Banking and Other Financial Sector

470. The requirements in respect of non-face to face customers are laid down in
Paragraph 8.2 of the Guideline for Financial Institutions. For local customers, accounts
should not be opened without the customer being interviewed in person. Account
opening procedures should be exercised to ensure the verification of customers. For
non-resident customers, institutions should apply equally effective customer
identification procedures as for those available for interview. There should also be
specific and adequate measures to mitigate the higher risk including:

o certification of documents presented;

e requisition of additional documents to complement those required for face-to-
face customers, such as information provided by another institution subject to
similar CDD standards;

o referral by an introducer who is subject to identification procedures; and

e requiring the first payment to be carried out through an account in the
customer’s name with another institution subject to similar CDD standards.

471. The AMCM advises that non-face-to-face transactions are only carried out after
establishment of the business relationship. Under Article 17 of the Financial System Act,
credit institutions are required to give prior notice to the AMCM about the launch of new
products or services — including services to non-face to face customers. Upon receipt of
such notice, the AMCM will assess the adequacy of the institution’s internal control and
risk management systems including AML/CFT systems before allowing the launch of
new products and services to non-face to face customers.
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472. Paragraph 8.2 of the Guideline identifies the need for specific and adequate
CDD measures to mitigate the higher risk associated with non-face-to-face business.
Paragraph 9.3 of the Guideline states that for high risk customers such as those covered
in section 8 of the Guideline, which includes non-face to face business, institutions
should establish control systems to monitor such accounts.  Whilst the AMCM advises
that currently no banks in Macao, China are allowed to open accounts for non-face to
face customers and that an institution would need to obtain approval from the AMCM
should it wish to undertake such business, the Guideline does not cater for permission
being granted to undertake non-face to face business.

Insurance Sector

473. Paragraph 1 of Annex A of the Insurance Guidelines requires all insurance
companies to institute effective procedures for obtaining identification of new customers.
The Annex goes on to state that any mechanism which avoids face-to-face contact
between a company, agent or broker and its client, or where mass selling techniques or
coupon applications are involved, inevitably poses difficulties for client identification and
produces a useful loophole that money launderers or terrorists may exploit. Particular
care should be undertaken when undertaking such business to ensure that the identity of
the prospective client has been verified to the satisfaction of the company, agent or
broker concerned

474.  The Insurance Guidelines do not cover ongoing monitoring in relation to non-
face to face business. The Insurance Guidelines do not include specific measures for
application to non-face to face customers.

3.2.2 RECOMMENDATIONS AND COMMENTS

475.  With the coming into force of Administrative Regulation No. 7/2006 and the
introduction of revised Guidelines in November 2006, the AMCM has clearly sought to
comply with the FATF standards. The Regulation and the Guideline provide solid
foundations on which institutions can build AML/CFT policies, procedures and controls.
These are, for example, comprehensive provisions on PEPs. The Evaluation Team
noted that the bringing into force of the Regulation and the Guidelines shortly before the
assessment meant that more time will need to elapse for implementation to be
demonstrated. The Evaluation Team also noted that the Banking Department of the
AMCM intended to continue its AML/CFT on-site inspection program, taking full account
of the new Guideline for Financial Institutions, and that the Insurance department
intended to introduce such a program (this program was started by the Insurance
Department shortly after the assessment. The main technical issues, reflected in the
recommendations below, are that additional CDD elements should be incorporated in
law or regulation and that, in an attempt to provide practical guidance, the contents of
the Guidelines are to some extent minimalist. In addition, elements of what the AMCM
sees as market practice in the insurance sector could usefully be added to the Insurance
Guidelines.

476.  The Evaluation Team makes the following recommendations:

e remove from the Insurance Guidelines the concept of “obviously” fictitious
names, the concept of “reasonable” efforts to determine the true identity of
customers and the concept of only “significant” business transactions not being
conducted if evidence of identity is not provided;
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place in law or regulation the need to undertake CDD when there is a suspicion
of ML or FT and when the institution has doubts about the veracity or adequacy
of previously obtained customer identification data;

place in law or regulation the requirement to verify identity and that reliable,
independent source documents, data or information should be used,;

place in law or regulation the requirement to verify a person’s authorisation to
act on behalf of a customer;

place in the Insurance Guidelines a requirement to verify the legal status of
legal persons and legal arrangements and in the Guideline for Financial
Institutions a requirement to verify the legal status of legal arrangements;

consider how best to reword the Insurance Guidelines so that there is a
requirement to verify the identity of new customers in addition to the existing
requirement to have in place effective procedures;

place in law or regulation the requirement to take reasonable measures to
verify the identity of beneficial owners and include explicit guidance in the
Insurance Guidelines;

place in law or regulation the requirement to verify the identity of persons on
whose behalf the customer is acting;

add to the Insurance Guidelines a requirement to understand the ownership
and control structure of legal arrangements;

place in law or regulation the requirement to determine the natural person
exercising ultimate effective control over a legal arrangement and add
guidance to the Insurance Guidelines;

add a requirement in the Insurance Guidelines to understand the purpose and
nature of the business relationship;

place in law or regulation the requirement to conduct ongoing due diligence,
enhance the reference to the establishment of systems in the Guideline for
Financial Institutions and include guidance on ongoing due diligence in the
Insurance Guidelines;

enhance the Insurance Guidelines by adding a requirement to scrutinise
transactions in order to have a reasonable understanding of account activity so
as to identify transactions falling outside the regular pattern of the account’s
activity;

include in the Insurance Guidelines requirements to undertake review of
existing records to ensure that documents, data or information collected under
the due diligence process is kept up to date and relevant; to undertake
enhanced due diligence for higher risk categories of customers, business
relationship or transaction; to specify that the simplified approach to postal
business cannot be undertaken whenever there is suspicion of ML or FT; and
to verify the identity of beneficial owners and of non-significant customers
before a transaction takes place.

amend the Insurance Guidelines to require identification of the customer and
beneficial owner prior to the establishment of the relationship and completion of
verification (i) provided that this occurs as soon as possible, (ii) provided this is
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essential and (iii) provided that the ML risks are effectively managed and
include elements (ii) and (iii) in the Guidelines for Financial Institutions;

revise the Guidelines to include a requirement for risk management procedures
where a personal customer may use the business relationship prior to
verification;

amend the Guidelines to state that institutions should consider making a
suspicious transaction report where they have been unable to complete CDD,
whether or not the relationship has commenced;

add CDD requirements for existing customers to the Insurance Guidelines and,
in respect of the Guidelines for Financial Institutions, to review any historic
anonymous accounts, accounts in fictitious names and numbered accounts;

amend the Guidelines to require institutions to put in place measures to prevent
the misuse of technological developments;

enhance the Insurance Guidelines to require institutions to put in place specific
and effective CDD measures to address the specific risks of non-face to face
business and the ongoing monitoring of such business.

3.2.3 COMPLIANCE WITH RECOMMENDATIONS 5TO 8

Rating Summary of factors underlying rating

R.5

PC ¢ While Guidelines on CDD have been issued to financial institutions
and the insurance sector, time will be needed for implementation to

be demonstrated.

e The majority of key CDD obligations are not included in law or
regulation;

of legal persons and legal arrangements; the requirement to
understand the ownership and control of legal arrangements; the

of account activity; enhanced due diligence for higher risk
transactions/relationships; and are incomplete regarding delayed
verification.

R.6

LC e The Guidelines cover PEPs, however, there was insufficient time

for full implementation to be demonstrated.

R.7

C e This recommendation is fully observed

R.8

PC ¢ None of the Guidelines contains requirements to address the specific

risks associated with the misuse of technological developments;

not completely cover the requirements for ongoing monitoring of
such business and the need to have specific and effective
procedures.
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3.3 THIRD PARTIES AND INTRODUCED BUSINESS (R.9)
3.3.1 DESCRIPTION AND ANALYSIS

Reliance on third parties

477. Paragraph 7.3 of the Guideline for Financial Institutions stipulates the
requirements for introduced business. Under Paragraph 7.3.1 c¢), all relevant
identification data and other documentation pertaining to the customer’s identity should
be immediately available to the institution, who should carefully review the information
provided. The AMCM has confirmed that “relevant” documentation means all of the CDD
information referred to in the Guideline pertaining to the type of customer in question.
However, the absence of an explanation as to what is meant by ‘“relevant”
documentation throws into doubt whether institutions would always obtain the necessary
information.

478. In accordance with Paragraph 9 of Annex A of the Insurance Guidelines, extra
care should be taken when undertaking postal business to ensure that the identity of the
prospective client has been verified to the satisfaction of the company, agent or broker
concerned

479. The AMCM also advises that under article 9 of the Insurance Agents and
Brokers Ordinance, insurance intermediaries have to inform the insurer of the exact
nature of risks to be covered, and to comply with all the current legal and regulatory
provisions applicable to the insurance sector, i.e. the requirements of Law 2/2006, Law
3/2006, Regulation 7/2006 and the Insurance Guidelines, when they are acting on behalf
of insurance companies.

480. The Insurance Guidelines apply to insurance intermediaries and to insurance
companies. The AMCM has confirmed that it would expect intermediaries to pass the
CDD information it possesses to the insurer (albeit that some CDD elements are not
included in the Insurance Guidelines) as the insurer must still meet the obligations of the
Guidelines even where business is being introduced. Hence, entities subject to the
Insurance Guidelines are not relying on third parties in the manner envisaged by
Recommendation 9.

Availability of identification data

481. Under Article 106 of the Financial System Act, credit institutions have to keep
records of customer identification. In addition, under section 12 of the Guideline for
Financial Institutions, all records of customer information, including entries of the
accounts, details of transactions and business correspondence should be retained.
Paragraph 7.3.1 of the Guideline also states that, in respect of introduced business, all
relevant information pertaining to the customer’s identity should be immediately available
to institutions. The AMCM has confirmed that “relevant” documentation would be all of
the CDD information of the customer in question. “Relevant information” is not defined.

482. Pursuant to Paragraph 5 of Annex B of the Guidelines for Insurers, insurance
companies should have in place procedures to provide proposal documentation, to
retain all records associated with the maintenance of the contract post sale, and be able
to provide details of maturity processing or claim settlement. Agents and brokers are
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generally subject to the same provisions.  The Insurance Guidelines apply equally to
insurers and insurance intermediaries. The Guidelines do not establish introducer
relationships in the manner foreseen by Recommendation 9 as, irrespective of the
existence of an intermediary, the insurer must meet all the requirements of the
Guidelines.

Regulation of third parties

483.  Paragraph 7.3.1 of the Guideline for Financial Institutions states that institutions
should only rely on the introducers that are properly regulated and supervised for
referring customers or businesses.

484. The AMCM regulates insurance intermediaries under the Insurance Agents and
Brokers Ordinance and failure to comply with the Ordinance is subject to sanctions such
as fines, or the suspension or revocation of a licence. As discussed above, the
Insurance Guidelines do not establish the kind of introducer relationships envisaged by
Recommendation 9.

485.  As stipulated in Paragraph 7.3.1 of the Guideline for Financial Institutions, the
introducers referring customers and businesses should follow the same CDD practices
identified in the Guidelines. The Guidelines do not appear to provide for the AMCM to
have provided information on jurisdictions which are assessed to adequately apply the
FATF Recommendations.

486. The AMCM advises that it is rare for insurance companies to rely on third parties
overseas for transacting new business. Such third parties are likely to be part of the
same group as the insurance company (eg the company’s head office). The AMCM also
advises that overseas primary insurers of insurance companies in Macao, China are all
located in jurisdictions where FATF Recommendations apply. The Evaluation Team
notes that reliance on third parties as envisaged by Recommendation 9 is not catered for
by the Insurance Guidelines and it is important that this is monitored during on-site
inspections by the AMCM.

Ultimate responsibility for customer identification and verification

487.  According to Paragraph 7.3.2 of the Guideline for Financial Institutions, the
institutions relying on CDD performed by other institutions or introducers are still
responsible for verification of the identity of the customers so referred.

488. The Insurance Guidelines do not provide for reliance on third parties as
envisaged by Recommendation 9. There is no specific statement in the Insurance
Guidelines that the ultimate responsibility for customer identification and verification
should remain with the insurance entity relying on a third party but reliance is not catered
for in the Guidelines — the insurer must comply with the Guidelines in full even when an
intermediary is involved.

Implementation
489. The new on-site inspection checklist used by the AMCM for inspection after the
issue of the Guideline for Financial Institutions cover intermediary business — this area of

business is not explicitly mentioned in the previous version of the checklist, although it
could be covered in the review of customer take-on procedures. Intermediary business

98



is not common in the banking sector but it is prevalent in the insurance sector. The
insurance sector firms which met the Evaluation Team took the issue seriously and were
aware of the risks of AML/CFT of using intermediaries.

3.3.2 RECOMMENDATIONS AND COMMENTS

490. Macao, China has made a good effort to comply with the FATF’s standards for
introduced business. The framework is new and implementation of both the Guideline
for Financial Institutions and the Insurance Guidelines will need to be monitored. The
framework for introduced business in Macao, China would be enhanced by making the
following changes:

e during on-site inspections to the insurance sector ensure that reliance is not
being placed on third parties in the manner envisaged by Recommendation 9.
If the Guidelines were to allow reliance, substantial amendments will be
necessary to comply with Recommendation 9;

¢ clarify the reference in the Guideline for Financial Institutions as to the relevant
information provided by introducers; and

e in respect of the Guideline for Financial Institutions add reference to which
jurisdictions the AMCM consider adequately applies the FATF
Recommendation.

3.3.3 COMPLIANCE WITH RECOMMENDATION 9

Rating Summary of factors underlying rating

R.9 LC ¢ In light of the introduction of new Guidelines shortly before the
assessment, time will be needed to judge implementation.

e The insurance sector should be monitored to verify reliance is not
being placed on third parties.

e The Guideline for Financial Institutions does not clarify the reference
to relevant documentation and the jurisdictions which adequately
apply the FATF Recommendations.
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3.4 FINANCIAL INSTITUTION SECRECY OR CONFIDENTIALITY (R.4)
3.4.1 DESCRIPTION AND ANALYSIS

491. The members of credit institutions and other financial institutions and
professions like lawyers and doctors, who are allowed or imposed to observe the duty of
secrecy, regarding the knowledge of information obtained during the performance of
their duty, may refuse to testify (Article 122 of Criminal Code). However, the same
provision states that this duty ceases, if the court concludes that the refusal is illegitimate
or if the lift of secrecy is justified taking in account the principles of criminal law
applicable in a case-by-case decision. The Financial System Act (Decree-Law 32/93/M)
imposes the duty of secrecy to credit institutions and other financial institutions’
personal.

492. AML and CFT legislation, under the provisional measures, demand from
financial and non-financial institutions, public and private, to perform several duties, such
as the duty of collecting, retaining and reporting information which may indicate crimes
relating to ML and FT, as well as the duty of collaborating with competent authorities in
the prevention and repression of ML (Article 7 of Law2/2006 and Article 11 of Law
3/2006). Supervising authorities issued Guidelines, which ruled the content of each duty,
defined the supervision system and its compliance and also stipulated the administrative
sanctions applicable to non-compliance with those duties.

493. Concerning the cooperation between financial entities and the entity in charged
of suspicious transactions reporting, and under Article 8 of Law 2/2006, Article 11 of Law
3/2006 and Executive Ruling No. 227/2006, the Office of Financial Intelligence (GIF) was
already set up with the competence to centralize, analyse and disclose information
resulting from the reporting of suspicious transactions both on ML and FT. The Office
was settled and begun operating in 12 November 2006 in line with the Administrative
Regulation No. 7/2006. The entity is empowered to request information from any public
or private entities and provide information to entities outside Macao, China, in
accordance with regional agreements or any other international conventions.

494.  Under Paragraph 3 of Article 7 of Law 2/2006, also applicable to Law 3/2006,
the disclosure of information, in good faith, in compliance with the requirement duties,
shall not constitute breach of any secrecy, nor shall no one be held liable for making
such disclosure.

495.  Concerning the cooperation between financial entities and judicial authorities
and law enforcement agencies, under Paragraph 1 (6) of the above mentioned article, all
the financial and non-financial entities have also the duty to cooperate with judicial
authorities and law enforcement agencies empowered to investigate, prosecute and
judge ML and FT crimes. Paragraph 5 of the same Article determines, that the
information disclosed, can only be use for the purpose of criminal proceedings or for the
prevention and suppression of ML and FT crimes.

496. Concerning the cooperation between financial entities and the supervising
authorities, and under Article 79 of the Financial System Act, there are also some
exceptions to the secrecy rules for credit institutions and other financial entities, once
they are obliged to provide AMCM all information, documents and books asked, when
performing its supervising activity, which includes the supervision of compliance with the
duties imposed by ML and FT laws.
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497.  Also the supervising authorities have to report to the Public Prosecutions Office
any facts, if a suspicion of ML and FT arises, when performing supervisory activity
(Paragraph 3, Article 2 of Administrative Regulation No. 7/2006).

3.4.2 RECOMMENDATIONS AND COMMENT

498. Macao, China has in place legal provisions and regulations that ensure that
financial institution secrecy laws do not inhibit implementation of FATF
Recommendations. The financial industry and supervising authorities as well as all other
preventive and repressive ML and FT authorities showed to be aware of their respective
duties or abilities, concerning cooperation and sharing of information.

3.43 COMPLIANCE WITH RECOMMENDATION 4

Rating Summary of factors underlying rating

R.4 C This recommendation is fully observed

3.5 RECORD KEEPING AND WIRE TRANSFER RULES (R.10 & SR.VII)
3.5.1 DESCRIPTION AND ANALYSIS

Recommendation 10

Transaction records

499.  Article 106 of the Financial System Act requires credit institutions to record the
identity of customers. Article 6 of Administrative Regulation No. 7/2006 requires
financial institutions to keep the identity documents for customers and written information
concerning the operation of customers concerning, inter alia, their nature, object, amount
and the methods of payment employed for five years. Paragraph 12 of the Guideline for
Financial Institutions provides that institutions should keep all records of customer
information, including entries involving the transfer of funds, for at least five years from
the date of completion of the transactions, notwithstanding that the customers may have
terminated the account relationship with the institutions subsequent to the transactions.
Institutions should also keep records of the identification data obtained through the CDD
process, account files and business correspondence for at least five years after
termination of the business relationship. Records should be available to the competent
authorities for investigation when necessary — this provision is limited to the time frame
specified in Administrative Regulation No. 7/2006. Another piece of legislation is
relevant, namely the Commercial Code. Article 49 of the Code, which covers the record
keeping requirements of commercial businesses (including the businesses subject to the
AML/CFT framework), requires books, correspondence, documentation and other items
recording business activity to be maintained for at least 10 years after the closure of the
business. The termination of the business does not terminate the responsibility to
maintain records. The duty devolves to the heirs or liquidator as necessary. The
authorities confirmed that the reference to “items” in Article 49 of the Code covers all
necessary records on transactions, both domestic and international. The requirement to
keep transaction records is not included in Administrative Regulation No. 7/2006 (the
Regulations referring to identity documents, not transaction records), the requirement is
contained in law or regulation, namely the Commercial Code.
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500. However, there is no requirement in law or regulation to maintain records for
longer than five years at the request of a competent authority on appropriate authority.
The Evaluation Team notes that in practical terms the Commercial Code will probably
cover most periods requested by the competent authorities. The existence of a
separate, relevant record keeping requirement in the Commercial Code, outside the
main AML/CFT framework, is not ideal for financial institutions in trying to meet
AML/CFT obligations.

501. Article 6 of Regulation 7/2006 and Article 49 of the Commercial Code also apply
to the insurance sector. Annex B of the Insurance Guidelines deals with record
keeping. According to Paragraph 4 of Annex B, in the case of long term insurance, full
documentary evidence is usually retained based on material completed at the initiation
of the proposal of the contract, together with evidence of processing of the contract until
the contract matures. Companies, agents and brokers should follow the usual
procedures and retain the records of those contracts until they have been settled by
maturity, claim or cancellation, for a period of at least five years after settlement, ie to
comply with the statutory limitation. The reference to “usually” may mean that the
Guidelines are open to interpretation by the insurance sector.

502. The Commercial Code is interpreted to provide the basic requirement to
maintain transaction records for at least five years, although there is no provision in law
or regulation for transaction records to be kept for longer if requested by a competent
authority on appropriate authority. As above, the Evaluation Team notes that in practical
terms the Commercial Code will probably cover most periods requested by the
competent authorities.

Reconstruction of transactions

503. The requirements of article 6 of Administrative Regulation No. 7/2006 and
Section 12 of the Guideline for Financial Institutions are broad. All records of customer
information, including entries of the accounts and details of transactions involving fund
transfers should be kept for at least 5 years from the date of completion of the
transactions.

504. According to Paragraph 2 of Annex B of the Insurance Guidelines, in order to
ensure a satisfactory audit trail, by way of example the following information may be
sought on transactions relating to single premium business: the origin of funds, the form
in which the funds were offered, the identity of the person undertaking the transaction,
the destination of the funds, and the form of instruction and authority. The effect of this
paragraph is that specific information on transaction records is not required even though
the aim is to retain information sufficient to provide an audit trail for suspected drug
related or other laundered money or FT and to be able to establish a financial profile of
the suspect account. Paragraph 7 states that in situations where the records are being
used in ongoing investigations, or where the transactions are the subject of a disclosure,
records should be retained until it is confirmed that the case has been closed. The
Insurance Guidelines would benefit from a less permissive approach to the examples of
transaction records detailed.

Identification data, account files and business correspondence

505.  Article 6 of Administrative Regulation No. 7/2006 requires financial institutions to
maintain customer identification records and records on the operations of customers for
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a period of five years. Section 12 of the Guideline for Financial Institutions provides
further information on record keeping. The records of identification data obtained
through the CDD process, account files and business correspondence should be kept for
at least 5 years after termination of the business relationships. The authorities advise
that identification data, account files and business correspondence are covered by the
language of Article 49 of the Commercial Code. The period of five years after the end of
a business relationship may be longer than the period of ten years after the expiry of a
financial institution and there is not a reference in law or regulation for records to be kept
longer if requested by a competent authority. The requirements of the Guideline on
retaining records until at least five years after termination of the business relationship
could helpfully be specified in the Regulation.

506. Article 6 of Regulation 7/2006 also applies to the insurance sector. Paragraph 2
of Annex B of the Insurance Guidelines states that to provide an audit trail an example of
the kind of information that may be sought is information on the owners and beneficial
owners of policies. Paragraph 5 states that insurance companies should have adequate
procedures in place to provide initial proposal documentation, to retain all records
associated with the maintenance of the contract post sale, and to provide details of
maturity processing and/or claim settlement. Under Paragraph 4, full documentary
evidence is usually retained based on material completed at the initiation of the proposal
of the contract, together with evidence of processing of the contract up to the point of
maturity. In addition, insurance companies, agents and brokers should follow the usual
procedure and retain the records of those contracts which have been settled by maturity,
claim or cancellation, for a period of at least five years after that settlement. Article 49 of
the Commercial Code is also relevant as specified above. Whilst there is a requirement
to keep identity documents for five years in Administrative Regulation 7/2006, together
with requirements in the Commercial Code, the requirements of the Code may not
extend to five years after the end of the termination of an account or business
relationship. There is also no specific reference in law or regulation to keeping
documents for longer if requested by an appropriate authority.

Access to records by competent authorities

507. Section 12 of the Guidelines for Financial Institutions specifies that records of
the identification data obtained through the CDD process, account files and business
correspondence should be available to the competent authorities in Macao, China for
investigation when necessary. Paragraph 4.5 of the Guideline on Large Cash
Transactions specifies that records of transactions, business correspondence and the
required customer information should always be available for investigation by the AMCM
and/or other law enforcement agencies. The necessary obligations are not laid down in
law or regulation. A law or regulation should specify that all customer and transaction
records should be available on a timely basis to domestic competent authorities.

508. Paragraph 3 of Annex B of the Insurance Guidelines states that an important
objective of record keeping is to ensure that insurance companies can, at all stages in a
transaction, retrieve relevant information to the extent that it is available without undue
delay. There is no requirement in law or regulation for all customer and transaction
records to be retained in a format which ensures they are available on a timely basis for
competent authorities.
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Implementation

509. The AMCM'’s on-site inspections cover the retention of records by banks and
other financial institutions. It appeared to the Evaluation Team that institutions were
aware of, and complied with, the Regulation and Guidelines.

Special Recommendation VII

Originator Information

510. Paragraph 4.1 of the Guideline on Large Cash Transactions stipulates the
minimum information for outward and inward cross border wire transfers that should be
obtained and kept by financial institutions: transaction date and reference number;
transaction type, currency, amount and value date; instruction details (including name,
address or account number of beneficiary, name and address of the beneficiary
institution, and the remitter's message to the beneficiary, if any); name and valid
identification document (issued by a governmental authority) of the remitter or his
representative, which should be verified if appearing in person, and the telephone
number and address of the remitter. Paragraph 4.2 stipulates the verification of identity
requirements. In addition, Paragraph 8.4 of the Guideline for Financial Institutions
requires that, for all fund transfers, ordering institutions should obtain and maintain the
information of customers and other relevant information in accordance with the Guideline
on Large Cash Transactions. While the international standards require the name of the
originator, the originator’s account number (or a unique reference number if no account
number exists) and the originator's address (or national identity number, customer
identification number, or date and place of birth) to be obtained and maintained by the
ordering financial institution), the word “or” in Paragraph 4.1 of the Guideline on Large
Cash Transactions means that not all of these elements are compulsory. The AMCM
confirmed that in its experience all of the details required by the FATF standards are
maintained by payment service providers but the optional approach in the Guideline
means that the requirement is not wholly satisfied.

Batch transfers

511. Paragraph 4 of the Guideline on Large Cash Transactions requires all necessary
originator information to accompany all fund transfers which are contained within a batch
transfer.

Domestic wire transfers

512. Paragraph 8.4.1 of the Guideline for Financial Institutions requires ordering
institutions to meet the requirements of Paragraph 4.1.1 of the Guideline on Large Cash
Transactions in respect of all funds transfers whether they are domestic or cross-border.
The Guideline on Large Cash Transactions would benefit from clearly including all
measures on wire transfers.

Intermediary institutions

513. Neither the Guideline on Large Cash Transactions nor the Guideline for
Financial Institutions makes any reference to the requirements in respect of wire
transfers handled by intermediary institutions. The AMCM has confirmed that in practice
there are no intermediary financial institutions in Macao, China and that all originator
information that accompanies a transfer is transmitted with the transfer.
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Technical limitations

514. Neither the Guideline on Large Cash Transactions nor the Guideline for
Financial Institutions makes any reference to the requirements in respect of wire
transfers when technical limitations prevent the full originator information accompanying
the transfer. The AMCM has confirmed that records are maintained in practice, although
the absence of language in the Guidelines is not clear.

Missing or incomplete information

515. Paragraph 4.4 of the Guideline on Large Cash Transactions requires institutions
to try to obtain and record the required information if it is not available. However, there is
no requirement for institutions to have procedures in place for identifying and handling
wire transfers that are not accompanied by the required information or for considering
whether the lack of information is a factor in assessing whether a wire transfer of a
related transaction is suspicious. The AMCM has confirmed that in practice payment
service providers meet the obligations, although there is an absence of language in the
Guideline.

Monitoring of compliance

516.  Article 8 of the Financial System Act provides the AMCM with the power to carry
out periodic onsite inspections to each of the financial institutions to ensure that the
operations of the institutions comply with the requirements of AMCM, including AML/CFT
aspects.

517. The AMCM'’s Guidelines for on-site examination procedures for the banking
sector and other financial institutions includes a section on wire transfers and scrutiny as
to whether institutions comply with the Guideline on Large Cash Transactions.

Sanctions

518. Articles 126 to 130 of the Financial Systems Act provide for the following
penalties: fines; suspension of the voting rights of any shareholder for a period of one to
five years; prohibition from holding any board position or carrying out management or
directorship duties in any institution under the AMCM'’s supervision for a period of six
months to five years; loss of capital invested in the operations carried out and publication
of the sanctions; or a simple warning to the offender instructing him to rectify the offence
within a period fixed by AMCM. Article 35 provides for the revocation of an authorisation.

519. Article 131 of the Financial System Act provides AMCM with the responsibility
for preparing and initiating proceedings arising from any of the offences provided for in
the Act.

520. Article 124 of the Financial System Act provides that the liability of the entity
shall not preclude the individual liability of the board members, shareholders, directors,
managers or those acting legally or voluntarily on their behalf.

521. The majority of the criteria of SRVII do not have any specific application in
respect of the insurance industry in Macao, China as the transfers would be made using
a bank or other financial institution regulated by the AMCM. Paragraph 6 of Annex B of
the Insurance Guidelines, requires that when an insurer or an insurance broker sends to
or receives from its customer outside Macao, China a sum of money of MOP20,000 or
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above or an equivalent amount in any other currency, it should record the transaction
serial number; the currency and amount involved; the date and time of receiving
instructions from customers/instructor, if any; instruction details, if any; the name, identity
card/passport number, telephone number and address of the customers/instructors;
bank accounts involved, if any; and the date and time of delivery and receipt, if any. As
a result the information required to accompany wire transfers is required to be obtained
by the insurance institution and the elements of SRVII which apply to the insurance
sector are satisfied.

3.5.2 RECOMMENDATIONS AND COMMENTS

522.  Administrative Regulation No. 7/2006 and the Guidelines provide a sound basis
for institutions’ record keeping requirements and procedures for wire transfers.
Notwithstanding the absence of the language of some of the FATF requirements for wire
transfers, the AMCM considers that, from its experience, payment service providers
meet the expectations of the Special Recommendation in practice. Administrative
Regulation No. 7/2006 requires identity documents to be kept for five years. The
shortfall regarding Recommendation 10 is that the asterisked requirements are not quite
met by law or regulation. The need for institutions to interpret commercial legislation to
meet AML/CFT requirements is not ideal and it would be helpful for those requirements
to be more obvious.

523. It is recommended that Macao, China amend:

e Administrative Regulation No. 7/2006 to refer to the maintenance of all
necessary records on transactions, which should be kept for longer than five
years at the request of a competent authority;

e the Insurance Guidelines so that language such as when documentary
evidence is “usually” retained is made more explicit. Also, amend the
Insurance Guidelines to maintain all records on transactions rather than
providing examples;

o Administrative Regulation No. 7/2006 so that records on identification data,
account files and business correspondence are kept for at least five years after
the end of the business relationship; and

¢ the Guideline on Large Cash Transaction to include requirements for transfers
handled by intermediary institutions; for procedures where technical limitations
prevent full originator information from accompanying a transfer; and for
procedures for identifying and handling wire transfers that are not accompanied
by the required information or for considering whether the lack of information is
a factor in assessing whether a transfer is suspicious.

3.5.3 COMPLIANCE WITH RECOMMENDATION 10 AND SPECIAL
RECOMMENDATION VI

Rating Summary of factors underlying rating

R.10 LC e Time will be needed to demonstrate implementation of record
keeping requirements
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SR.VII

PC

The Guidelines do not address requirements for all of the originator
information; for ; intermediary and beneficiary institutions to ensure
all originator information accompanies the transfer, or for identifying
and handling transfers not accompanied by complete originator
information.

It is too early since the introduction of the Guideline to assess

effective implementation

Unusual and Suspicious Transactions

3.6 MONITORING OF TRANSACTIONS AND RELATIONSHIPS (R.11 & 21)
DESCRIPTION AND ANALYSIS

Recommendation 11

Paying special attention to unusual transactions

524. Article 3 of Administrative Regulation No. 7/2006 states that an identity
document should be demanded from customers when the operations might indicate the
commission of a crime of ML of FT due to, inter alia, their nature, complexity, amounts
involved, volume or non-habitual occurrence, relative to the activity of the customer.
Section 8 of the Guideline for Financial Institutions provides examples of the type of
business relationship requiring enhanced due diligence, such as fiduciary accounts
opened by professional intermediaries, non-face to face customers and PEPs. Section 9
of the Guideline requires financial institutions to have systems in place to detect unusual
or suspicious patterns of account activity by establishing certain parameters for a
particular class or category of accounts. Any such transactions or transactions not
consistent with the normal activities of the customers should be recorded for review and
follow-up of senior officers or AML/CFT Compliance Officers. For these higher risk
accounts, the Guideline requires institutions to establish control systems to monitor
them. The authorities have stated that Paragraphs 9.1 and 9.2 of the Guideline for
Financial Institutions cover not only scrutiny of all unusual and suspicious transactions,
but also all complex or large transactions, because the meaning of the words “unusual
transaction” in Chinese covers complex and/or large transactions and any large and
complex transactions which are not consistent with the normal activities of customers will
be recorded for review and follow-up by senior officers or AML/CFT Compliance
Officers. Paragraph 5 of the Guideline on Large Cash Transactions requires institutions
to establish a monitoring system, including additional control measures and ongoing
monitoring, to deal with high risk cash transactions above a threshold of MOP 250,000.

525.  Article 3 of Regulation 7/2006 also applies to the insurance sector. Paragraph 2
of the Insurance Guidelines indicates that the first key to recognising a suspicious
transaction is knowing enough about the customer’s business to recognise that a
transaction, or series of transactions, is unusual. In February 2006 the AMCM issued a
booklet on indicators of suspicious transactions of ML in insurance and specific
examples of ML involving insurance. The AMCM’s intention was to alert insurers to pay
special attention to all complex, unusual and large transactions or unusual patterns of
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transaction. Some of the examples do cover such transactions but it is not made clear in
the Guidelines or the booklet on indicators that the insurance sector should pay special
attention to all complex, unusual transactions, or unusual patterns of transactions, that
have no apparent or visible economic or lawful purpose.

Examining the background and purpose of unusual transactions

526. Paragraph 5 of the Guideline on Large Cash Transactions requires financial
institutions to apply adequate CDD measures to high risk cash transactions, including
the purpose of transactions. Periodic reports for such transactions should be submitted
to the AML/CFT Compliance Officer or other senior officers for reviewing and monitoring.
Paragraph 9 of the Guideline for Financial Institutions requires institutions to identify
transactions falling outside the regular pattern of an account’s activity and to detect
unusual or suspicious patterns of account activity. As explained above, the Macao,
China authorities have confirmed that in Chinese “unusual transactions” also means
complex or large transactions. Periodic reports with adequate information on higher risk
accounts, including but not limited to unusual transactions and aggregate total of
business relationship with institutions should be provided to senior officers and/or
AML/CFT Compliance Officers for review. Management in charge of private banking
should be aware of the personal profiles of high-risk customers and be alert to sources
of third party information. Transactions in large amounts by these customers should
require senior level approval.

527.  Although the Guidelines require measures to be taken in respect of unusual or
suspicious transactions (and complex or large transactions) they do not refer explicitly to
unusual patterns of transactions or a requirement to examine the background and
purpose of such transactions and to set forth findings in writing.

528.  Under Paragraph 2 of Annex B of the Insurance Guidelines, it is suggested that
in respect of single premium business, by way of example, insurance companies may
seek information on the origin of funds (if known), the form in which the funds were
offered or withdrawn, the identity of the person undertaking the transaction, the
destination of the funds, and the form of the instruction or authority are required to
establish a financial profile of the suspected accounts. Paragraph 2 of Annex C refers
to the key to recognising a suspicious transaction as knowing enough about the
customer’s business to recognise that a transaction, or series of transactions, is unusual.

529. There is no provision requiring insurance entities to examine the background
and purpose of complex, unusual large transactions, or unusual patterns of transactions,
that have no apparent or visible economic or lawful purpose, and to set forth their
findings in writing.

Keeping Records

530. Paragraph 4.5 of the Guideline on Large Cash Transactions and Paragraph 12
of the Guideline for Financial Institutions require that customer information records,
including transaction records, should be readily available to the competent authorities in
Macao, China for investigation when necessary. Periodic reports listing high risk cash
transactions are required by Paragraph 5 of the Guideline on Large Cash Transactions
to be reported to the AML/CFT Compliance Officer. Section 9 of the Guideline for
Financial Institutions requires that senior officers and/or AML/CFT Compliance Officers
of institutions should be provided with periodic reports with adequate information on
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higher risk accounts, including but not limited to unusual transactions. The requirements
for maintaining records are set out above in relation to Recommendation 10.

531. The Guidelines refer to keeping records of customer information, identification
data, account files and business correspondence, but do not require all findings of the
examination of the background and purpose of transactions of complex, unusual large
transactions, and unusual patterns of transactions, that have no apparent or visible
economic or lawful purpose, to be retained. Administrative Regulation No. 7/2006 and
the Guidelines contain requirements to maintain records on identity documents and
customer information. It is also possible that the institution’s own examination of
transactions is not covered by the record keeping requirements.

532. Paragraph 3 of Annex B of the Insurance Guidelines states that an important
objective of record keeping is to ensure that insurance companies can, at all stages in a
transaction, retrieve information to the extent that it is available without undue delay.
Paragraph 2 of Annex C indicates that the first key to recognising a suspicious
transaction is knowing enough about a customer’s business to recognise that a
transaction, or series of transactions, is unusual. Neither Administrative Regulation No.
7/2006 nor the Guidelines contain requirements for all findings of an examination of the
background and purpose of transactions of complex, unusual transactions, and unusual
patterns of transactions, that have no apparent or visible economic or lawful purpose, to
be maintained.

Recommendation 21
Countries that do not or insufficiently comply with the FATF Recommendations

533. Section 5 of the Guideline for Financial Institutions requires institutions to
develop clear customer acceptance policies. The policies should set up basic account
opening requirements for customers, with low risk and higher requirements and
enhanced due diligence for high risk customers. One of the criteria suggested (but not
required) in the risk assessment of customers is the country of origin. The criterion in
the Guideline states that foreign customers are higher risk than local customers.
Customers coming from jurisdictions with lower standards of legal or judicial systems or
where the political environment is unstable are noted as having higher risk. The
Guideline goes on to state that an institution's policies should determine proper
procedures to avoid establishing business relationships with customers who are
terrorists designated as such by the United Nations Security Council, the Macao, China
Government, other jurisdictions and other organisations or entities under inter-regional
and international legal instruments, or customers who are designated as entities subject
to sanctions announced locally or abroad, or customers covered in the FATF's NCCT list
or in other sanction lists with international implications. Institutions’ policies should
establish that, if they cannot obtain the required customer information on a timely basis,
accounts should not be opened, or transactions should not be performed.

534. Although institutions are required to consider the country of origin when
assessing the due diligence requirements for new business there is no requirement for
them to pay special attention to relationships and transactions from jurisdictions which
do not or insufficiently apply the FATF Recommendations, albeit business relationships
should not be established with customers from jurisdictions listed by the FATF as
NCCTs. While Section 8 of the Guideline deals with business relationships requiring
enhanced due diligence the specific types of relationships and transactions are not
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mentioned. The Macao, China authorities have advised that under Paragraph 5.2 of the
Guideline for financial institutions, institutions are required to have higher account
opening requirements with enhanced due diligence (ie attention) for customers coming
from jurisdictions with lower standard of legal or judicial systems, implicitly covering
those not applying sufficiently FATF recommendations. However, the English translation
of the Guideline does not make this provision compulsory.

535.  No specific guidance has been established for the insurance sector to deal with
business relationships with persons from jurisdictions which do not or insufficiently apply
the FATF Recommendations.

Measures to advise financial institutions of weaknesses in AML/CFT systems of
other countries

536. Paragraph 5.2.2 of the Guideline for Financial Institutions suggests it would be
helpful for institutions to obtain information from public statements by international
bodies on the risk of foreign customers. United Nations Security Council terrorist lists
are published in the Official Gazette and circulated by the AMCM to banks. Such
publication has the force of law in Macao, China. In May 2006 the AMCM published a
review of ML typologies which was circulated to banks. The review contains examples
of ML in Macao, China which originated outside the jurisdiction. There is a procedure in
place that can be used to ensure that institutions are advised about AML/CFT
weaknesses of other jurisdictions.

537. The Insurance Guidelines do not contain provisions similar to those in the
Guideline for Financial Institutions. The AMCM does have the ability to notify the
insurance sector of weaknesses in the AML/CFT systems of other jurisdictions. In a
different context this ability has been demonstrated by the AMCM'’s circulation to the
insurance sector of lists of suspected terrorists published by the United Nations Security
Council.

Examining transactions and keeping written findings

538. Section 5 of the Guideline on Large Cash Transactions requires financial
institutions to have a monitoring system for high risk transactions, and for such
transactions to have additional measures and ongoing monitoring applied to them. The
source of funds and the purpose of the transactions should be ascertained. Periodic
reports listing such transactions should be submitted to the AML/CFT Compliance
Officer or other senior officers for reviewing and monitoring. Section 9 of the Guideline
for Financial Institutions requires institutions to have a reasonable understanding of the
normal account activity of customers so as to identify transactions falling outside the
regular pattern of an account’s activity and to detect unusual or suspicious patterns of
account activity. Periodic reports with adequate information on higher risk accounts,
including but not limited to unusual transactions, should be provided to senior officers
and/or AML/CFT Compliance Officers for review. Management in charge of private
banking should also be aware of the personal profiles of high risk customers and be alert
to sources of third party information. Nevertheless, there are no specific requirements to
examine the background and purpose of transactions with no apparent or visible lawful
purpose, and to keep any findings available.

539. Paragraph 2 of Annex B of the Insurance Guidelines discusses the importance
of ensuring a satisfactory audit trail and Paragraph 3 provides that an important objective
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of record keeping is to ensure that relevant information can be retrieved to the extent it is
available without undue delay. Nevertheless, there is no requirement to examine
transactions that have no apparent or lawful purpose and to keep the written findings of
any examination available to assist competent authorities.

Ability to apply counter-measures

540. Section 5 of the Guideline for Financial Institutions provides that institutions can
pay more attention to foreign customers as they have higher risk than local customers.
Customers coming from jurisdictions with lower standards of legal or judicial systems or
where the political environment is unstable are also described as having higher risk.
Paragraph 5.3 states that business relationships should not be established with
customers from jurisdictions listed as NCCTs by the FATF. Hence, the AMCM can use
the Guideline to apply appropriate counter-measures where jurisdictions continue not to
apply or insufficiently apply the FATF Recommendations.

541. The Insurance Guidelines do not take the same approach to risk as the
Guideline for Financial Institutions, concentrating instead on features of the business
relationship. For example, Paragraph 6 of Annex A advises institutions to take particular
care when payment is offered in cash. Nevertheless, counter-measures can be applied
through the Insurance Guidelines.

542. The Guidelines contain standards on dealing with unusual and higher risk
business relationships and transactions. The Guidelines also cover business
relationships and transactions which should not be accepted.

3.6.2 RECOMMENDATIONS AND COMMENTS

543.  The Evaluation Team makes the following recommendations:

e amend the Insurance Guidelines to require institutions to pay special attention
to all complex, unusual, large transactions, or unusual patterns of transactions,
that have no apparent or visible economic or lawful purpose and amend the
Guideline for Financial Institutions to cover complex, large transactions and
unusual patterns of complex, large transactions;

e amend the Guidelines to require institutions to examine unusual patterns of
transactions that have no apparent or visible economical or lawful purpose, to
set forth their findings in writing and to keep such findings available for five
years. Also amend the English translation of the Guideline for Financial
Institutions to make it clear that it covers complex and unusual transactions and
amend the Insurance Guidelines to require examination of complex, unusual,
large transactions; and

e amend the Guidelines to require institutions to give special attention to
business relationships and transactions with persons from jurisdictions
insufficiently applying the FATF Recommendations;

¢ amend the Guidelines to require institutions to examine the background and
purpose of transactions with no economic or visible lawful purpose, and to keep
any findings available.
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3.6.3 COMPLIANCE WITH RECOMMENDATIONS 11 & 21

Rating Summary of factors underlying rating
R.11 PC e The Insurance Guidelines do not cover the essential criteria for
complex, unusual, large transactions, or unusual patterns of
transactions.

e The Guidelines do not refer to setting forth examination findings in
writing and maintaining these findings.

R.21 PC e The Guideline for Financial Institutions does not compel institutions
to give special attention to relationships and transactions with
jurisdictions insufficiently applying the FATF Recommendations
generally.

e While the Guideline for Financial Institutions requires institutions to
detect unusual activity, there is no explicit requirement to examine
the background and purpose of transactions with no economic or
visible lawful purpose

3.7 SUSPICIOUS TRANSACTION REPORTS AND OTHER REPORTING (R.13-14,
19, 25 & SR.IV)

3.7.1 DESCRIPTION AND ANALYSIS
Recommendation 13 & Special Recommendation IV

544. Macao, China has enacted AML/CFT laws and regulations, which make it
mandatory for reporting institutions to identify, record and report STRs. AMCM and
other competent regulatory agencies and self-regulatory organizations have also issued
guidelines on obligation to report STR.

545. The legal requirements of obligation for reporting institutions to report STRs to
GIF are embedded in Article 6 and 7(5) of Law No. 2/2006; Article 11 of Law No. 3/2006;
and Articles 2 and 7 of Administrative Regulation No. 7/2006. Prior of the establishment
of FIU, reporting institutions submitted their STRs to PJ until 11 November 2006.

546. Article 6 indicates the reporting entities which are obliged to report STRs. Article
7(5) of Law No. 2/2006 states that:
“Article 7: The entities referred in the previous article are subject to the following
duties:
5) Duty of communicating the operations, when these provide indicia of the
commission of the criminal offence of money laundering; “

547. Article 11 of Law No. 3/2006 indicates that:

“The rules of Articles 6, 7 and 8 of Law No. 2/2006 shall be applicable with the
necessary adaptations, for the purpose of prevention and suppression of the
financing of terrorism.”

548. These obligations are also included in the AML/CFT Guideline for financial
institutions and the AML/CFT Guideline on large cash transactions, which is suspected
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to be of ML crime and/or FT crime, or transactions involving converting, transferring or
dissimulating illegally obtained funds or properties.

549. Prior of the invocation of Law No. 2/2006, STR obligation arose under Decree
Law No 24/98/M and STRs were provided to the PJ. Reporting institutions submitted
their STR to GIF instead of the PJ after 11 November 2006.

550. STR reporting requirements are embodied in law and regulation, however, there
are concerns with effectiveness of implementation and particular weaknesses in the
insurance sector (see table at paragraph 555 below).

Recommendation 14

551. Under Paragraph 3 of Article 7 of Law No. 2/2006, and Article 11 of Law No.
3/2006, the disclosure of information, in good faith, in compliance with the required
duties of reporting and co-operating, shall not constitute breach of any secrecy or
confidentiality duty, nor shall anyone be held liable for making such disclosure.

552. Under Paragraph 4 of Article 7 of Law No. 2/2006 and Article 11 of Law No.
3/2006, reporting entities are prohibited to disclose information to a customer, parties or
any third parties involved in the suspicious transactions in relation to fact that a
suspicious transaction report was fulfilled and reported or cooperation with (provision of
or information to) competent authorities was given.

553. In addition, according to Paragraph 13.5 of the ML/FT Guidelines for financial
institutions and Paragraph 6.4 of the ML/FT Guidelines on large cash transactions, the
shareholders, directors, officers and any employees of the financial institutions covered
in the Guidelines cannot disclose any information enclosed in the suspicious transaction
report to any third parties including the customers related with the suspicious
transactions.

554. Also the law enforcement officers of Judiciary Police, staff members of GIF and
staff members of other regulatory agencies including AMCM are subject to professional
secrecy, according to each professional statutory provisions and the general regime of
public servants.

555. Compliance with the duty of secrecy is ensured by disciplinary and
administrative sanctions. If the duty of secrecy is breached, in order to help a perpetrator
to commit a crime, ML and FT included, such as performing counselling acts, the person
who broke secrecy or confidentially duties may be prosecuted and punished as a main
perpetrator or accomplice.

Recommendation 19

556. Section 5 of the Guideline on large cash transactions issued by AMCM requires
financial institutions to establish monitoring system for high-risk cash transactions. Any
cash transactions equal to or exceeding MOP/HKD 250,000 (approx. USD 31,250) or
equivalent are considered high-risk cash transactions. These transactions are subject to
additional control measures and ongoing monitoring. However, at the moment, there is
no requirement or IT infrastructure for these transactions to be reported on-line. In lieu
of this, reporting institutions are required to make periodic reports of such transactions;
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and the related documents and information should be properly filed and readily available
for investigation by AMCM and/or other law enforcement agencies.

Recommendation 25

557. At the time of the assessment, although GIF was just newly established, it had
put in place a feedback mechanism including immediate acknowledgement of receipt of
STR and subsequent notice to the reporting entity in the event that the STR is reported
to the Public Prosecution Office. Such feedback had previously been provided by the
Banking Supervision Department of the AMCM. Feedback was provided in May 2006 by
way of a document providing a review of ML and FT typologies between 2002 and 2005.
The review covered brief statistics, trend analysis and sample cases extracted from the
local reported suspicious cases.

Recommendation 32

558. The following statistics for 2002 to August 2006 show numbers of STRs filed by
reporting institutions:

Year Suspicious Transaction Report Reporting Financial Institutions
Fls Insurance Fls Insurance

2002 77 5 7 1
2003 107 0 9 0
2004 109 1 9 1
2005 193 0 15 0
8/2006 367 0 17 0

3.7.2 RECOMMENDATIONS AND COMMENTS

559. Macao, China has clear legal provisions related to the protection of the

disclosure of information imposed by legal, regulatory and administrative provisions,
when suspicious reporting is performed in good faith. The law clearly prohibits and
punishes the disclosure of the fact that a STR or related information has been reported
to GIF or other authority.

560. In the absence of an FIU, the AMCM's feedback to local institutions is
creditable. However, it appears to be a one-off exercise. Going forward, it will be
important for GIF to establish a program of feedback. Therefore, GIF should introduce a
program of feedback.

561. The FIU and other authorities responsible for AML/CFT, in addition to providing
general ML/FT typologies, should also continuously provide feedback to reporting
institutions on trends, methods and techniques actually used in cases in Macao, China.

562. The Summary Report and Typologies Division of the FIU should not only
commence preparing the monthly statistics on STR received but should also conduct
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study and research on ML/FT typologies especially on actual cases in Macao, China and
its surrounding jurisdictions.

563. Continuous discussion between FIU, AMCM and other authorities on how to
develop a quality STRs and what is the vital information needed to mount a successful
case on ML/FT.

3.7.3 COMPLIANCE WITH RECOMMENDATIONS 13, 14, 19 AND 25 (CRITERIA
25.2), AND SPECIAL RECOMMENDATION IV

Rating Summary of factors underlying rating

R.13 LC e Reporting requirements are embodied in law and regulation,
however, there are concerns with effectiveness

implementation and particular weaknesses in the insurance

sector

R.14 C e This recommendation is fully observed

R.19 C e This recommendation is fully observed

R.25 PC Comprehensive feedback was provided by the AMCM in 2006.
However, this cannot replace the systematic feedback expected
of an FIU.

SR.IV LC Reporting requirements are embodied in law and regulation,

however, there are concerns with effectiveness of
implementation and particular weaknesses in the insurance

sector

Internal controls and other measures

3.8 INTERNAL CONTROLS, COMPLIANCE, AUDIT AND FOREIGN BRANCHES
(R.15 & 22)

3.8.1 DESCRIPTION AND ANALYSIS
Recommendation 15

Internal policies and procedures to prevent ML and FT

564. Section 11 of the Guideline for Financial Institutions states that the board of
directors of institutions should establish an effective AML/CFT system and ensure its
effective implementation by establishing appropriate procedures. In this regard, section
5 of the Guideline deals with customer acceptance policy, section 6 with customer
identification, section 7 with the minimum requirements for establishing business
relationships, section 8 on business transactions requiring enhanced due diligence,
section 9 with the ongoing monitoring of high risk accounts, section 10 with the
AML/CFT compliance officer, section 12 on the retention of records and section 13 on
the reporting of suspicious transactions. Paragraph 11.3 of the Guideline specifies that
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all institutions should have an ongoing employee training program so that staff members
are adequately trained in AML/CFT measures and other procedures. In addition, the
Guideline on Large Cash Transactions contains requirements for record keeping and
identification (section 4), ongoing monitoring of high risk cash transaction (section 5) and
the reporting of transactions (section 6).

565. Paragraph 30 of the Insurance Guidelines states that insurance companies
should have in place policies, procedures and controls with a view to assisting in the
suppression of ML and the FT through insurance business. Paragraph 36 provides that
insurance companies are expected to have in place a clear statement of policies in
relation to money laundering, and which adopts the Insurance Guidelines. The statement
should be communicated in writing to all management and relevant staff and be
reviewed on a regular basis. The Paragraph goes on to state that insurance companies’
instruction manuals should set out procedures for: selling insurance products, customer
identification, recordkeeping, the acceptance and processing of insurance proposals,
and the issue of insurance policies. In addition, measures should be taken to ensure that
staff are trained on the matters contained in the Guidelines. Annex A of the Guidelines
covers verification of identity, Annex B covers record keeping, Annex C covers the
recognition and reporting of suspicious transactions and Annex D covers education and
training. The Guidance Notes reference to “expected” in Paragraph 36 should be
amended in favour of more emphatic language.

Compliance management arrangements

566. Paragraph 10.1 of the Guideline for Financial Institutions requires institutions to
designate a Compliance Officer responsible for AML/CFT compliance. The designation
of the AML/CFT Compliance Officer requires prior approval of the AMCM. In addition to
appropriate competence and experience, the Compliance Officer should have an
appropriate management or senior position within the organisational structure. The
Compliance Officer’'s role should not be compromised by undue influence from line
management. Paragraph 11.2 specifies that institutions should have internal procedures
to assess whether AML/CFT policies and legal requirements for reporting suspicious
transactions are satisfied.

567. Paragraph 5 of Appendix C of the Insurance Guidelines requires each institution
to formally designate an officer to be responsible for ML deterrence and reporting
procedures. Paragraph 7 of the same Annex C states that every insurance company
should appoint a designated officer or officers (compliance officer(s)) who should be
responsible for reporting to the GIF where necessary and to whom all internal reports
should be made. Although there is a requirement for a compliance officer to be
appointed, there are no guidelines as to the management level of the appointee.

Compliance officer access to information

568. Paragraph 10.1.3 of the Guideline for Financial Institutions requires that
AML/CFT Compliance Officers should have timely access to all customer files,
transaction records and other relevant information.

5609. Under Paragraph 8 of Annex C of the Insurance Guidelines, an employee of an
insurance company knows a customer has engaged in drug trafficking or other indictable
offences, and where the customer seeks to take out, maintain or redeem a policy, the
employee must promptly make a report to the AML/CFT Compliance Officer, who must
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immediately report the details to the GIF. Paragraph 9 deals with suspicion and
reasonable grounds for suspicion — such suspicion must be promptly reported to the
AML/CFT Compliance Officer, who must promptly evaluate whether there are
reasonable grounds for suspicion and, if appropriate report the details to the GIF. There
is no requirement for CDD information and other relevant information to be available on
a timely basis to the AML/CFT Compliance Officer.

Audit function

570. Under Paragraph 11.2 of the Guideline for Financial Institutions, institutions are
advised that internal audit plays an important role in independently evaluating risk
management and controls. Institutions are required to incorporate a compliance check
for AML/CFT policies and procedures in their internal audit programs to ensure the
effectiveness of the control systems. There is no reference to sample testing or the
internal audit function being adequately resourced.

571. Paragraph 36(f) of the Insurance Guidelines states that insurance companies
should instruct their internal audit/inspection departments to verify, on a regular basis,
compliance with policies, procedures and controls relating to ML and FT activities.
There is no reference to sample testing or the internal audit function being adequately
resourced.

Employee training

572. Paragraph 11.3 of the Guideline for Financial Institutions states that all financial
institutions should have an ongoing employee training program so that staff members
are adequately trained in AML/CFT measures and other relevant procedures. The
training program should be designed according to the different needs of staff, in
particular, new staff, front line staff, supervisory staff and staff with compliance and audit
functions. For example, new staff members should be educated in the importance of
AML/CFT measures and other basic requirements of the institution. Front line staff who
deal directly with the public should be trained to use reasonable measures to verify the
identity of customers, to exercise ongoing due diligence measures in handling the
accounts of existing customers, and to detect patterns of suspicious transactions.
Supervisory staff members should be trained in skills in monitoring proper execution of
policies and procedures. The training for staff members with compliance and audit
functions should be focussed on those fields. Regular refresher training should be
provided to ensure that all staff members are reminded of their responsibilities and are
kept informed of new developments. There is no reference in the Guideline to training
covering ML and FT techniques, methods and trends or to AML/CFT laws.

573. Annex D of the Insurance Guidelines deals with education and training.
Paragraph 1 indicates that staff must be aware of their personal obligations under the
specific laws about ML and the FT, and that they can be personally liable for not
reporting information to the authorities. Paragraph 2 adds that it is essential that
insurance companies introduce comprehensive measures to ensure staff are fully aware
of their responsibilities. Paragraph 3 goes on to provide information on the training that
should be put in place for new employees, sales/advisory staff, processing staff, and
administration/operations supervisors and managers. For new employees, a general
appreciation of the background to ML and the FT, and the subsequent need for
identifying and reporting any suspicious transactions to the appropriate designated point,
should be provided as new employees will be dealing with customers or their
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transactions, irrespective of their level of seniority. They should be made aware of the
importance placed on the reporting of suspicious transactions by the insurance
company, that there is a legal requirement to report, and that there is a statutory legal
requirement in this respect. The paragraph concludes that it is necessary to make
arrangements for refresher training at regular intervals to ensure that staff do not forget
their responsibilities. It is suggested that this might be best achieved by an annual or
biannual review of training or, alternatively, a review of the instructions for recognising
and reporting suspected ML or FT transactions. Annex D of the Guidelines makes no
reference to training on current ML and FT techniques, methods and trends.

Screening procedures

574. Articles 47 and 48 of the Financial System Act provide that the board of
directors of credit institutions - together with the managers of branch operations - should
be suitable, and be both able and experienced to carry out their functions. Such
directors and senior management must register their appointment with the AMCM before
carrying out their duties. there is no requirement on financial institutions to put in place
screening procedures when hiring new staff.

575. As set out in Paragraph 36 of the Insurance Guidelines, insurance companies
should have in place adequate screening procedures when hiring employees. the
procedures do not require insurance companies to ensure high standards when hiring
employees.

Implementation

576. A considerable part of the AMCM'’s on-site inspections are devoted to internal
audit and compliance and to staff education and training. As indicated in connection
with Recommendation 5 one financial institution was aware of the names of its
customers but had not verified their identity. That institution relied completely on the
audit and compliance procedures of its parent. Generally, compliance and training
appeared to be taken seriously, although one further institution relied to a very large
degree on the AML/CFT Compliance Officer of its parent.

Recommendation 22

577. The AMCM advised the Evaluation Team that it meets the intended objective of
Recommendation 22 by virtue of meeting the Basel Committee on Banking
Supervision’s principles on consolidated supervision and the exercise of its
responsibilities under Article 9 of the Financial System Act for consolidated supervision.
This Article states that, without prejudice to supervision of financial institutions on an
individual basis, the supervision of financial institutions with a head office in Macao,
China shall be performed on the basis of consolidation of their financial situation with
other companies in which the institution has a holding of over fifty percent. In the case of
holdings of equal to or less than fifty percent the AMCM shall decide whether
supervision should be done on a consolidated basis and in which manner. The Article
goes on to state that the AMCM shall adopt practices to permit and facilitate supervision
on a consolidated basis by the competent authority of the home country of institutions
which have branches or subsidiaries in Macao, China and may, for this purpose, enter
into agreements with the relevant authorities. In addition, Paragraph 2.1.3 of the
Guideline for Financial Institutions, stipulates that overseas establishments of credit
institutions with headquarters in Macao, China including branches and subsidiaries, are

118



required to observe the Guideline. The FATF standard will be fully met when this
provision extends to the overseas establishments of financial institutions other than
credit institutions.

578. The AMCM advises that there are no branches of local insurers and corporate
intermediaries operating in another jurisdiction. There are no requirements should the
situation change.

Branches and subsidiaries in countries which do not or insufficiently apply the
FATF Recommendations

579. The comments above in relation to consolidated supervision also apply here.
Although article 32 of the Financial System Act requires financial institutions to obtain
prior approval for overseas establishments, this places on the AMCM the responsibility
of applying the FATF standard for paying particular attention to the AML/CFT standards
of jurisdictions in which overseas establishments of credit institutions are proposed to be
based. There are no enforceable obligations on require financial institutions to pay
particular attention with respect to their branches and subsidiaries in jurisdictions that do
not or insufficiently apply the FATF Recommendations.

580. There are no branches or subsidiaries of local insurers established in other
jurisdictions. There are no requirements in the Insurance Guidelines should the situation
change.

Application of higher standard when home/host requirements differ

581. Any credit institution which intends to establish a subsidiary, a branch or a
representative office overseas is required by article 32 of the Financial System Act to
first obtain authorisation from the AMCM. Although overseas establishments set up by
locally incorporated banking and other financial institutions are very few, these overseas
establishments are subject to the consolidated supervision of the AMCM. The AMCM
advises that, if home and host requirements differ, higher standards are applied under
consolidated supervision principles. Nevertheless, there is no requirement in law,
regulation or the Guideline for overseas operations to apply the higher, Macanese,
standard to the extent host country laws and regulations permit.

582. Article 45 of the Insurance Companies Ordinance specifies that the opening of
sub-offices of authorised insurers is subject to the prior authorisation of the AMCM.
Sub-offices are subject to the consolidated supervision of the AMCM. If home and host
requirements differ, the AMCM advises that higher standards are applied under
consolidated supervision principles. However, in the absence of a requirement in law,
regulation or the Insurance Guidelines of a requirement for sub-offices located outside
Macao, China to apply the higher, Macanese, standard to the extent host country laws
and regulations permit.

Informing home supervisor when a foreign branch/subsidiary is unable to observe
appropriate AML/CFT measures

583. The comments above in relation to consolidated supervision also apply here.
The AMCM has also indicated to the Evaluation Team that, to date, the overseas
establishments of Macanese financial institutions have located only in jurisdictions where
high AML/CFT standards are applied. There is an absence of a requirement in law,
regulation or other enforceable means for financial institutions to inform the AMCM when
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a foreign operation cannot observe appropriate AML/CFT measures because this is
prohibited.

584. Locally incorporated insurance companies do not have overseas branches or
representations. There is no requirement to inform the AMCM when a foreign branch or
representative cannot observe appropriate AML/CFT measures because this is
prohibited.

3.8.2 RECOMMENDATIONS AND COMMENTS

585. Regarding Recommendation 22 and the application of Macanese AML/CFT
standards to overseas branches and subsidiaries, the AMCM exercises this application
through its consolidated supervision instead. There are also some positive approaches
to compliance in the Guidelines, especially the Guideline for Financial Institutions.
Where aspects of this Recommendation are not satisfied, this is to do with the detail of
the Recommendation not being included in law, regulation or the Guidelines.

586. The Evaluation Team makes the following recommendations:

e Amend the reference in the Insurance Guidelines to insurance companies
being “expected” to have in place a clear statement of AML/CFT principles;

¢ Amend the Insurance Guidelines to state that the AML/CFT Compliance Officer
should be at least management level and that the Compliance Officer should
have timely access to CDD and other relevant information;

¢ Include a reference to sample testing in the Guidelines and to adequate
resourcing of the internal audit function;

e Add to the Guidelines that training should cover ML and FT techniques,
methods and trends and add to the Guideline for Financial Institutions that
training should cover AML/CFT laws;

¢ Include in the Guideline for Financial Institutions a requirement about screening
procedures when hiring new staff and add a requirement about ensuring high
standards when hiring new employees;

e Consider whether the Guidelines should emphasise the importance of
Macanese institutions remaining responsible for compliance even if there is
assistance from head office in another jurisdiction;

e Require the overseas operations of non-credit institutions and the insurance
sector to be consistent with Macanese AML/CFT measures to the extent host
country laws and regulations permit;

e Require all institutions to pay particular attention where host jurisdictions do not
or insufficiently apply the FATF Recommendations and, if home and host
requirements differ, to apply Macanese standards;

e Require all institutions to advise the AMCM when a foreign branch or
subsidiary cannot observe appropriate AML/CFT measures because this is
prohibited.

3.8.3 COMPLIANCE WITH RECOMMENDATIONS 15 & 22

120



Rating Summary of factors underlying rating

R.15 LC e The Insurance Guidelines do not specify the management status
of the AML/CFT Compliance Officer or his/her time access to
information.

e AML/CFT training in the three Guidelines is covered but does not
specify ML/TF techniques, methods and trends.

e There are no screening standards in the Guideline for Financial
Institutions.

R.22 PC e Outside of the reference to credit institutions, the other elements
in the Recommendation are not included in the Guidelines.

3.9 SHELL BANKS (R.18)

3.9.1 DESCRIPTION AND ANALYSIS

587. Article 19 of the Financial System Act requires the approval of the Governor to
be provided before a credit institution may be incorporated in Macao, China. The law
contains detailed procedures on the application process for authorisation. For example,
with regard to potential branches of credit institutions incorporated overseas, article 24
require the application to include an explanation of the economic and financial reasons
behind the institution’s application to operate in Macao; a document issued by the
supervisory authority in the applicant’s home country proving that the institution is legally
constituted and authorised to set up the branch, with an indication of the operations
which it is entitled to carry out; the memorandum and articles of the credit institution; the
annual report and accounts for the preceding three years; a resolution from a general
meeting of shareholders, or an authorisation from the legal representatives of the
institution, on the establishment of an operation in Macao; and the identity of the
managers of the branch, together with the management mandate for the operation.
Article 20 onwards provides information on the application requirements for incorporated
credit institutions. Other provisions in the law impose requirements on credit institutions
such as capital requirements for incorporated credit institutions and provide the AMCM
with supervisory tools to carry out its functions

588. In addition to the Financial System Law, offshore financial institutions are
subject to the Offshore Sector Law. This law supplements the Financial System Law
and, in places, adds requirements for offshore institutions. In a few places the
requirements are reduced — for example, article 17 requires the share capital of an
offshore institution to be at least half of the share capital for exactly the same kind of
institution licensed to operate with residents. The supervisory framework for offshore
credit institutions is similar to that to institutions with resident customers.

589. All banks are required to comply with the Guideline for Financial Institutions.
Section 8.5 of the Guideline covers correspondent banking relationships (see
Recommendation 7 above). Paragraph 8.5.2 requires institutions to avoid establishing a
business relationship with any shell institutions, including shell banks.
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590. The Evaluation Team saw no evidence of shell banks.

3.9.3 COMPLIANCE WITH RECOMMENDATION 18

Rating Summary of factors underlying rating

R.18 C e This recommendation is fully observed.

Requlation, supervision, guidance, monitoring and sanctions

3.10 THE SUPERVISORY AND OVERSIGHT SYSTEM - COMPETENT
AUTHORITIES AND SRO’s ROLE, FUNCTIONS, DUTIES AND POWERS
(INCLUDING SANCTIONS) (R.23, 29, 17 & 25)

3.10.1 DESCRIPTION AND ANALYSIS
Authorities/SROs roles and duties & Structure and resources - R.23, 30

Adequate AML/CFT regulation and desighated competent authorities for financial
institutions

591. The Financial System Act provides the AMCM with the authority to regulate and
supervise banks and other financial institutions. This authority is exercised by the
Banking Supervision Department of the AMCM.

592. The Act is supplemented by the Offshore Sector Law and by Regulation 7/2006.
Article 2 of Administrative Regulation No. 7/2006 specifies that compliance with the
duties in the Regulation in relation to the entities subject to its supervision falls to the
AMCM. Article 8 of the Regulation specifies that all assistance, especially the disclosure
of information and the delivery of documents, shall be provided to, as and when
requested by, the AMCM for the prevention and suppression of the crimes of ML and the
FT. The AMCM advises that this power is interpreted to provide the AMCM with
authority to conduct on-site inspections. Article 7 of the Financial System Act states that
institutions subject to the AMCM'’s supervision shall submit to the AMCM at such time
and in such manner as the latter may prescribe all relevant information as the AMCM
may deem necessary for the proper discharge of its functions stipulated by law. Article 8
adds that the supervision of financial institutions may be carried out on their own
premises. Article 10 of Decree Law 14/96/M which establishes the functions of
governing rules of the AMCM states that in exercise of its inspection, the AMCM may
examine at any time, with or without prior notice, transactions, books, accounts and
other records or documents. These articles give the AMCM the power to make on-site
inspections.

593. Inspections are carried out on the basis of an annual plan. In considering the
schedule of inspections, the AMCM takes into account whether a follow-up inspection is
needed to a previous inspection, the focus of the inspection, off-site reviews, control
measures for new business, reports in the media and complaints. A risk based
approach is adopted. Investment business is considered to be a relatively high risk area
and it is reviewed as part of the inspection of banks. The AMCM carries out inspections,
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using a detailed checklist. It has amended the on-site checklist used prior to November
2006 to take account of the new Guidelines. Inspections are undertaken with, and
without, providing notice to the institution. Interviews are conducted with key executives
such as the chief executive and the AML/CFT Compliance Officer — an important aim is
to understand the AML/CFT framework and the channels for reporting a suspicion. A
database of persons referred to in UN sanctions is required to be maintained by
institutions and the adequacy of this is checked. A sample of customer files is reviewed,
normally a minimum of 10 to 20 files for each business line. On average, each bank has
a few thousand customers.

594, The Banking Supervision Department of the AMCM has carried out the
following number of on-site inspections since 2003:

e 2003 - eight banks, 10 money changers, one exchange counter and two
remittance companies;

e 2004 - five banks;
e 2005 - 11 banks; and

e 2006 (up to 15 November) - five banks, three money changers, two exchange
counters and two remittance companies;

595. This is a considerable proportion of the banks and other financial institutions in
Macao, China and for example includes 21 of Macao, China’s 26 banks, three of the four
exchange counters and the equivalent of more than one inspection of each money
changer. It does not include the two financial intermediaries which are currently
operating in Macao, China the one finance company and the one “other financial
institution”. The off-site monitoring team is also mindful of the ability of its analysis of
financial returns to identify significant change and risk areas which would indicate
supervisory action such as an on-site inspection. The off-site team follows up the
actions taken by institutions to resolve recommendations arising from an on-site
inspection. In addition, all new products and services to be launched by a bank are
subject to prior approval by the AMCM. The off-site team is responsible for assessing
proposals for new products and services, and such assessment includes consideration
of banks’ AML/CFT countermeasures to deal with the risks.

596. The Macau Insurance Ordinance provides the AMCM with the authority to
regulate and supervise insurance companies. In addition, the Insurance Agents and
Brokers Ordinance gives the AMCM authority to regulate and supervise insurance
intermediaries, which are defined in the Ordinance as being insurance agents, insurance
salesmen and insurance brokers. This regulation and supervision is exercised by the
Insurance Supervision Department of the AMCM.

597. With regard to the insurance sector, article 2 of Regulation 7/2006 specifies that
compliance with the duties in the Regulation in relation to the entities subject to its
supervision falls to the AMCM. Atrticle 8 of the Regulation specifies that all assistance,
especially the disclosure of information and the delivery of documents, shall be provided
to, as and when requested by, the AMCM for the prevention and suppression of the
crimes of ML and the FT. The AMCM advises that this power is interpreted to provide
the AMCM with authority to conduct on-site inspections. Article 10 of the Macau
Insurance Ordinance states that the duty of inspection shall be carried out by the AMCM
and it goes on to specify that the AMCM shall be vested with powers to carry out
inspections of insurers and re-insurers so as to regularise, inter alia, the technical and
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legal aspects of their activity. Under article 12, the AMCM may request insurers and re-
insurers to furnish any particulars and information deemed necessary for a complete
execution of its functions. Article 13 provides that the inspection of insurers’ activities
may be carried out by the AMCM at the insurers’ premises. Similar provisions are not
included in the Insurance Agents and Brokers Ordinance, although the AMCM's
interpretation of article 8 of Regulation 7/2006 means that AML/CFT inspections of
insurance intermediaries could still be undertaken. In addition, article 10 of Decree Law
14/96/M covers the AMCM'’s supervision of the insurance sector.

598. The AMCM has undertaken ad hoc on-site inspections of insurance companies.
Since 2004, the AMCM has have conducted 10 on-site inspections, nine on insurance
companies, and one on suspected unauthorized insurance intermediary activity. The
purpose of the on-site inspections was to ascertain whether insurance companies have
complied with the various rules and regulations in force, the level of internal controls,
management oversight, underwriting procedures, claims procedures, etc. To date
AML/CFT on-site inspections of insurance companies and insurance intermediaries have
not been undertaken by the AMCM. However, the AMCM has plans to carry out
AML/CFT inspections to insurance companies and the Evaluation Team was provided
with the checklist proposed to be used by the AMCM. The AMCM intends to inspect all
life insurers during the next three years. It is proposed that the insurance intermediary
inspection program will be limited to corporate brokers and corporate agents as these
entities are perceived to present the highest potential risks. As AML/CFT on-site
inspections have not yet been carried out.

Adequate resources for competent authorities

599. In all, the AMCM has 140 staff divided into 11 departments. The Banking
Supervision Department - which is also responsible for other financial institutions -
consists of 22 staff, 17 of whom are examiners. A Deputy Director heads the
Department. Three Senior Bank Examiners coordinate the department’s three teams -
licensing and policy (three staff in total), on-site inspection (seven staff in total), and off-
site surveillance (ten staff in total). Many of the staff have audit or accounting
backgrounds. The department also has a member of staff responsible for information
technology issues. In addition, the department has one adviser on banking and
supervisory matters. The intention is to recruit five additional staff in all, as well as
further advisers, during 2007. The department anticipates that one of these new staff
will have a legal background. The opportunity will also be taken to consider the
operation of the department. The technical and space resources appear to be sufficient.
The funding of the Banking Supervision Department is received from the budget of the
AMCM. The AMCM considers that the role and responsibilities specified for it in the
Financial System Act mean that it has operational independence and autonomy. The
Secretary for Finance authorises the issue of licences and sanctions on behalf of the
Chief Executive but this has not led to any lack of independence or autonomy by the
Banking Supervision Department in practice. The Banking Supervision Department
needs additional staff

600. The Insurance Supervision Department is the division of the AMCM responsible
for the supervision and regulation of insurance companies and insurance intermediaries
in Macao, China. The Department has 14 staff, led by a Director and a Deputy Director.
There are three streams of operations in the Department, namely (i) the insurance
supervision section with four staff (ii) the administrative section with three staff and (iii)
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the statistics and private pension funds section with five staff. The department is
mature, with staff having significant experience at the AMCM — 13 of them have 10 or
more years' experience — and some, varying, private sector experience. Many of the
staff have degrees. Between them the staff have five masters’ degrees, a qualification in
actuarial techniques and one is a registered accountant. The Director of the department
intends to recruit three further staff in 2007. The technical and space resources appear
to be sufficient. The funding of the Insurance Supervision Department is received from
the budget of the AMCM. The AMCM considers that the role and responsibilities
specified for it in the legislation administered by the department mean that the
department has operational independence and autonomy and that the Secretary of
Finance’'s powers, delegated by the Chief Executive, has not led to any lack of
independence or autonomy.

601. The Insurance Supervision Department needs additional staff.

Professional standards and training

602. All staff members of the Banking Supervision Department are subject to the
secrecy obligation stipulated in article 78 of the Financial System Act. The article states
that persons currently or previously employed by the AMCM, and all those who have
provided the AMCM with services on a permanent or casual basis, are bound by the
duty to maintain secrecy concerning information obtained during the course of their
employment or the provision of services and shall not reveal or take advantage of the
information obtained. Article 122 specifies that violations of the Act are contraventions
to which the sanctions in the Act apply. Ongoing professional training is given to all
relevant staff members in order to maintain high professional standards, high integrity
and appropriate technical skills. Staff of the AMCM are required to comply with the code
of professional ethics and conduct of public servants, which covers guidance on such
matters as conflicts of interest. Information was provided by the AMCM on training held
in 2005 and 2006.Training seminars attended by staff have covered issues such as the
implementation of the AML/CFT framework, typologies, investigation techniques,
supervisory measures for financial institutions and financial intelligence. In 2005 thirteen
staff attended six training events, while in 2006 21 staff attended 12 events. The
organisations providing the training included the APG, the IMF, the United States Drug
Enforcement Administration and the Narcotics Division of the Securities Bureau of Hong
Kong, China. After the attendance of staff at training events, in-house briefings are held
in order to disseminate the knowledge obtained. The AMCM also provided the
Evaluation Team with a training plan for 2007.

603. All staff members of the Insurance Supervision Department are subject to the
secrecy stipulation in article 11 of the Macau Insurance Ordinance. The article states
that the board and members of the AMCM, together with employees, auditors,
specialists and other persons who are rendering or who have rendered their services on
a permanent basis or occasionally shall keep professional secrecy regarding the facts
which have come to their attention exclusively in the course of their duties.  Article 120
provides that any violations of the Macau Insurance Ordinance shall constitute
infringement punishable under the Ordinance. As with the Banking Supervision
Department staff of the Insurance Supervision Department are required to comply with
the code of professional ethics and conduct of public servants. Training seminars
attended by staff have covered basic money laundering, the repression of ML and FT,
and financial investigation. The training has been a combination of in-house training and
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seminars by the Hong Kong Police Force, the United States Drug Enforcement
Administration and the United States Department of the Treasury. It is proposed that
staff will undertake further training in 2007.

Authorities Powers and Sanctions — R.29 & 17

604. The AMCM has adequate powers to monitor and ensure compliance by
financial institutions with the requirements to combat ML and FT. On-site inspections
carried out by the AMCM include reviews of policies, procedures, books and records,
and extend to sample testing. The AMCM has power to compel the production of
records, documents or information — a court order is not required.

605. The AMCM has adequate powers to monitor and ensure compliance by the
insurance sector with the requirements to combat ML and FT. The AMCM has authority
to carry out on-site inspections but has not conducted AML/CFT inspections — plans are
in hand to commence a program of such inspections. The AMCM has the power to
compel the production of records, documents or information without a court order.
Comments about implementation are made in connection with Recommendation 23.

606. Article 10 of Administrative Regulation No. 7/2006 states that the administrative
authorities (ie the supervisory authorities) specified in the Regulation are responsible for
the institution and preparation of enforcement procedures under the Regulation. Under
article 9 of the Regulation non-compliance with the requirements of the AML/CFT
preventive measures in the Regulation are subject to a fine from MOP 10,000 to MOP
500,000 for natural persons, and from MOP 100,000 to 5,000,000 for legal persons.

607. The Financial System Act also provides a framework of sanctions which may be
used for non-compliance with AML/CFT requirements, including the requirements in the
Guideline for Financial Institutions. Article 122 states that all acts which violate
regulations contained in notices or circulars from the AMCM are contraventions
punishable under chapter 2 of the Act. Articles 126 and 127 state that the
contraventions referred to in article 122 are punishable by fine; suspension of the voting
rights of any shareholder for a period of one to five years; prohibition from holding any
board position or carrying out management or directorship duties in any institution under
the AMCM'’s position for a period of six months to five years; loss of capital invested in
the operations carried out; and publication of the sanctions. Article 128 specifies that a
fine levied by the AMCM will be fixed at between MOP 10,000 and MOP 5,000,000. In
the case of a repeated offence, the minimum and maximum limits for the fine are twice
the originals. When the economic benefits gained by the offender exceed half the
maximum limit, the fine may be increased to the value of twice the benefits. Where the
offence can be remedied and has not resulted in significant damage to Macao, China’s
economy or its financial or monetary system, article 130 allows the AMCM to issue a
warning to the offender, instructing him to rectify the offence within a fixed period.
Articles 131 onwards lay down a procedural framework for the sanctions regime,
specifying that it applies to natural persons, legal persons even when not legally
incorporated and associations with no legal identity. The framework includes a potential
fine of up to MOP 10,000 if a person fails to appear at proceedings initiated by the
AMCM. Article 35 of the Financial System Act deals with the revocation of
authorisations. An authorisation may be revoked, inter alia, when an institution, in a
systematic and serious manner, fails to observe the laws and regulations of Macao,
China or the decision and guidelines issued by the Governor or the AMCM.
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608. Paragraph 13.7 of the Guideline for Financial Institutions and Paragraph 6.6 of
the Guideline on Large Cash Transactions refer to the regimes for sanctions in
Administrative Regulation No. 7/2006 and the Financial System Act for failure to meet
the Guidelines.

609. The AMCM has applied sanctions on two occasions, one of which was for poor
AML/CFT measures. In each case the on-site inspection team asked the AMCM'’s legal
department to consider whether a breach had taken place. Once the legal department
had confirmed a breach has taken place, administrative proceedings were commenced
and the institution has an opportunity to defend its position. The final decision as to
whether or not a sanction should be levied is taken by the Secretary. In one case a fine
of MOP 100,000 was applied to an institution for a failure to report suspicions to the GIF.
The AMCM also conducted a follow up on-site inspection to ascertain if the failing had
been corrected. In the second case a financial institution had been carrying out
unlicensed activity and a fine of MOP 1,000,000 was applied. The AMCM advises that
the sanctions process, from identifying a potential breach to the application of a
sanction, would normally be expected to take three months.

610. Regulation 7/2006 also applies to insurance companies and insurance
intermediaries and provides the AMCM with legal power to impose sanctions in respect
of poor AML/CFT measures by such entities. According to article 120 of the Macau
Insurance Ordinance, any violation of the Ordinance, or the regulatory provisions
contained in notices or circulars of the AMCM, constitute infringements punishable under
the Ordinance. Articles 121 and 122 of the Ordinance define the penalties as being a
fine; suspension of the administrative body or of another body with similar functions for a
period from six months to five years; the temporary suspension of the authorisation to
carry out insurance activity; revocation of the authorisation; confiscation of the capital
invested in the operations carried out; and publication of the sanctions applied. Article
123 onward provides procedures for levying sanctions. Article 126 gives the AMCM the
ability to issue warnings, mirroring the Financial System Act. Article 128 specifies that
the amount of a fine shall be not less than MOP 10,000 and not more than MOP
1,000,000, with the maximum limit being doubled where the financial benefit obtained by
the infringer is higher than MOP 500,000. Article 130 indicates that directors, general
representatives and persons responsible for the establishment of insurers are jointly and
severally liable for the payment of fines. Article 132 permits the AMCM to revoke an
authorisation for serious infringements which justify the permanent cessation of
particular classes of insurance or all insurance activity. Article 135 allows the preventive
suspension of individuals where such a measure is deemed necessary to conduct the
case or to safeguard policyholders’ interests. Any person who does not attend
proceedings can be fined up to MOP 10,000 under article 137.

611. Article 30 onwards of the Insurance Agents and Brokers Ordinance provides the
AMCM with the power to issue sanctions in respect of insurance intermediaries. Non-
compliance with the law and with complementary legislation is subject to a fine and the
temporary suspension or revocation of the authorisation. The ability to suspend or
revoke an authorisation does not appear to apply to poor AML/CFT measures but article
32 specifically provides that fines of between MOP 5,000 and MOP 50,000 may be
issued for the contravention of regulatory norms laid down in the AMCM'’s notices. The
penalty may be published by virtue of article 37.
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612. Paragraph 25 of the Insurance Guidelines refers to the penalties in the
Regulation.

613. Although sanctions have not been applied in respect of AML/CFT failings, the
AMCM does use its powers where breaches are uncovered. Since the beginning of
2001, seven insurance intermediaries have been fined amounts of between MOP 5,000
and MOP 50,000 for the misappropriation of funds.

Recommendation 17

Effective, dissuasive, and proportionate sanctions

614. Article 3 of Law No. 2/2006 on the prevention and suppression of ML makes it a
criminal offence to convert or transfer advantages, to assist or facilitate money
laundering, or to conceal or disguise the true nature, source, location, disposition,
movement or ownership of ownership of advantages. The maximum penalty applicable
is imprisonment of 2 to 8 years. Article 7 of Law No. 3/2006 on the prevention and
suppression of the crimes of terrorism and specifies a penalty of 1 to 8 years’
imprisonment for any person who renders available or collects funds with the purpose of
financing terrorism. The framework for administration sanctions is covered in
Recommendation 29 above. The sanctions for breaches of Administrative Regulation
No. 7/2006 are limited to fines of up to the equivalent of MOP 500,000 for individuals
and other natural persons, and MOP 5,000,000 for legal persons. In addition, the
AMCM is able to use sanctions under regulatory legislation — these have been used for
AML/CFT failings twice in 2002.

615. Paragraph 614 above is equally applicable to the insurance sector, with the
exception that no sanctions have been applied in respect of AML/CFT failings.
However, the Evaluation Team noted that sanctions have been applied for other failings.
Nevertheless, as the AMCM is in a transitional phase where attention is now being
focused on AML/CFT, the Evaluation Team is not wholly satisfied that the effectiveness
of the sanctions framework for AML/CFT cannot be demonstrated.

Designated authority to apply sanctions

616. According to article 10 of Regulation 7/2006, the supervisory authorities,
including the AMCM, are competent within their respective area of supervision in relation
to administrative infractions of the regulations. The Chief Executive has the final decision
— based on proposals by the AMCM — on the issue of a penalty. The AMCM also has
the ability to issue sanctions under the Financial System Act.

617. According to article 10 of Regulation 7/2006, the supervisory authorities,
including the AMCM, are competent within their respective area of supervision in relation
to administrative infractions of the regulations. The Chief Executive has the final decision
— based on proposals by the AMCM — on the issue of a penalty. The AMCM also has
the ability to issue sanctions under the Macau Insurance Ordinance and the Insurance
Agents and Brokers Ordinance.

128



Sanctions for legal persons, directors and senior management

618. Sanctions are available in relation to legal persons that are financial institutions,
and also to their directors and senior management.

619. The AMCM is able to impose disciplinary and financial sanctions, and revoke an
authorisation.

Market entry — R.23

620. The Financial System Act lays down the basic framework for preventing
criminals or their associates from holding or being the beneficial owner of a significant or
controlling interest, or holding a management function in a financial institution. Article 16
provides that only credit institutions which have been duly constituted and authorised
under the terms of the Act or under other legislation may operate a business involved in
accepting deposits and other repayable funds from the public.

621. Article 22 specifies the procedures for application for an incorporated credit
institution. The procedures include the provision to the AMCM of personal and
professional identification of the founding shareholders, the percentage of their
respective holdings in the share capital and a statement confirming the adequacy of the
shareholding structure with regard to the stability of the institution. If there are
shareholders who are corporate bodies with a holding equal to or greater than five
percent of the share capital of the institution to be incorporated, the following information
must also be provided:

¢ memorandum and articles of association;
e annual report and accounts in respect of the preceding three years;
¢ names and personal details of the members of the board of directors;

o distribution of the share capital and a list containing the names of shareholders
who hold over five percent of the respective share capital;

¢ names of other companies in whose capital they have qualifying holdings and
the structure of the respective group.

622. The AMCM may require any further information it deems necessary to be
provided to it to allow a full analysis of the application. The decision on the application
must, inter alia, take into account the suitability of the qualifying shareholders.

623. In respect of the establishment of branches, no.1b) of article 24 of the Financial
System Act requires the AMCM to be provided with a document issued by the
supervisory authority in the home country proving that the institution is legally constituted
and authorised to set up the branch, together with the identity of the managers and the
management mandate. Article 30 states that the managers of representative offices
must be resident in Macao, China. Article 40 provides that no individual or corporate
body may acquire directly or indirectly, a qualifying holding of a credit institution
incorporated in Macao, China or increase the same by over five percent of the share
capital or voting rights without prior approval from the AMCM, unless by its nature this
should prove to be impossible. In such cases the AMCM must be informed within 30
days. Article 41 gives the AMCM power to oppose the acquisition of or increase in the
gualifying holding if it is not satisfied that the shareholders can ensure the sound and
prudent management of the institution. Grounds for opposition are specified in the

129



article and include doubts about the legitimacy of the source of funds to be applied in
acquiring the holding, or doubt about the true identity of the owner of those funds.
Article 42 adds that voting rights may not be exercised where the AMCM has not given
its approval to the acquisition of or increase in a qualifying holding. Article 47 states that
the board of directors must be suitable. At least two members of the board must be
resident in Macao, sufficiently able to carry out their duties and have full powers to
effectively direct the institution. Branches of credit institutions must be managed by at
least two persons resident in Macao, China who are suitable, have adequate
professional experience and have powers to effectively direct the institution. Article 48
specifies the criteria for the suitability of managers of managers of branches, with article
49 specifying that directors of incorporated institutions and managers of branches must
register with the AMCM prior to commencing their duties and the procedure for
registration. Failure to comply with the registration requirement can lead to the
revocation of the institution’s authorisation.

624. Articles 116 to 120 of the Financial System Act deal specifically with financial
intermediaries and financial institutions other than credit institutions. Article 118
specifies that no person shall conduct a business as a financial intermediary or any other
financial institution unless it is authorised by the Governor, on advice through AMCM, by
an order which shall define the scope of business. Financial intermediaries and other
non-credit financial institutions must not be incorporated with a share capital of less than
the minimum specified by special law or in the order granting the authorisation. As
required by no.1 of article 119 any entity wishing to conduct financial intermediation or
other non-credit financial authority must provide the AMCM with documents, which
include:

¢ An explanation of the economic and financial reasons behind the entity’s intent
to operate in Macao;

e Specification of the activity which the entity intends to conduct with a feasibility
study on the investment plans with specific information concerning the capital,
technical and human resources to be used;

o Description of the type of company, indicating its administrative and accounting
structure;

¢ Full identification of the applicants as well as the partners or shareholders, their
respective holdings and, in the case of a corporate body, a copy of the existing
or drafted memorandum and articles of association.

¢ Full identification of the persons in charge of the management of the company
and their respective professional curricula;

e Any other additional information which AMCM may consider necessary to
process the application.

625. In deciding the application, the AMCM must take into account objectives of the
applicant; the existence of sufficient financial resources and an adequate legal form; the
reputation and the suitability of the applicant and of the persons who hold qualifying
holdings in the case of a corporate body.

626. Article 17 and 18 of the Offshore Sector Law contain specific requirements for
the establishment of offshore entities. These include receipt by the AMCM of previous
notification in the state or territory of origin, identifying those responsible for the
Macanese institution and that the transactions to be carried out fall within the terms of
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the licence granted to the institution in the state or territory of origin. Article 21 states
that the board of directors, administrative board and management of offshore financial
institutions must be suitable and be sufficiently able and experienced to carry out their
duties.

627. Other decree laws supplement but do not replace the Financial System Act,
namely the ones for Finance Companies, Venture Capital, Management of Assets on
Behalf of Third Parties and Investment Funds Management Companies.

628. Article 6 of Decree Law No. 15/83/M on the Finance Companies sets out the
authorisation procedures for finance companies. The application must be accompanied
by details of the founder shareholders and their respective holdings in the share capital,
together with any other information the AMCM considers necessary. Article 9 goes on to
add registration requirements — the register will include the up-to-date list of
shareholders and their respective holdings. Pursuant to article 29 of Decree-Law No.
15/83/M for Finance Companies, the provisions of the Financial Systems Act (except for
Part Il of the Act for financial intermediaries and other financial institutions) are
applicable to finance companies. This means that the AMCM can apply fit and proper
tests for the directors and senior management of finance companies.

629. Article 9 of Decree-Law No. 54/95/M on Venture Capital Companies specifies
that holders of qualifying shareholdings in such companies are subject to the fit and
proper requirements of the Financial System Act. Article 82 of Decree-Law N0.83/99/M
on Investment Funds/Fund Management Companies has a similar provision in respect of
the qualifying shareholders and management of investment fund management
companies.

630. The Macau Insurance Ordinance stipulates the conditions and criteria for
granting the authorisation of insurance companies. For insurers with their head office in
Macao, article 19 states that, in appraising an application for authorisation, the AMCM
must consider the integrity of the founder members and the integrity, qualifications and
professional experience of the persons who effectively manage the insurer. Integrity and
experience are defined in articles 20 and 21. The authorisation procedure in article 22
requires the AMCM to be provided with the personal and professional identification of
the founder members, indicating their respective share in the capital, and a confirmation
on the suitability of the shareholding structure on the stability of the insurer. Where the
founder members are corporate entities with a qualifying shareholding, the application
should also include the composition of the share capital, a list of shareholders with 10
percent or more of the share capital, a list of other companies in whose capital the
corporate entities hold a qualifying holding and the structure of the respective group.
Article 22 also required information on human resources to be provided to the AMCM
and the AMCM can require any further information and documents it deems necessary
to complete the application process. The fithess and propriety of directors and senior
management is evaluated by the AMCM. Article 25 onwards of the Ordinance contains
similar requirements as article 40 onwards of the Financial System Act (including the five
percent threshold) on the acquisition or increase of qualifying shareholdings and the
AMCM’s ability to oppose such holdings.

631. For branches of overseas insurers, article 35 lays down minimum conditions for

licensing. These include the effective establishment of the business as reflected, inter
alia, by a sufficiency of human resources. Article 36 specifies that the management of
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the branch shall be entrusted to a general representative whose moral and professional
competence is acceptable to the AMCM, and who shall be conferred with the necessary
powers to act on behalf of the insurer. Article 38 states the authorisation procedure for
branches — the same information is required as for incorporated insurers in article 22,
together with other elements. These elements include a certificate issued by the home
territory supervisor declaring that the applicant is legally incorporated and organised and
holds a licence to carry out insurance activity of a kind which the applicant intends to
carry out in Macao, China.

632. Article 92 provides that, for any insurer, any alteration of the share capital, or
any transfer of ownership, merger, amalgamation or any other form of transformation
requires the prior approval of the AMCM.

633. Articles 3 and 4 of the Insurance Agents and Brokers Ordinance provide that
persons undertaking insurance intermediary activity must be authorised.

634. Article 14 states that insurance agents applying for authorisation who are
individuals must provide identification information to the AMCM. In relation to the
authorisation of corporate bodies, identification details of all partners and their respective
share capital, together with identification details of directors or managers, must be
provided. For insurance agents with a head office overseas, the application must also
contain a document issued by the relevant entity attesting that the applicant is legally
formed and registered with the entity, together with a Record of No Criminal Conviction
issued less than ninety days before the date of application in respect of the personal
representative, or where its mandatory is a body corporate, in respect of the person in
charge of such body corporate. Applicants who are individuals must also not have been
sentenced or indicted for serious crimes such as fraud. For applicants with corporate
personality none of the partners, directors, managers or the representatives in Macao,
China must have been sentenced or indicted for serious crimes. For insurance agents
with a head office overseas representation in Macao, China shall rest with an individual
or corporate person considered to be fit and proper by the AMCM.

635. Article 15 applies the application procedures in article 14 to insurance
salesmen, together with a declaration from the insurance company, the corporate
insurance agent or the insurance broker, as the case may be, that the applicant is its
employee and is free to carry on insurance intermediary business.

636. Article 24 specifies that the documentary requirements of article 14 also apply
to insurance brokers. In the case of an insurance broker with a head office overseas,
the application for authorisation must include a document of proof that it has been
authorised as such in the territory of origin or registered with the association of insurance
brokers, together with a Record of No Criminal Conviction as outlined above. Article 25
provides that brokers with overseas head offices must be authorised to act as an
insurance broker in the overseas territory or be a member of an association of insurance
brokers, and none of the partners, directors, managers or representatives in Macao,
China must have been sentenced or indicted for serious crimes.
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Ongoing supervision and monitoring — R.23 & 32
Recommendation 23

637. Financial institutions are regulated and supervised by the AMCM and are
covered by AML/CFT Guidelines. The financial institutions are subject to authorisation
and ongoing supervision under the Financial System Act. The Act enables the AMCM to
undertake on-site and off-site supervision and apply sanctions in respect of financial
institutions’ activity, AML/CFT activity or otherwise. The AMCM has confirmed that its
supervisory activity is applied in respect of AML/CFT activity in a manner similar to its
supervision of other activity.

638. Insurers and insurance intermediaries are regulated by the AMCM and are
covered by AML/CFT Guidelines. Insurers and insurance intermediaries are subject to
authorisation and ongoing supervision under the Macau Insurance Ordinance and the
Insurance Agents and Brokers Ordinance respectively. The Ordinance confers powers
on the AMCM to perform on-site and off-site supervision and apply sanctions in respect
of an insurance sector entity’s activity, AML/CFT activity or otherwise. The AMCM has
confirmed that its supervisory activity in respect of AML/CFT by, for example, the issue
of AML/CFT Guidelines is applied in a similar manner to its supervision of other activity.

Recommendation 32

639. The number of on-sites conducted by the AMCM to banks and other financial
institutions is contained above. The sanctions applied are referred to above. In 2006,
there were almost one hundred cases of communications with overseas regulators in
relation to common supervisory matters, in which some were related to AML/CFT. With
reference to implementation, the Evaluation Team encourages the AMCM to routinely
maintain the statistics required under the FATF standards so that they are reviewed
periodically.

640. The AMCM has conducted no on-site inspections to the insurance sector, no
sanctions have been applied in respect of AML/CFT breaches and there have been no
formal requests for assistance relating to or including CFT. There are no statistics to be
maintained but, with regard to implementation this nil response has not been reviewed
periodically.

Guidelines — R.25 (Guidance for financial institutions other than on STRs)

641. Article 2 of Administrative Regulation No. 7/2006 states that the duties
established in the Regulation fall under the responsibility of the AMCM for banks and
other financial institutions and the insurance sector. As indicated elsewhere in this
report not all of the issues covered under the relevant FATF Recommendations are
covered in the guidelines. In May 2006 the AMCM issued a document on ML and FT
typologies to financial institutions. In addition, typologies are contained in the Insurance
Guidelines.

642. Article 17 of the Financial System Act provides that only credit institutions
(defined in Article 5 as banks, the Post Office Savings Department, financial leasing
companies and other companies legally classified as such) may operate a business
involved in accepting deposits and other repayable funds from the public. The
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designated operations are similar to the business carried out under FATF'’s definition of
financial institutions, except that the insurance sector in Macao, China is covered by the
Insurance Companies Ordinance. It appears, therefore, as though the Regulation and
the Guidelines cover all financial institutions. However, the guidance does not cover all
of the relevant areas of the FATF Recommendations — as outlined in part 3 of this report.

3.10.2 RECOMMENDATIONS AND COMMENTS

643. The supervisory and oversight system of the AMCM is very good — the only
substantial point in respect of recommendations 17, 23, 25, 29, 30 and 32 are that the
Insurance Supervision Department’s program of AML/CFT on-site inspections to the
insurance sector has yet to commence. In turn, this will require additional resources and
put the department in a position where the effectiveness of the framework for sanctions
for poor AML/CFT measures can be considered. The Insurance Supervision
Department will also need to bear in mind that a comprehensive monitoring program for
the whole insurance sector will require more than three additional staff. The Evaluation
Team makes the following recommendations:

¢ the Insurance Supervision Department of the AMCM should commence an on-
site inspection program for the insurance sector;

¢ the Banking Supervision and Insurance Supervision Departments of the AMCM
should recruit additional staff;

e supervisory statistics should be maintained routinely and reviewed; and

e the Guidelines issued by the Banking Supervision and Insurance Supervision
Departments should be extended to cover all of the issues under the relevant
FATF Recommendations.

Rating Summary of factors relevant to s.3.10 underlying overall rating

R.17 LC e The lack of sanctions in respect of the insurance sector means
effectiveness cannot be demonstrated.

R.23 LC e The on-site inspection program to the insurance sector has not
yet commenced.

R.25 LC e Guidance (including typologies) issued to financial institutions
and the insurance sector does not cover all of the issues in the
relevant FATF Recommendations.

R.29 C e This recommendation is fully observed

R.30 PC e The Banking Supervision and Insurance Supervision
Departments of the AMCM need additional staff resources.

R.32 PC e Routine maintenance and implementation (eg periodic review)
needs to take place in respect of supervisory AML/CFT statistics.

3.11 MONEY OR VALUE TRANSFER SERVICES (SR.VI)
3.11.1 DESCRIPTION AND ANALYSIS
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644. Other than registered financial institutions, there are two authorized
money/cash remitters in Macao, China. In addition, there is a cooperation between a
global money remitter and the Post Office Savings Department (a fully licensed credit
institution subject to the AMCM'’s regulation) to provide remittance services in Macau.

645. The Macao, China government registers remittance companies through the
AMCM, which has the ultimate authority regarding the oversight and supervision of this
sector. The registration of these entities requires that private operators place a MOP
1,000,000 (U$125,000) bond, and there is a 3-month probationary period for such
registration.

646. The primary client base of the remittance houses appears to be the Filipino
expatriate population in Macao, who use such services primarily for the sending of
earnings to families in the Philippines. Most of the Filipino customers appear to be
employed by casinos or in other domestic capacities in Macao, China. In either case
remittance companies are able to determine and record the source and origin of funds
being remitted by this primary consumer base, but through the provision of estimates in
annual income of each customer, and an assessment of the nature of their
business/employment. The volume of incoming remittances into Macao, China appears
to be fairly low.

647. Remittance companies in Macao, China are limited in their daily volume of
transactions: up to MOP 20,000 (U$2,500) per customer per day. For any individual
transaction above MOP 8,000 (U$1,000) remittance houses require specific
client/remitter information (ID, complete address in Macao, China and telephone
number), and these implementation of these requirements are overseen by the AMCM.
The Banking Supervision Department of the AMCM is the department responsible for
registering, regulating and inspecting remittance companies within Macao, China. The
Department maintains a list of the names and addresses of registered remittance
operators, and is responsible for ensuring compliance with registration requirements

648. The Banking Supervision Department conducted on-site inspections to the two
money/cash remitters in 2006 (and, before that, in 2003) but implementation of the new
2006 AML/CFT framework has yet to be tested. In light of its history of on-site
inspections, it is clear that the AMCM intends to monitor compliance by money remitters
with the new framework. Indeed, the Macao, China authorities have advised that the
AMCM carried out on-site inspections to the two remittance companies between the
assessment and the end of 2006.

649. Decree-Law No. 15/97/M gives the AMCM regulatory oversight of “companies
of express delivery of cash.” Under this Law, the AMCM is authorized to limit
movements of money and obligates remitters to “record all operations.”

650. Chapter 1, Article 2 of Administrative Regulation No. 7/2006 identifies the
AMCM as explicitly responsible for entities under its supervision, which includes money
remitters. Chapter 2 clearly describes the obligations with respect to due diligence,
reporting, record keeping and cooperation for all registered entities under supervision by
the AMCM.

651. According to Law No. 2/2006 “Prevention and suppression of the crime of
money laundering”, Chapter lll, Article 6, remittance companies are specifically obligated
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to comply with Article 7 of the Law as entities supervised by the AMCM and therefore
face the obligations as all registered entities with the AMCM, including those related to
AML/CFT.

652. Article 7 of the same law indicates that remitters are obligated to identify parties
to contracts whenever the operations “might provide indicia of the commission” of ML or
“involve substantial amounts”. Remitters are also obligated to refuse operations if
certain information can not be obtained, to keep records for a reasonable period of time,
to communicate the operations to competent authorities and to collaborate with all
authorities on their obligations.

653. The AMCM has issued two guidelines to its regulated entities (which
supplement previous guidelines), including money remitters:

1. Anti-money Laundering (AML) and combating the Financing of Terrorism (CFT)
Guideline for Financial Institutions; and

2. Anti-money Laundering (AML) and combating the Financing of Terrorism (CFT)
Guideline on Large Cash Transactions.

654. These guidelines contain the basic foundations for Customer Due Diligence
(CDD) criteria set forth in the FATF Recommendations — the assessments team'’s
comments on these guidelines are contained elsewhere in this report. Additionally,
specific guidance for money changers and cash remittance companies are provided for
the reporting of Large Cash Transactions.

655. The AMCM advised that senior officers of the remitters however have
participated in AML/CFT seminars it has organised, including the identification of
suspicious transactions. It would be beneficial for specific examples of suspicious
transactions relating to remittance houses to be added to the guidelines

656. The AMCM regulates MVT service operators and is responsible for ensuring
compliance with the FATF 40 + 9 Recommendations. The Banking Supervision
Department is responsible for the issuance of specific guidelines, and for conducting
both off-site surveillance and on-site inspections. Inspection manuals have been
updated to reflect new AML/CFT requirements and the AMCM is charged with
monitoring the implementation of these requirements.

657. Due to limited market size, the AMCM advises that Macao, China based MVT
service operators do not have any agents within Macao, China. As such, each private
operator manages a single point of business, with no other third party-led operations.

658. According to Article 11 of Decree law No. 15/97/M, MVT service operators must
seek the approval of the AMCM prior to opening any office. The Macao, China
authorities have confirmed that under these legal provisions, any MVT service operators
should obtain prior approval from AMCM to run MVT operations in Macao, whether by
the appointment of agents or otherwise. It is also forbidden for service operators to open
branches or representative offices outside Macao, China. Also, according to Article 18
of the same Law, MVT service operators must maintain a file with all contracted parties
outside of Macao, China as well as with relevant authorities.

659. According to Article 22 of Decree law No. 15/97/M, sanctions (“offences”) are
covered under Title IV of the Financial System Act of Macao, China.
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660. Articles 122 to 138 of Decree Law No. 32/93/M, the new Financial System Act,
identify unauthorized /prohibited activities, describe sanctions, and describe the process
for administering sanctions. Example sanctions include:

e Monetary penalties/Fines;

e Suspension of voting rights of any shareholder for a period of one to five years;
and

¢ Prohibition from holding a board or management position for six months to five
years.

661. Article 128 establishes monetary penalties/fines between MOP10,000
(U$1,250) and MOP5,000,000 (U$625,000) depending.

662. The AMCM has confirmed that no serious deficiencies had been detected
during its on-site inspections to remittance companies. Consequently there has been no
need to apply sanctions in respect of poor AML/CFT measures. Section 3.10.1 of this
report deals with the AMCM'’s powers of sanction and its use of such powers against
regulated institutions.

663. Guidelines have been issued by the AMCM, although there are some gaps in
those guidelines. There are systems in place for monitoring MVT service operators, for
on-site inspections of the new framework and the application of sanctions. Although
sanctions have not been applied against money remitters to date, there are only two
authorized remitters in business in Macao, China and an agency operated through the
Post Office. The Evaluation Team met representatives of both firms — both firms are
small and were aware of their AML/CFT responsibilities.

664. The Judiciary Police (PJ) were historically tasked with identifying informal/illegal
financial institutions and MVT service operators. In 2006, the PJ identified over 20
operations of suspected criminals involved in unauthorized financial activities such as
foreign exchange trading or the secret movement of illegal funds. These unauthorized
activities were part of activities where criminals and entities were subject to criminal
proceedings and sanctions in the Criminal Code. In addition, the AMCM has also been
engaged in taking measures to identify suspicious entities engaging in unauthorized
financial activities, such as maintenance of a database to collect information from other
government agencies such as the Macao Commercial Registry, the Judiciary Police, the
Public Prosecution Office, the Financial Department, the Consumer Council information
from public complaints, information from other overseas regulators and supervisory
authorities. On-site inspections were taken jointly with the Judiciary Police to eliminate
the unauthorized financial activities referred to above. According to its records, there
were 8 cases of infringement initiated by the AMCM in 2002. These cases involved
unauthorized money changing activities and the respective entities were fined and
closed down. Similar actions were taken against 8 cases in 2003, 4 cases in 2004, 4
cases in 2005 and 3 cases in 2006. All these cases involved unauthorized financial
activities such as money changing or forex trading. None of the cases involved casinos.
The AMCM has advised that it consulted with the remittance firms before the issue of the
new guidelines and provided training/explanations on the guidelines.
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3.11.2 RECOMMENDATIONS AND COMMENTS

665. Macao, China has developed a robust regulatory regime that includes
registration requirements and the application of AML/CFT provisions to the money
service business sector. Although the AMCM evaluated the effectiveness of the pre-
November 2006 AML/CFT framework, implementation and effectiveness of the new
framework cannot be assessed by the Evaluation Team at the time of the assessment
given the short period of time since its inception.

666. The authorities should consider criminalizing informal banking/informal MVTs so
that the Judiciary Police can investigate and recommend prosecution and the
appropriate regulatory authorities can enforce against non-compliance with AML/CFT
obligations

667. The AMCM should provide focussed examples of ML/FT risk to remittance
houses (including electronic transfer providers) and carry out the awareness raising
campaign to remittance houses planned for 2007 to seek to ensure that MVT personnel
can identify suspicious transactions.

668. The AMCM should continue to work with the Judiciary Police to develop a
strategy to identify and take enforcement action against unregistered MVTs.

3.11.3 COMPLIANCE WITH SPECIAL RECOMMENDATION VI

Rating Summary of factors underlying rating

implementation.

of remitters.

SR.VI LC e Implementation of the November 2006 AML/CFT framework
cannot be judged given the short period of time since its

e The Guidelines lack focused examples of suspicion in the context
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4. PREVENTIVE MEASURES — DESIGNATED NON-FINANCIAL
BUSINESSES AND PROFESSIONS

4.1 CUSTOMER DUE DILIGENCE AND RECORD-KEEPING (R.12)

4.1.1

669.

DESCRIPTION AND ANALYSIS

The DNFBP in Macao, China is dominated by the casino and gaming sector.

Given the nature of this activity, the casino and gaming sector is key in terms of
mitigating ML/FT risk. This factor has caused the assessors to attribute significant weight
to this sector when considering a rating for recommendation 12.

670.

A number of instructions, guidelines or preventive measures have been issued

in respect of DNFBP. These documents are:

instructions issued by the Gaming Inspection and Coordination Bureau (DICJ)
in 2006 specifically recording of transactions and patrons involved in gaming
transactions (these regulations exist in addition to those that apply with respect
to the admission and the admission control of casinos and gaming rooms);

instructions in respect of general procedures to be adopted with a view to
preventing ML crimes and FT issued by the Macao Economic Services in
respect of trust and company service providers. These instructions are
described as the TSP/CSP Instructions in this report;

instructions in respect of general procedures to be adopted with a view to
preventing ML crimes and FT issued by the Macao Economic Services in
respect of realty activities or the purchase and resale of real estate property.
These instructions are described as the Real Estate Instructions in this report;

instructions in respect of general procedures to be adopted with a view to
preventing ML crimes and FT issued by the Macao Economic Services in
respect of traders in goods of high unit value. These instructions are described
as Traders Instructions in this report;

guidelines on ML and the FT issued by the Legal Affairs Bureau in respect of
notaries and registrars. These Guidelines are described as the
Notaries/Registrars Guidelines in this report;

preventive measures on anti-ML and combating the FT issued by the Macao
Trade and Investment Promotion Institute in respect of offshore business
activities for commercial offshore services institutions and auxiliary offshore
services institutions. These preventive measures are described as the
Offshore Preventive Measures in this report;

instructions regarding the procedures to be adopted in order to comply with
duties regarding the prevention of ML and the FT issued by the Macao Lawyers
Association in respect of lawyers and trainee lawyers. These instructions are
described as the Lawyers Instructions in this report;

the anti-ML guideline issued by the Independent Commission for the Exercise
of the Disciplinary Power over solicitors. in respect of solicitors. This guideline
is described as the Solicitors Guideline in this report; and
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e the instructions for prevention and suppression of ML and FT for auditors,
accountants and tax consultants issued by the Finance Services Bureau,
through the Committee for the Registry of Auditors and Accountants. These
instructions are described as the Accountants Instructions in this report.

671. The analysis of AML/CFT measures below is divided into two categories, first
the measures for casinos and, second, consideration of the other DNFBP.

Background of the gaming industry

672. Detailed background and statistics on the gaming industry are included at
section 1.3 of this report and are not repeated here.

673. In 2005, the three gaming concessionaries - SJM, Venetian and Galaxy
generated a total MOP$44.72 billion in gross revenue, an increase of 11% over the
same period of 2004. This was a new record for revenues across the sector. Until
August 2006, the vyear-to-date total gross revenue for these three casino
concessionaries was MOP$34.1 billion. Gross revenue growth has represented an
explosive trend in the past five years, averaging 23% annually. Based on future
projections and expected entrants into the market in 2006, it is expected that revenues
will approach close to MOP$50 billion. Tax revenue earned from gaming activities in
Macao, China in 2005 was MOP$17.2 billion.

Casinos/Gaming Sector

674. The AML/CFT preventative measures that apply more generally to all
designated non-financial businesses and processions are the following: Laws No.
2/2006 and 3/2006, and Administrative Regulation No. 7/2006. Specifically, those
sectors covered by these provisions include auditors, accountants, tax advisors, lawyers,
solicitors, notary-public, registrars, casinos, offshore companies, pawn shops, dealers of
precious metals, stones and vehicles and company services providers. For the purposes
of this section of the report, those laws, regulations and guidance notes that apply
specifically to the casino/gaming sector itself are discussed. Supervisory authorities
governed by these Laws are obligated, as a matter of course to provide individual sector
specific guidance on the application of these provisions as well as are responsible for
the oversight and compliance with the relevant obligations. Furthermore, the
supervisory authority in this case, thus carries sanctions powers in the event of non-
compliance with the appropriate regulations or for other enforcement-related or
regulatory reasons.

675. The Gaming Inspection and Coordination Bureau (DICJ) is the lead supervisory
agency for the gaming/casino sector, and thus also has responsibilities with respect to
oversight and measure of compliance with AML/CFT obligations. Specifically, according
to Article 6 of Law 2/2006, those subject to the supervision by the DICJ are covered
under the rules and obligations to prevent ML and FT offences. They include entities
that operate games of chance (concessionaries and sub-concessionaries), lotteries,
mutual bets and promoters of games of chance in casinos. Other relevant legislation
and guidelines includes Law 16/2001 which provides the legal framework on games of
chance in casinos; Administrative Regulation No .26/2001 that regulates the suitability
and financial capacity of the concessionaries and sub-concessionaries and significant
shareholders in these entities; Administrative Regulation No. 6/2002 on the licensing of
junket promoters; the DICJ Instruction on AML/CFT; and the Guideline on Minimum
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Internal Control Requirements. In addition, the DICJ requires operators to submit their
internal procedures on AML/CFT to the DICJ for authorisation.

676. Regarding the specific preventive measures stipulated under Recommendation
12, in particular CDD, the following obligations apply per Instruction issued in 2006
specifically recording of transactions and patrons involved in those transactions (these
regulations exist in addition to those that apply with respect to the admission and the
admission control of casinos and gaming rooms):

e Any gaming transactions, acquisitions and redemptions of chips exceeding
MOP 500,000.00 (approximately USD 62,500);

e Any individual gaming transaction, acquisition or redemption of chips that may
fall under the above threshold but in aggregate over a 24 hour period meets or
exceeds MOP 500,000 (approximately USD 62,500);

e Any gaming or wagering credit transactions for the purpose of games of fortune
that meets or exceeds the above threshold;

e Any of the above transactions that may fall below the threshold, but by their
nature, complexity and value involved shows any unusual signs of ML activity

677. The thresholds referred to above are higher than the specified threshold for
casinos in FATF of USD3,000. The authorities consider that the FATF threshold is too
low and that the cultural background should be taken into account when assessing the
threshold for casinos in Macao, China. However, the Evaluation Team was not provided
with a written analysis of the potential effect of the thresholds or of how the cultural
background might apply to the thresholds. The authorities also state that the
MOP500,000 covers more activities than the FATF requires to be covered. With the
exception of the final criterion above, all identification and retention of records for this
information is to be kept in accordance with “large amount transaction report”
requirements. Should the final criterion be met, such information is to be retained in the
“suspicious transaction report” format as provided by the DICJ. The comments on
Recommendation 5 and Administrative Regulation No 7/2006 in part 3 of this report
apply also to casinos.

678. The specific information required for receipt and retention include: name or
names used, permanent residential address(es), date and place of birth, profession or
business nature, source of funds, and the signature of the patron. The verification of this
information must be obtained by comparing to original documents of identity and those
issued by official authorities. Such documents include official identity cards, passports
or other such identifier documentation. Where possible, the presence of patrons to
gaming centres should be verified by documents bearing photographs. All documents
must be preserved for five years. The comments on Recommendation 10 and
Administrative Regulations No. 7/2006 in section 3 of this report apply also to casinos.

679. The DICJ instruction also stipulates that specific training be conducted for
employees on a regular basis regarding the rules and procedures of identification and
recording of all game transactions, chip acquisitions and redemptions, and the process
for obtaining and reporting such information. Appendix Il to the Instruction provides
examples of suspicious transactions.
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680. The obligation for gaming operators to conduct ongoing due diligence or
monitoring is contained in the Guideline on Internal Control Requirements. The DICJ
Instruction does not require a risk-based assessment to be undertaken of customers of
gaming operations or of customers partaking of such activity except for PEPs. Macao,
China government officials are prohibited from engaging in gaming activities directly or
indirectly; their entry and access to concessionaries is also prohibited in Macao, China.
The Institution states that the identification of PEPs must be conducted according to the
additional due diligence measures. Transactions involving PEPs must be continuously
monitored and the source of funds of such transactions verified. There also exists no
requirement for enhanced ongoing monitoring of PEPs or other potentially high risk
customers as determined through risk assessments. The DICJ advised that a risk based
approach is required of operators through its analysis of their AML/CFT procedures of
operators.

681. Regarding technological developments, and non-face to face operations, there
are no specific regulations or guidance materials provided to address these issues more
broadly. There also do not appear to be any explicit policies or procedures in the event
non-face to face activity is undertaken or attempted, through front individuals, third
parties, junket operators or others operating under the names of absent beneficiaries.
Complex, unusual, large transactions, or unusual patterns of transactions that have no
apparent or visible economic or lawful purpose are covered in part. Entities subject to
the Instruction should record the following transactions and identify the participants
involved; gambling or wagering, based on its nature, complexity, the amount involved or
in a non-habitual manner indicates any activities of ML or FT; gaming credit, based on its
nature, complexity, the amount involved or in a non-habitual manner indicates any
activities of ML or FT; games promotion business, based on its complexity, the amount
involved or in a non-habitual manner indicates any activities of ML or FT . The
examples in Appendix Il to the Instruction would include such transactions. Such
transactions must also be recorded in a STR and reported to the GIF. Operators must
also take note of lists of suspected terrorists named in UN Security Council Resolutions
and published in the Official Gazette

682. In addition, Administrative Regulation No. 7/2006 regarding AML/CFT
procedures for all DNFBPs requires that all assistance, especially the disclosure of
information and the delivery of documents, shall be provided to, as and when requested
by, the competent authorities for the prevention of ML and FT. It is unclear between the
provisions in this rule and those stipulated by the DICJ, whether it is only in the event of
suspicion of ML or FT or after meeting established thresholds that the aforementioned
documentation should be made available to the competent authorities. In this event, it is
clear that the Financial Intelligence Office, Judiciary Police, and other enforcement may
have access to such information in the context of voluntary reporting or per request, but
it remains unclear whether in the context of general supervision by the DICJ that such
information can be made available in a timely fashion per the FATF recommendations.
The DICJ has advised that the GIF will, from June 2007 have access to the reports of
large amount transactions which must be made by operators to the DICJ. This will
enable GIF to analyse the reports in the context of other information in its possession.

683. The requirement of Article 8 of Administrative Regulation 7/2006 applies to the
casino sector. As considered in section 3.10 of this report this power is interpreted to
provide power to conduct AML/CFT on-site inspections. Article 33 of Law No 16/2001
provides explicit powers of inspection in relation to applicable laws and regulations.
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Article 12 of Administrative Rule No 6/2002reqires junket promoters to cooperate with
the DICJ. Hence, the general rules and regulations regarding the operations of casinos
in Macao, China stipulate that all concessionaries and sub-concessionaries must allow
for the inspection of gaming operations, for the purposes of testing of compliance for
AML/CFT measures. While the specific duties and obligations regarding gaming
inspection have been undertaken for audit and other purposes (see supervision and
monitoring), implementation of the Instruction could not be demonstrated at the time of
the assessment as it came into force shortly before the assessment. Regular meetings
are to be held with operators. In addition, the DICJ intends to introduce a manual for its
on-site and its off-site supervision of AML/CFT.

684. Junket operators and other game promoters also fall under the regulatory and
supervisory jurisdiction of the DICJ. Concessionaries themselves, however, have the
responsibility to maintain the list of junket operators or promoters through/with whom
they operate, and are obligated to submit such names to the DICJ on an annual basis.
Macao, China annually determines the maximum number of game promoters authorized
to operate with each concessionaire. There do not appear to be regulations addressing
the engagement of gaming activity through junkets or those associated with game
promotions. The junket promoters are agents between the operators and the patrons
attracted by the promoters — these patrons have fringe benefits when compared with
other customers of an operator. Junket promoters are not permitted to engage in
gaming — this is reserved for the operators. The operation of a junket is a licensed
activity under Administrative Regulation 6/2002. The existence of a junket promoter
does not absolve the operator from its AML/CFT responsibilities for the patrons
introduced by the operator. However, the DICJ Instruction would benefit from covering
junkets.

685. With regard to potentially corrupt junket promoters, Macao, China law
criminalizes corruption of all public servants. In addition, according to Article 336 of the
Penal Code of Macao, holders of management, supervision or other positions and
employees of public enterprises, of enterprises of public capital or with a significant
public share, or of concessionaires of public utilities or property or of companies running
a business in which is a monopoly, as well as staff of credit institutions’ are equivalent to
public servants. The Macao, China authorities have confirmed that if junket operators
are paid to launder money, this is considered to be a ML offence under Law No. 2/2006.
In addition, if such activities involve passive corruption of public servants or staff of
private sectors mentioned above, the authorities have stated that the junket promoter will
be charged with both the offences of active corruption and money laundering.

686. The DICJ has access to all information held by gaming operators except
information and documentation that is part of a criminal case under investigation by the
law enforcement authorities — this latter information is subject to the secrecy rules of the
Criminal Procedure Code. The DICJ has access to information and documentation of
the concessionaires and sub-concessionaires on the same basis. The limit between
what is or is not under criminal investigation is defined by the criminal case and by the
Criminal Procedure Code.

687. The disclosure of the information by the DICJ to the law enforcement agencies
is only possible under the rules of the Criminal Procedure Code. The authorities indicate
that all the supervisory authorities are empowered to carry out supervision on all the
entities concerned and therefore they can have access to all information including the
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suspicious transactions reported but only for “supervision purpose”. It is mandatory for
DICJ staff, as for all civil servants to give notice to law enforcement of all crimes that
they have knowledge on their duties according to the Criminal Procedure Code
(cfr.225.). In addition, according to Article no. 2, paragraph no. 3 of Administrative
Regulation 7/2006, when supervisory authorities detect suspicious transactions during
the course of their supervision work, they should report directly to the Public
Prosecutions Office. With the setting up of the GIF, it is intended to establish a feedback
system on reported suspicious transactions — this will include feedback to supervisory
bodies for their follow-up.

Other DNFBP

Anonymous accounts/fictitious names

688. Articles 3 and 4 of Regulation 7/2006 apply to the other DNFBP. The
Regulation contains the basic principle of identifying customers and, therefore, the other
DNFBP are not allowed to keep anonymous accounts or accounts in fictitious names.

When CDD is required

689.  Articles 3 and 4 of Regulation 7/2006 provide a duty to identify customers where
transactions (a) might indicate the commission of the crimes of ML or the FT, due to,
inter alia, their nature, complexity, amounts involved, volume or non-habitual occurrence,
relative to the activity of the customer; or (b) the operations exceed, either taken
together or individually the amount established by the relevant supervisory body. Under
article 5 DNFBP must refuse to perform any operation in the absence of the elements
necessary for compliance with the duties prescribed in articles 3 and 4.

690. Part lll of the TSP/CSP Instructions provides that TSPs and CSPs must identify
clients, as well as the relevant operations, when suspicion arises of any facts that might
point to a crime of ML or the FT. Part Il of the Real Estate Instructions and Part Il of
the Traders Instructions include an identical provision on suspicion but the duty to
identify clients also arises whenever the amount of the transaction equals or is in excess
of MOP 500,000 or MOP 100,000 respectively. Part lll of the Notaries/Registrars
Guidelines applies the same identification requirements regarding suspicion and a
threshold of whenever the value of the operations, isolated or jointly, exceeds MOP
500,000. Section 3.1 of the Offshore Preventive Measures also applies the same
identification requirements regarding suspicion, and also in respect of individual
business activity with cash settlement up to MOP 20,000, or an aggregate amount of
business activities with cash settlement up to MOP 250,000, or an aggregate amount of
one or more business activities with non-cash settlement of up to MOP 500,000. Article
4 of the Lawyers Instructions has the same identification requirements regarding
suspicion, and whenever the combined or individual value of the operations exceeds
MOP 1,000,000. Part IV of the Solicitors Guideline states that if there are signs showing
that the crime of ML or FT has been committed in the activities covered by the Guideline;
or the amount of money exceeds MOP500,000.00, or the equivalent value in foreign
currency, at one time or by many times, in respect of buying and selling immoveable
property; financing for establishing, operating or managing a company; establishing,
operating or managing a corporate body or an entity without a legal personality, or a
trading commercial entity; or the amount of money exceeds MOP50,000.00, or the
equivalent value in foreign currency, at one time or by many times, in respect of
managing a client's money; marketable securities or other assets; managing a bank
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account, saving account or marketable securities account, a registration must be
recorded appropriately. Paragraph 3 of the Accountants Instructions states that when
auditors, accountants and tax consultants, in exercising the functions of their profession,
engage or assist in the operations specified in the bullet points below or have knowledge
that such operations exist, they should fulfil the identification requirements where the
amount involved in a single operation or in a series of operations exceeds the following
amounts:

e buying and selling real property — MOP 500,000;
e management of client funds, securities or other assets — MOP 80,000;
e management of bank, savings or securities accounts — MOP 80,000;

e organisation of contributions necessary for the creation, operation or
management of companies — MOP 80,000; and

e the creation, operation or management of legal persons or entities without legal
personality, and buying and selling of enterprises — MOP 80,000.

691. There is no requirement in the TSP/CSP Instructions other than the trigger of
suspicion for undertaking CDD. The authorities suggested that this is because
TSP/CSP business involves services rather than goods and that the TSP/CSP has a
duty to undertake CDD when they are suspicious. The Evaluation Team remains of the
view that CDD for occasional transactions above the applicable designated threshold
should be covered in the TSP/CSP Instructions as occasional transactions may take
place such as the formation of a company. In the other Instructions, the Preventive
Measures and the Guidelines there appears to be no written reasoning as to why the
amounts for occasional transactions before CDD is undertaken are over the equivalent
of USD/€15,000. The value of real estate in Macao, China was referred to orally as the
reason for the MOP 50,000 threshold in the Real Estate Instructions. The Instructions,
Preventive Measures or Guidelines do not address undertaking CDD when the DNFBP
has doubles about the veracity or adequacy of previously obtained customer
identification data.

Required CDD measures

692. Articles 3 and 4 of Regulation 7/2006 provide a legal basis for identifying
customers. These articles provide that an identity document shall be demanded when
the operation might indicate the commission of the crimes of ML or the FT, or when the
amounts involved exceed the thresholds established by the supervisory authorities. The
duty to identify extends to representatives of the customer. Written information
concerning the operation regarding, inter alia, its nature, object, amount and the
methods of payment employed must also be recorded.

693. Lawyers must follow the Instructions when they act with regard to, or intervene,
in the following operations in a professional capacity:

e purchase and sale of realty;
e management of funds, securities and other assets belonging to clients;
e management of bank accounts, saving accounts or securities accounts;

e organisation of contributions with a view to the formation, operation or
management of companies;
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694.

formation, operation or management of juristic persons or entities without a
corporate personality; or

the transfer of all or part of commercial undertakings.

Part 11l of the Solicitors Guidelines are applicable to the activities and acts

involved in:

695.

buying and selling immovable property;

managing a client's money, marketable securities or other assets;
managing a bank account, saving account or marketable securities account;
financing for establishing, operating or managing a company;

establishing, operating or managing a corporate body or an entity without a
legal personality, or a trading commercial entity.

Part Il of the TSP/CSP Instructions states that clients must be identified.

Identification includes:

696.

697.

in the case of natural persons, a valid identification document with a
photograph; the clients’ full name, sex, nationality, permanent address, date
and place of birth; the clients’ representative or proxy; and the date and place
of issue of the identification document;

in the case of a legal person, the name of the company, head office and
registration number of the business in question;

identification and full details on the operation carried out;
date of the operation.

Part 11l of the Real Estate Instructions states that identification includes:

in the case of natural persons, a valid identification document with a
photograph; the clients’ full name, sex, nationality, permanent address, date
and place of birth; the clients’ representative or proxy; and the date and place
of issue of the identification document;

in the case of a legal person, the name of the company, head office and
registration number of the business in question;

full identification of the property;

type of transaction (purchase, sale, transfer);

total value of the transaction;

means of payment used (cash, cheque, credit card, loan, etc.);
date of transaction.

The duty of identification in Part Il of the Real Estate Instructions also relates to
transactions carried out by representatives or proxies.

Part 11l of the Traders Instructions states that identification includes:

in the case of natural persons, a valid identification document with a
photograph; the clients’ full name, sex, nationality, permanent address, date
and place of birth; the clients’ representative or proxy; and the date and place
of issue of the identification document;
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e in the case of a legal person, the name of the company, head office and
registration number of the business in question;

e detailed description of the goods that were the object of the transaction;
e value of the transaction;

e means of payment used (cash, cheque, credit card, loan, etc.);

e date of transaction.

The duty of identification in the Traders Instructions also relates to transactions
carried out by representatives or proxies.

698.  Part IV of the Notaries/Registrars Guidelines require registration to include:
o reference of the notary or registration act;
e date of the notary or registration act;

e identification of the contracting parties, their civil or legal representatives
(including the name, type and number of the identification document); the
identification document of the contracting parties, and their civil and legal
representatives, which must contain a photograph and be personally verified;

¢ identification of the legal transaction subject to the notary or legal act, namely
its object (identification of the property or legal person), amount (price,
company capital) and methods of payment employed (cheque, bank transfer,
bank loan, cash in pattacas or in foreign currency, etc.);

o whenever possible, any other elements that allow a better identification of the
contracting parties, their civil and legal representatives in the notary or
registration act (including nationality, address, date and place of birth,
profession, employer or business) and of the legal transaction carried through
by them (including the origin of funds).

699. For the purpose of knowing if a legal transaction exceeds, jointly with others,
MOP 500,000,000, account should be taken of other notary and registration acts carried
out by the same contracting party, or civil or legal representative, even if they have been
made through different parties, or with different civil or legal representatives, within the
30 days prior to the date of the notary or registration act. When the identification of the
contracting parties is obtained by declaration of witnesses, the witnesses’ identification
must also be obtained, and the witnesses must provide the relevant identification of the
contracting parties. In such cases, as well as in the cases where the identification of the
contracting parties, their civil or legal representatives, results from the personal
knowledge, it is not mandatory to show the identification document.

700. Paragraph 3.1.3 of the Offshore Preventive Measures states that the client is not
confined to the contractor (natural person or corporation) rendering services to
commercial offshore services and auxiliary offshore service institutions, but also to the
corresponding agent, trustee and beneficiary of the service provider — even with services
rendered through intermediaries. Following the assessment, the Macao, China
authorities advised the Evaluation Team that the words “beneficiary of the service
provider’ had been mistranslated and that the words should in fact read “beneficial
owner”. Paragraph 3.1.3, together with Paragraph 3.1.1, mean that entities subject to
the Offshore Preventive Measures should verify the identity of beneficial owners of legal
persons. Paragraph 3.1.6 states that the identification of a natural person is made
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through the verification of the identity card or any equivalent identification document,
essential personnel particulars including full name; nationality; date and place of birth;
details of identification documents such as identification number, date and place of
issue; and complete residential address. For corporations, paragraph 3.1.7 affirms that
identification is made through the verification of certificates or testimonials of which the
name of the company is listed, nature of business, type of company, share capital and
names of shareholders and directors. In addition, paragraph 3.1.8 provides that other
supplementary measures should be applied in case of doubt. In particular, certification
of related documents or presentation of additional documents should be requested.
Paragraph 3.2.1 states that written information concerning the operation, regarding inter
alia its nature, object, amount and the methods of payment employed must be recorded.

701. Under Part IV of the Solicitors Guidelines, the following information should be
included when recording a registration: the basic legal acts of the activities covered by
the Guidelines; the dates of the relevant activities; recognition of the identification of the
party, his/her representatives and the trustee, including the name, type, number and
issued date of the ID document. A photo must be shown on the ID document of the
party, the representatives and the trustee, and it should be checked personally;
identification of the information of the basic legal acts of the relevant activities, especially
the object (identification of the information of the immovable property or the corporate
body), amount of money (price and company capital), and the applied ways for payment
(cheque, bank transfer, cash — in Macao, China currency or foreign currency); if
possible, other identification information of the party, his/her representatives and the
trustee in the relevant activities has to be registered for better identification, including the
nationality, permanent address, date and place of birth, profession, the employer entity
or the business run by himself, telephone and mobile phone number, and other
information (including the source of capital) of the legal acts taken by those people.

702.  Article 4 of the Lawyers Instructions provides that lawyers shall obtain and retain
information regarding the identities of the parties and/or their representatives (including
name, identification document type and number and the issue date thereof). The
identification documents of the parties, or of their representatives, shall be produced to
the lawyer and shall contain a photograph, unless they are personal acquaintances of
the lawyer. The lawyer must, wherever possible, also obtain and record any other
information which makes it possible to better identify the parties and/or their
representatives (ie nationality, domicile, date and place of birth, occupation, employer or
business activity) and with regard to the operation effected by them (ie the source of the
funds).

703. Paragraph 1 of the Accountants Instructions provides that auditors, accountants
and tax consultants shall obtain written identification of clients and their representatives,
as well as other contractors if they come across any indications (even if mere indications
only) that there is commission of the crime of ML or FT, due to the nature, complexity,
amount involved or non-habitual occurrence of those operations.. Auditors, accountants
and tax consultants may extract identification from documents related to accounting and
auditing work, namely the name, type and number of identification document and the
date of issuance, permanent residential address, profession, professional domicile,
power of attorney and contact numbers, etc. Paragraph 2 implies that the purpose and
intended nature of the business relationship should be understood. For example, it
specifies that for the purposes of paragraph 1, the complexity of the operation is
understood as an operation that, through its preparatory or subsequent acts, indicates
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the intention to conceal the genuine nature of that operation to commit ML and the FT.
Paragraph 4 specifies that if auditors, accountants and tax consultants have knowledge
or have reasonable grounds to suspect that clients and contractors are not acting for
themselves, to fulfil the duty of identification, auditors and accountants shall obtain the
identification of the persons of whom these people are acting on behalf. Paragraph 5
states that for the purpose of determining if the amount of an operation, together with
that of other operations, cumulatively exceeds the thresholds set by the Finance
Services Bureau, the other operations for the same client, representative or agent that
took place within 30 days prior to the occurrence of that operation should be taken into
account. Paragraph 6 states that in addition to the duty to identify clients, their
representatives and contractors, auditors, accountants and tax consultants should also
identify the operations and record the information on the operations, namely the nature,
object, amount and payment methods.

704.  The Evaluation Team was pleased to note that a serious program of activity has
been undertaken to bring DNFBP into the AML/CFT framework. The various
Instructions, Guidelines and Preventive Measures have been tailored to the individual
sectors they cover, however they have abbreviated the FATF requirements. For
example, there is no explicit requirement for all DNFBP to verify the legal status of the
legal person or legal arrangement or to understand the ownership and control structure
of the customer. After the assessment the Macao, China authorities advised that they
considered such measures to be more relevant for casinos and other gaming operators,
company service providers, auditors and accountants and legal representatives. They
have advised that for DNFBP like traders of high value products, the transactions
involved are mainly occasional and that it is not practical to set up a strict requirement
for obtaining ownership and control structure of the customer before or immediately after
the transactions. For real estate agents, it is felt that there are already adequate
controls under the guidelines of legal representatives and notaries when execute
transactions on purchase and sale of real estate, and therefore, that it is not practical to
put additional burdens on small entities like real estate agents with dual control
measures. The Evaluation Team has sympathy with a risk-based approach being taken
— particularly where there is overlap between different DNFBP involved with the same
business relationship or occasional transaction. In the absence of formal documentation
on Macao, China’'s approach at the time of the assessment, the Evaluation Team
considers that its comments on legal status and ownership and controls structures must
stand.

Ongoing due diligence

705. The TSP/CSP Instructions, the Real Estate Instructions and the Traders
Instructions do not cover ongoing due diligence. The Notaries/Registrars Guidelines
also do not include such provisions. Paragraph 3.1.5 of the Offshore Preventive
Measures states that the procedure for identifying clients must be done not only in the
preliminary phase of the contract but also up to and including its completion and that
commercial offshore services and auxiliary offshore service institutions must keep up-to-
date registers of all clients and review the registers regularly. Paragraph 3.5.1 requires
enhanced ongoing monitoring for business relationships regarding business activities
with PEPs. Neither the Lawyers Instructions, the Solicitors Guidelines nor the
Accountants Instructions include specific references to ongoing due diligence. There is
an absence of provisions in generally on ongoing due diligence. The authorities advised
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that it is not practical to introduce measures for the ongoing monitoring of real estate
agents or traders as the transactions involved are occasional.

Risk

706. The TSP/CSP Instructions, the Real Estate Instructions and the Traders
Instructions do not include a risk-based approach — although the latter two Instructions
include examples of suspicious transactions - and, therefore, there is no requirement to
perform enhanced due diligence for higher risk categories of customer, business
relationship or transaction. The authorities raised concerned at the practicalities of
enhanced due diligence for higher risk customers, business relationships and
transactions. The Notaries/Registrars Guidelines contain a risk based approach to the
extent that in paragraph IV 4 enhanced and constant due diligence of all notary and
registration acts for PEPs from jurisdictions outside Macao, China is required to
determine the source of the wealth, funds and assets. Paragraph 3.2.2 of the Offshore
Preventive Measures notes that commercial offshore services and auxiliary offshore
service institutions can use related criteria for the evaluation of risk of clients, by
considering the client’'s background country of residence, transactions, the nature of the
services rendered and their profession. The Preventive Measures would benefit from
the inclusion of information on the implication of the evaluation of risk. Paragraph 3.5 of
the Preventive Measures includes enhanced measures for monitoring PEPs from the
PRC. The Solicitors guidelines do not contain an explicit risk based approach. Article
4.5 of the Lawyers Instructions also includes provisions for PEPs in any jurisdiction
outside Macao, China. Article 4.6 adds that lawyers shall increase their due diligence if
they are involved in, or are aware of operations involving large amounts, which are
foreign to the routine activity of the client or party, which occur with a frequency of less
than 30 days and which, when taken as a whole, exceed MOP 1,000,000; or whenever
the amount involved in the operation exceeds MOP100,000 of all the Instructions,
Guidelines and Preventive Measures, the Lawyers Instructions are closest to the
Methodology’s requirements. The Accountants Instructions do not contain a risk based
approach. As a whole the Instructions, Guidelines and Preventive Measures require
some amendment to meet the FATF standards for enhanced due diligence to be
undertaken for higher risk categories of customer, business relationship or transaction,
that is higher risk extending beyond PEPs.

Timing of verification

707.  Part Il of the TSP/CSP Instructions links the duty of identification to suspicion.
The Instructions state that the entities covered by the Instructions must identify clients
and relevant operations whenever suspicion arises of any facts that might point to a
crime of money laundering. This requirement applies when the entities are preparing for
or carrying out operations for and on behalf of a client. Part Ill of the Real Estate
Instructions and Part Il of the Traders Instructions also apply the same identification
requirement where there is a suspicion or when the transaction is of a minimum size.
Part IV of the Notaries/Registrar Guidelines has the same approach. Paragraph 3.1.1 of
the Offshore Preventive Measures is more specific on timing — it states that while
conducting any business activity, verification of the client's document should be applied
whenever the operation might indicate the commission of the crimes of ML or FT, or
when the business activity is of a specified size. Article 2 of the Lawyers Instruction
provides that lawyers must undertake identification when they act with regard to, or
intervene, in a professional capacity in the range of activities specified above. Part IV of
the Solicitors Guidelines link the timing of verification to suspicion of ML or FT and to
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when the relevant monetary thresholds are met. Paragraph 3 covers auditors,
accountants and tax consultants in exercising the functions of their profession, engage
or assist in the operation specified above.

708. Not all of the Instructions, Guidelines, or Preventive Measures cover the timing
of verification or the verification of beneficial owners. The Notaries/Registrars
Guidelines do not specify when identification should be undertaken but the Legal Affairs
Bureau confirmed to the Evaluation Team that it must be achieved before the
notary/registration act. The Trader Instructions also do not specify when verification
should be undertaken.

Failure to satisfactorily complete CDD

709. Part Il of the CSP/TSP Instructions states that the entities covered by the
Instructions must refuse the carrying out of any operation whenever the client, his
representative or proxy, if requested to do so, declines to provide all the details
necessary for the thorough implementation of the duty of identification. Part Ill of the
Real Estate Instructions and Part Il of the Traders Instructions contain identical wording.
Part IV of the Notaries/Registrars Guidelines states that the notary or registration act
must be refused whenever the contracting parties or their civil or legal representatives
refuse to supply the necessary element to comply with the obligation of identification and
the identification of the legal transaction subjacent to the notary or registration act except
where identification is obtained by the declaration of withesses. Paragraph 3.3 of the
Offshore Preventive Measures provides that institutions failing to obtain customer
information and related activities should refuse to undertake any business activities with
the prospective customer. Article 4 of the Lawyers Instructions states that lawyer shall
decline to accept instructions and act whenever the client, or its representatives, refuse
to provide the information necessary in order to comply with the duty to identify both
themselves and the operation — the efficacy of this provision is reduced as it does not
extend to the obtaining of information which makes it possible to better identify the
parties and/or their representatives (ie nationality, domicile, date and place of birth,
occupation, employer or business activity) and with regard to the operation effected by
them (ie the source of funds). Part IV of the Solicitors Guidelines states that the relevant
activities must be rejected when the party, his/her representatives and the trustee refuse
to provide the necessary information to comply with the obligation of their identification of
the basic legal act of the relevant act except in respect of the “other identification
information” such as the nationality and basic address. Part V of the Solicitors
Guidelines states that if a person refuses to provide information and there are signs
showing that the crime of ML or FT has been committed after considering the abnormal
situations in the relevant activities, a suspicious transaction report must be made (i.e. in
some circumstances the activity can progress). Article 8 of the Accountants Instructions
states that auditors, accountants and tax consultants should refuse the performance of
any operation in the event that they are denied access to information necessary to
perform their duty and to make a report to GIF.

710. The Lawyers Instructions and Solicitors Guidelines do not meet the obligation to
not commence a business relationship of perform a transaction when CDD cannot be
completed. In linking the refusal to perform an operation with the reporting of suspicion
to GIF the Accountants Instructions are the only guideline that require DNFBPs to
consider filing an STR when there is a failure to satisfactorily complete CDD. None of
the Instructions, Guidelines or Preventive Measures link the failure of satisfactorily
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completing CDD to an existing business relationship, and the termination of the
relationship and consideration of making an STR to GIF.

Existing customers

711. None of the Instructions, Guidelines or Preventive Measures applies CDD
requirements to existing customers. Although Paragraph 3.1.5 of the offshore Preventive
Measures requires service providers to keep up-to-date registers of all clients and review
the registers regularly this provision would appear to relate to clients taken on since the
guidelines came into force.

Application of Recommendations 6 and 8 to 11 to DNFBP

PEPs

712. The TSP/CSP Instructions, the Real Estate Instructions and the Trader
Instructions do not contain reference to PEPSs.

713. Part IV of the Notaries/Registrars Guidelines states that when the contracting
parties or one of them are individuals, their close family members or associates, or
companies clearly related with them, who are or have been entrusted with prominent
public functions in a jurisdiction outside Macao, China such as, for example, heads of
state or of government; senior politicians; senior government, judicial or military officials;
senior executives of state-owned corporations; and important political party officials,
there must be enhanced and constant diligence of all the notary and registration acts in
order to determine the source of wealth, funds or assets. The Guidelines partially meet
the FATF requirement, although the international standard extends beyond contracting
parties for institutions to be able to ascertain if beneficial owners are PEPs and that risk
management systems should be in place to identify PEPs. Senior management
approval is not required in respect of PEP relationships.

714. Paragraph 3.5 of the Offshore Preventive Measures defines PEPs as persons
with public functions in a foreign country or other regions in the PRC i.e. Heads of State
or of government, senior politicians, judicial or military officials, including their family
members and close associates. The definition also extends to former PEPs. In addition
to normal monitoring procedures:

e approval should be obtained from senior management for establishing
business relationships;

e reasonable measures should be taken to establish the source of wealth and the
source of funds;

e enhanced ongoing monitoring of the business relationship should be
undertaken.

715. These statements meet much of Recommendation 6 but there is no requirement
to put in place procedures to be able to determine whether a person is a PEP; no
requirement for senior management to approve the continuance of a relation if a
customer or beneficial owner is found to be a PEP once a business relationship has
commenced; no requirement to obtain the source of funds and the source of wealth of
beneficial owners identified as PEPs.
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716.  Article 4 of the Lawyers Instructions specifies that when parties involved in the
operation are natural persons, their relations or close associates, who hold or have held
leading public office in a foreign country or territory, eg heads of state or government,
leading politicians, senior civil servants, judicial or military officers, senior executives of
public sector corporation and important representatives of political parties, or
undertakings clearly related with them, the operation in question shall be subject to
special scrutiny as to the existence of any indication of the commission of the crimes
envisaged in the Instructions.

717. Part V of the Solicitors guidelines affirms that when a person who plays an
important role in public office, his close relatives, the shareholders in his company, the
members of his association or his consultants take part in the activities covered by the
Guidelines, attention should be given by solicitors as to whether there are any signs of
ML or terrorism financing. This sets the foundations for dealing with PEP risk but does
not meet Recommendation 6.

718. The Accountants Instructions do not refer to PEPs.

Non-face to face and misuse of technology

719. The Instructions, Guidelines and Preventive Measures do not refer to the misuse
of technological developments or CDD procedures for the specific risks of non-face to
face customers. From meetings with the supervisory authorities it was clear that, in
practice, non-face to face customers would be rare.

Reliance on intermediaries

720.  The Instructions, Guidelines and Preventive Measures do not include reference
to reliance on intermediaries or other third parties. Recommendation 9 can be regarded
as not applicable to DNFBPs in Macao, China.

Record keeping

721.  Article 6 of Regulation 7/2006 and Article 49 of the Commercial Code apply to
DNFBP.

722. Part 3 of the TSP/CSP Instructions states that identification documents of the
client, his representative or proxy, as well as the operation proper, must be kept from the
date of the transaction. Such records must be always available to Macao Economic
Services. Entities covered by the Instructions must set up a suitable record system. |If
an entity ceases operations the records kept until such date must be forwarded to
Macao Economic Services. The same provisions are contained in Part Il of the Real
Estate Instructions and Part 11l of the Traders Instructions.

723.  Part IV of the Notaries/Registrars Instructions specifies that the registration must
be kept for five years and available for the purposes of supervision by the Legal Affairs
Bureau. If an activity ceases or is suspended registration must be sent to the Legal
Affairs Bureau.

724. Paragraph 3.4 of the Offshore Preventive Measures states that verifiable
identification documents of clients and operations carried out must be kept for five years
from the date the contract is concluded or transaction closed. The Macao Trade and
Investment Promotion Institute has stated that, according to Paragraph 3.2 of the
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Offshore Preventive Measures, verifiable records also comprise written information
concerning the operation regarding, inter alia, its nature, object, amount and methods of
payment employed, and written information about customers’ backgrounds, country of
residence, transactions, the nature of services rendered and profession and that
retention of this information will be sufficient to form verifiable records for the
reconstruction of transactions. Although the latter elements are criteria in the Offshore
Preventive Measures for criteria for the evaluation of risk, the Evaluation Team accepts
the view of the Macao Trade and Investment Promotion Institute.

725.  Article 5 of the Lawyers Instructions provides that the information and records
referred to in article 4 shall be retained for at least five years from the day following the
date on which the operation is effected and shall be available for the purposes of
supervision. In the event of the cancellation or suspension of the law practice’s
membership of the Lawyer’'s Association for safekeeping.

726.  Part V of the Solicitors guidelines provides that records must be preserved for at
least 5 years, counted from the date of the registration, and they must be available for
the purpose of surveillance on the fulfilment of the preventive obligation by the
Commission for the Exercise of the Disciplinary Power over Solicitors.

727. Paragraph 9 of the Accountants Instructions provides that auditors, accountants
and tax consultants should conserve proof of identity documents for five years. The
documents should be provided to the Finance Services Bureau by a firm if it suspends
operations within the five year period.

728. The basic obligations under Recommendation 10 are not included in law or
regulation. In addition, the Instructions, Guidelines and Preventive Measures do not
include reference to transaction records being sufficient to permit reconstruction of
individual transactions.

Complex, large or unusual transactions

729. The Instructions, Guidelines and Preventive Measures do not include specific
reference to complex transactions, large transactions or unusual patterns of
transactions.

Overall implementation

730. The recent introduction of the Instructions, Guidelines and Preventive Measures
means that it will be some time before the effectiveness of the AML/CFT framework in
respect of DNFBP can be tested. The Solicitors Guidelines requires a report to be
provided to the Commission for the Exercise of Disciplinary Powers over Solicitors to be
provided to the commission each January in compliance with the obligations to prevent
ML and FT.

4.1.2 RECOMMENDATIONS AND COMMENTS
731. As foreshadowed in the opening comments to this section, the assessors are

particularly mindful of the importance of the casino / gaming sector to Macao, China and
its dominance in the DNFBP component of the economy. Accordingly, the assessment
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against Recommendation 12 is predominantly influenced by this sector. The Evaluation
Team also note that Administrative Regulation 7/2006 applies to all DNFBP and that all
of the DNFBP supervisors have issued guidelines on AML/CFT measures covering a
very wide range of businesses.

Gaming Sector

732. Macao, China has made significant efforts to bring the gaming sector into the
AML/CFT framework. While the legal framework has begun to be addressed with
respect to the application of AML/CFT provisions in the casino sector, gaps remain in
terms of those provisions meeting the FATF standards. In addition, and as a matter of
course, Macao, China authorities, including the DICJ and Judiciary Police should
conduct a comprehensive assessment of the risks to illicit finance, including ML and FT
in the casino sector, in keeping with the international standards and in an effort to gain a
better appreciation for the vulnerabilities inherent in the sector.

e In particular, all AML/CFT procedures, including those specific to CDD appear
to be limited to transactions that meet a specific threshold to generate a large
currency transaction report or a suspicious transaction report. The CDD
threshold — MOP 500,000 (approximately USD 62,500) is too high and needs to
be lowered in accordance with FATF standards. The threshold remains overly
high given the scope and volume of gaming business in Macao, China casinos.
Also, obtaining CDD outside these limits might alert money launderers that the
casino has suspicions about their activities.

e CDD obligations need to be specified as a matter of course, not simply in
generation of specific reporting. In addition, the asterisked items of the
Assessment Methodology should be included in law or regulation.

o Risk-based assessments need to be required for operators, and a process for
employing a risk based assessment of clients needs to be instituted for purpose
of making more comprehensive CDD procedures.

o Compliance testing of operators’ AML/CFT needs to be initiated by the DICJ.

e Clearer guidance, applying risk-based procedures, is needed with respect to
CDD procedures involving junket operators/gaming promoters.

e Enhanced ongoing monitoring for high risk customers - in addition to PEPs —
needs to be instituted.

Other DNFBPs

733. The Macanese authorities have made great efforts to bring DNFBPs within the
AML/CFT framework. Macao, China is to be commended for undertaking such a major
exercise.  Nevertheless, it is not clear as to why the Instructions, Guidelines and
Preventive Measures have covered some but not all of the Criteria of the FATF
Recommendations - no written explanations of a risk-based approach were provided.
Also, the introduction of the framework prior to the assessment means that
implementation could not be assessed, although it was clear that the Macao, China
authorities intended to put in place a program of on-site inspections.

734. The Evaluation Team recommends that:
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Consideration should be given as to the thresholds for occasional transactions
and why, on a risk-based approach, it may be considered necessary to differ
from the thresholds expected by the FATF;

Consideration should be given as to how to prevent DNFBP from committing
the tipping off offence when CDD measures are required other than when a
threshold is breached;

The Instructions, Guidelines and Preventive Measures should be amended so
as to require CDD to be undertaken when DNFBP have doubts about the
veracity or adequacy of previously obtained customer identification information;

The remaining asterisked Criteria of Recommendation 5 should be included in
law or regulation;

The Instructions, Guidelines and Preventive Measures should be amended to
include requirements in respect of:

o verification of the legal status of the legal person or legal arrangement;
0 understanding the ownership and control structure of the customer;

o how to conduct ongoing due diligence - including the scrutiny of
transactions and that documents, data or information collected under the
CDD process is kept up to date and relevant;

o the performance of enhanced due diligence for higher risk customers in
addition to the existing measures for PEPs;

o the Lawyers Instructions so that when a firm cannot meet Criteria 5.3 to
5.6 the firm should not be permitted to undertake an activity for the
customer;

o the Instructions, other than the Accountants Instructions, Guidelines and
Preventive Measures should consider making a suspicious transaction
report when a firm cannot comply with Criteria 5.3 to 5.6;

o where identification and verification requirements cannot be met by an
existing business relationship the Instructions, Guidelines and Preventive
Measures should require firms to consider making a suspicious
transaction report;

o CDD for existing customers.

Most of the Instructions should be amended to refer to PEPs; the references to
PEPs in the Notaries/Registrars Guidelines, the Offshore Preventive Measures
and the Lawyers Instructions should be enhanced;

The Instructions, Guidelines and Preventive Measures should be amended to
include reference to the misuse of technological developments and CDD
procedures for the specific risks of non-face to face business;

Law or regulation should be revised to meet the asterisked Criteria of
Recommendation 10 and the Instructions and Guidelines should be revised to
include reference to transaction records being sufficient to permit
reconstruction of individual transactions; and

The Instructions, Guidelines and Preventive Measures should be amended to
include reference to complex transactions, unusual large transactions and
unusual patterns of transactions that have no apparent or visible economic or
lawful purpose.
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413 COMPLIANCE WITH RECOMMENDATION 12
Rating Summary of factors relevant to s.4.1 underlying overall rating
R.12 PC | Gaming Sector

While legal obligations for CDD requirements are stipulated, the
recent introduction of these provisions means that there was
insufficient time before the assessment for implementation to be
demonstrated.

Key CDD and record keeping obligations are not included in law or
regulation..

The established threshold for obtaining casino customer data remains
too high.

Obligations to obtain customer information only appear to be
mandated for the purposes of identifying large currency transaction
reports and STRs.

No provisions exist for ongoing verification of customer information.
No provisions exist for ongoing monitoring of customer activity
There are no provisions on high risk customers beyond PEPs.

The guidance should give more clear instructions on the application
of CDD provisions on junket operators/game promoters.

Other DNFBPs

Key CDD and record keeping obligations are not included in law or
regulation;

The thresholds for CDD for occasional transactions differ from those
of the FATF;

There is no requirement to understand the ownership and control
structure of the customer or to conduct ongoing due diligence; there
is no requirement to consider making an STR when required CDD
measures cannot be undertaken for existing customers;

The guidelines do not refer to the misuse of technological
developments, CDD procedures for the specific risks of non-face to
face business or complex, unusual large transactions or unusual
patterns of transactions; or maintaining transaction records.

4.2 SUSPICIOUS TRANSACTION REPORTING (R.16)
4.2.1 DESCRIPTION AND ANALYSIS

Compliance with Recommendation 16

Gaming Sector

735.

The requirements for reporting suspicious transactions by casinos/gaming
operators are stipulated under the same rules and regulations highlighted above — ie
Regulation 7/2006 pertaining to all DNFBPs as well as under Instruction 2/2006 enforced
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by the DICJ. As described above, the specific obligations regarding the reporting of
suspicious transactions are the following:

e For those stipulated under Administrative Regulation 7/2006 for DNFBPs: The
operations that might provide indicia of the commission of the crimes of ML or
FT, due to, inter alia, their nature, complexity, amounts involved, volume or
non-habitual occurrence, relative to the activity of the contractor, client or
patron, must be communicated to the GIF within 2 working days following the
performance of such operations.

e For those stipulated specifically by the DICJ for the gaming sector: Any gaming
transaction, acquisition and redemption of chips, including those falling below
the threshold of MOP 500,000 (approximately USD 62,500), which by their
nature, complexity and value involved shows any unusual signs of ML activity.
Such information is to be retained and reported in accordance through the
“suspicious transaction report” format as provided by the DICJ in its Instruction.

736. The Regulations and the instruction describe the conditions under which
suspicious transactions would need to be reported. In addition, the DICJ instruction
addresses suspicion of FT as well as ML. As noted above, the Instruction provides
thresholds for when CDD should be undertaken and when transactions which, by their
nature, complexity and value, show any unusual signs of ML activity. This provision on
undertaking CDD when transactions show any unusual signs of ML potentially alerts
persons asked to provide CDD in such circumstances that they may be suspected of
money laundering. This may potentially prejudice any investigation and there was a
concern expressed to the Evaluation Team that money launderers would be tipped off.

737. According to the Instructions, STRs must be completed at times when “obvious
signs in establishing money laundering in casinos are recognized” and must be
completed by that casino staff or game promoter in the course of their duties. In
addition, the staff responsible for follow-up and coordination of STRs must initial their
STR submissions. Such submissions, according to the Instruction must be submitted to
the GIF directly within 2 days of the staff responsible having initiated the reports, and to
the DICJ in the same period of time. There do not appear to be any obligations for the
DICJ itself to, in the course of its supervision uncovering suspicious transactions, report
such transactions to the GIF. However, it is mandatory for the all civil servants to give
notice of all crimes that they have knowledge on their duties according to the Criminal
Procedure Code (cfr.225.) and, according to Article no. 2, paragraph no. 3 of
Administrative Regulation 7/2006, in cases where supervisory authorities detect
suspicious transactions during the course of supervision work, they should report directly
to the Public Prosecutions Office. In order to have better coordination of work, the GIF
intends to sign an agreement with the MP that information on direct reports from
supervisory authorities will be provided to the GIF.

738. 83 STRs were submitted by the casinos or any other DNFBPs to the GIF
between 12 November 2006 until the end of 2006.

739. Paragraph 10 of the Instruction prohibits “tipping off” by imposing confidentiality
obligations on the contents of STRs.
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740. With regard to the application of Recommendation 15, the DICJ Instruction
provides that: the internal rules and procedures of operators should have, at the least,
the following:

o the identification and follow-up of the participants involved in suspicious
transactions or large amount transactions;

¢ the identification of suspicious transactions or large amount transactions;
e report suspicious transactions to GIF;
¢ nomination and empowerment of the compliance officer(s);

o establish the control measures for the fulfilment of obligations of recording and
reporting the suspicious transactions and large amount transactions, to be
implemented by accounts department and internal audit department;

e provide training to the employees about the rules and procedures on prevention
of crimes and ML and FT;

o the issue, acceptance and discount of cheques from layers or wagers, or from
their agents or persons for whom they act;

¢ the confidentiality of the information received or reported.

741. The internal rules and procedures must be approved, within three (3) months
after this Instruction becomes effective, by the addressees of this Instruction and
confirmed by DICJ. The period referred to in the previous sentence can be extended by
order of the Director of the DICJ, in exceptional and justified circumstances. The internal
rules and procedures confirmed by the DICJ must be disclosed and explained to the
employees concerned. The DICJ, in exercising its duties, can determine modifications
or amendments to the internal rules and procedures.

742. Entities governed by the Instruction should at least designate one employee
and other designees as compliance officers, to monitor the compliance of the policies
and procedures applicable under the preventive measures against crimes of ML and FT,
and to conduct necessary coordination to ensure proper compliance. The DICJ may
decide to change the compliance officer(s) if DICJ considers the qualification or the
technical knowledge of the compliance officer(s) is inadequate.

743. The above mentioned compliance officer(s) should be responsible for reviewing
and evaluating the reports of large transactions and STRs, to follow up and submit the
STRs to GIF.

744. The compliance officer should have the independent authority and possess
adequate experience necessary to carry out functions stated in the previous clause. The
names of the compliance officer(s) should be notified to DICJ promptly.

745. In connection with Recommendation 21, the DICJ can modify operators’ internal
rules and procedures or issue revised guidance but the recommendation will be satisfied
once the Instruction is amended to explicitly refer to the Criteria of the Recommendation.

746. As these requirements have only recently been in force, no implementation has
been tested, nor have any statistics been provided regarding the number of STRs
reported by the gaming sector. In addition, no training is envisioned on the identification
of submission and the submission of STRs was provided/described or envisioned by the
DICJ or other authorities in Macao, China for the sector.
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Other DNFBP

747. The comments made in section 3.7.1 of this report, which deals with suspicious
transaction reporting, are pertinent here. Section 3.7.1 makes it clear that STR
requirements apply to DNFBP.

748. Article 7 of Regulation 7/2006 specifies that operations that might provide
indications of the crimes of ML or the FT, due to, inter alia, their nature, complexity,
amounts involved, volume or non-habitual occurrence, relative to the activity of the
contractor, client or patron must be communicated to GIF within two working days
following the performance of such operations.

749.  Section Il of the TSP/CSP Instructions refers to making a notification to GIF
within the two day deadline and that the notification must be carried out using the form
issued by GIF. Part Ill of the Real Estate Instructions and Part Il of the Traders
Instructions contain identical provisions.

750. Part V of the Notaries/Registrars Guidelines specifies that all notary or
registration acts whose subjacent legal transactions may provide indication of the
commitment of a ML or FT offence, under any form of participation, by the contracting
parties and their civil or legal representatives, must be reported to GIF within two
working days of the transaction. A refusal to provide identification information, taking
into account consideration of the non-habitual occurrence of the notary or registration
act, must also be reported if the refusal provides an indication of an offence being
committed. The reporting form is attached as an annex to the Guidelines. All
documents collected, together with a copy of all documents that entitle the notary or
registration act, must be attached with the report of suspicion.

751. Paragraph 3.6 of the Offshore Preventive Measures covers the requirement of
article 7 of Administrative Regulation 7/2006. The template for the suspicion report is
attached to the Preventive Measures and paragraph 3.6 specifies that it must include all
information collected for the identification of the customer, as well as the business
activities that are out of the ordinary.

752.  Article 6 of the Lawyers Instructions also contain reference to the two working
day reporting deadline — operations which indicate the commission of the crimes of ML
or the FT should be communicated to the GIF within two working days of the occurrence
of an operation. Article 8 of the Lawyers Instructions deals with the legal professional
privilege. The duty to report a suspicion to the GIF does not imply the communication or
provision of any information obtained by a lawyer in the context of the legal evaluation of
a client's circumstances, within the context of the provision of legal advice, the defence
or representation of the client in legal proceedings or with regard to legal proceedings,
including advice regarding the way in which to commence or avoid proceedings, whether
the information is obtained before, during or after the proceedings.

753. Paragraph 7 of the Accountants Instructions specifies that a report should be
made to the GIF within two working days from the commencement or discovery of
activities pertaining to the ML or financing of crime offences.

754. By virtue of Administrative Regulation 7/2006 and the Lawyers Instructions,
reports of suspicion must be made to the GIF.
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Application of Recommendations 14, 15 and 21 to DNFBP

Protection and prohibition against ‘tipping off

755. The comments made in section 3.7.1 of this report, which deals with the
protections which must be available to persons reporting a suspicion and the tipping off
offence, are pertinent here.

756. Part Il of the TSP/CSP Instructions states that it is forbidden to the entities
covered by the Instructions, as well as to all those who work for them, either on a
permanent, temporary or sporadic basis, to inform their clients, their representatives or
proxies, or to any third parties whatsoever, that a particular transaction raised suspicions
of a crime of ML or FT and that, as a result, notification to the GIF ensued. Part lll of the
Real Estate Instructions and Part Ill of the Traders Instructions contain identical
provisions.

757.  Part V of the Notaries/Registrars Guidelines indicate that it cannot be disclosed
to the contracting parties, their civil or legal representatives and to third parties, that the
legal transaction subjacent to the notary or registration act was considered to reveal
indications of the commission of the crime of ML or the FT, nor that, in consequence, a
report was made to the GIF.

758. Paragraph 3.6.3 of the Offshore Preventive Measures specifies that it is
forbidden to inform the customer or third party regarding the known information related
to the reporting of a suspicion.

759. Article 6 of the Lawyers Instructions provides that lawyers shall not reveal to the
client or party, or their representatives that they consider that a certain operation
indicates the commission of the crimes of ML or the FT, or that a communication has
been made to the GIF.

760. Part V of the Solicitors Guidelines states that it will not be disclosed to the party,
his/her representatives, the trustee and the third party if it is believed that the crimes of
ML or FT have been committed. The Guidelines go on to advise that even if GIF has
been informed, the incident must not be discovered to these people.

761. Paragraph 11 of the Accountants Instructions states that, if it is suspected that
an operation presents traces of ML or the FT, this should not be disclosed to clients,
their representatives, agents or third parties. The existence of a report to the GIF should
also not be disclosed.

Internal controls

762. The Instructions, Guidelines and Preventive Measures contain provisions on
CDD, record retention and the reporting obligation. Records must be always available.
Nevertheless, virtually all of the elements of the Essential Criteria relating to
Recommendation 15 are not included in the Instructions, Guidelines and Preventive
Measures. The authorities have advised that for small DNFBP like estate agents and
traders of high value goods it is not practical to impose all of the requirement of
Recommendation 15, taking into account the business size and management capacity of
such firms. The authorities also advise that further enhancements will be made
progressively.
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Jurisdictions not/insufficiently applying FATF Recommendations

763. The Instructions, Guidelines or Preventive Measures could be used to advise
DNFBP about concerns about weaknesses in the AML/CFT systems of other
jurisdictions. Equally, these documents could be used to apply appropriate counter-
measures where a country continues not to apply or insufficiently applies the FATF
Recommendations. DNFBP are not required to give special attention to business
relationships and transactions with persons from or in jurisdictions which do not or
insufficiently apply the FATF Recommendations. In addition, DNFBP are not required to
examine as for possible and make written findings available if such transactions have to
apparent economic or visible lawful purpose. The authorities have advised that for small
DNFBP like estate agents and traders of high value goods it is not practical to impose all
of the requirement of Recommendation 21, taking into account the business size and
management capacity of such firms. The authorities also advise that further
enhancements will be made progressively.

4.2.2 RECOMMENDATIONS AND COMMENTS

764. The Guidelines on the reporting of suspicion are would benefit from clarity on
the reporting of attempted transactions and the avoidance of tipping off offences.

765. The following recommendations are suggested:

e Consideration should be given as to how best to avoid the possibility that in
certain circumstances, in being asked to provide CDD information, money
launderers may become aware that casino staff consider their transactions
show unusual signs of money laundering.

e Attempted transactions that are suspicious in nature should explicitly be made
a requirement for reporting in the guidelines.

e STR reporting by the DICJ in the course of its oversight and supervision should
be considered.

e Training should be provided on the identification of suspicion and the reporting
requirements and processes for STRs to the sector

Whilst Macao, China is to be commended for introducing the Instructions,
Guidelines and Preventive Measures for DNFBP, their brevity means that
Recommendations 15 and 21 as they apply to DNFBP are mostly not met. In
addition, it will take some time for implementation to be demonstrated given the
timing of introduction of Regulation 7/2006 and the underlying guidelines.

4.2.3 COMPLIANCE WITH RECOMMENDATION 16

Rating Summary of factors relevant to s.4.2 underlying overall rating

R.16 LC e Attempted transactions that are suspicious in nature are not
explicitly made a requirement for reporting in the DICJ Instruction.

e Elements relating to compliance and paying special attention to
business relationships and transactions with persons from or in
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jurisdictions insufficiently applying the FATF Recommendation
are not included in the Instructions, Guidelines and the
Preventive Measures.

e |tistoo early to demonstrate effective implementation.

4.3 REGULATION, SUPERVISION AND MONITORING (R.24-25)
4.3.1 DESCRIPTION AND ANALYSIS

Recommendation 24

Gaming Sector

766. The DICJ is the responsible authority for ensuring compliance with the sector’'s
obligation to AML/CFT requirements. In addition, the Judiciary Police is the responsible
authority regarding casino-related crimes more generally. Specifically, while criminal
investigations regarding casino-related crimes — including ML and FT is handled by the
Judiciary Police, the preventative measures with respect to ML and FT are relegated to
the DICJ. Consistent with this responsibility is the need to resource the DICJ to a level
sufficient to govern the sector — with adequate training to ensure the sector’'s compliance
with AML/CFT requirements can be properly assessed. The DICJ intend to provide such
training and recruit additional staff in 2007.

767. AML/CFT obligations are applicable and enforceable on the concessionaires
through Law No. 2/2006, Law No. 3/2006, and Administrative Regulation No. 7 /2006. In
addition, Law No. 5/2004, 16/2001, Administrative Regulation No. 26/2001, and
Administrative Regulation No. 6/2001, and contain provisions of the regulation regime for
gaming.

768. Administrative Regulation 7/2006 governing all DNFBPs lays out the
supervisory authorities governing the DNFBP sectors, including casinos, and the
administrative infractions associated with non-compliance with the AML/CFT obligations.
Administrative fines are stipulated, depending on whether the offender is a natural or
legal person, and negligence is punishable. In addition, it is stipulated that when the
economic benefit obtained by the offender from the commission of the infraction exceeds
half of the maximum limit established, these fines shall be doubled. The Regulation
affirms that the procedures for administering enforcement actions for non-compliance
with the Regulation is with the competent authority within the respective areas of
supervision — in this case, the DICJ for the gaming sector.

769. The gaming activity, according to Article 7 of Law No. 16/2001, is an activity
confined to Macao, China and the operations of which are limited to limited liability
companies incorporated in the Region and to which a concession has been granted by
means of an administrative contract, in accordance with the terms of Law No.16/2001. A
public tender precedes the granting of concession for the operations of games of fortune
in casinos as per Article 8 of Law No. 16/2001. A concession for the operation of games
of fortune are only awarded to bidders considered suitable to obtain such a concession —
the process for which is betted in accordance with Article 14 of the Law No. 16/2001.
Shareholder qualifications, which include those who directly or indirectly own an interest
in the concessionaire equal to or more than 5 % of the company’s share capital, the
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directors and key employees, are also subject to vetting procedures for suitability per
Article 8 of Administrative Regulation No. 26/2001.

770. Tender applications take into account the following criteria:
e The applicant or concession holder’s business experience,

e The applicant or concession holder’s reputation, which includes an assessment
of risk associated with the applicant,

e The nature of business and reputation of other group companies related to the
applicant or concession holder, namely its main associates, which also
includes an assessment of risk associated with the applicant company or the
concession holder; and

e The nature of business and reputation of the applicant or concession holder’s
direct associates, hamely those that are its main associates.

771. Such assessments to determine suitability of the applicant or concession
holder's key employees, directors or others positions of importance in the casinos are
laid out in accordance with those stipulated by the Secretary for Economy and Finance.

772. The risk assessments referred to above must include information and data
regarding the identification of the individual or company and the respective holders of the
social bodies, any lawsuits proposed by them or if sued in law, its economical and
financial situation including eventual loans or relevant financial operations and the
estimation of the value of goods and rights it holds, under the terms required in the
Administrative Regulation. Under this obligation, the information that must be disclosed
is in Article 10 of Administrative Regulation No. 26/2001. The Macao, China authorities
advise that these risk assessments have taken into consideration ML and FT as
suitability is a broad concept and includes all criminality. No statistics or studies were
provided on these risks, or sample risk assessments regarding the application toward
the regulation of casinos more generally.

773. Regarding Recommendation 25, other than the instructions described above,
there are no other additional guidelines specific to casinos and gaming regarding the
AML/CFT obligations facing the sector. While making reference to the international
standards in its Instructions, no specific written guidance to the sector on the practical
application of AML/CFT requirements. scope of the FATF 40+9 Recommendations or
any additional measures that the sector could take to protect against ML and FT has
been issued. Nevertheless, the DICJ has confirmed that it clarifies the preventive
measures on AML/CFT during meetings with gaming operators and intends to update
the Instruction with more AML/CFT techniques and methods.

774. Macanese authorities have submitted to the APG, in the course of typologies
work, possible ML methods and case studies. Gaming typologies are included in a
schedule to the DICJ Instruction in order to give guidance to concessionaires on ML/FT
risks. Face-to-face or dedicated outreach, education or training initiatives on the scope
and application of countermeasures that can be taken, or in the fulfilment of AML/CFT
obligations have not been undertaken. Case studies and typologies have been
incorporated into any training for casino operators re AML procedures, including for
purposes of assessing the effectiveness of measures undertaken by gaming
concessionaires in the fulfilment of their duties. The DICJ intends to undertake such
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outreach in 2007, including the establishment of a training manual which will include
typologies.

Other DNFBP

775. Article 8 of Administrative Regulation 7/2006 specifies that all assistance,
especially the disclosure of information and the delivery of documents, shall be provided
to, as and when requested by, the competent authorities for the prevention and
suppression of the crimes of ML and the FT. This provides a framework for the
supervisory authorities to monitor DNFBP and ensure compliance with the AML/CFT
requirements of Regulation 7/2006. In light of the introduction of the Instructions,
Guidelines and Preventive Measures in November 2006 — just before the assessment —
the monitoring mechanisms had yet to be commenced.

776.  The Finance Services Bureau considers that Macao, China’s tax legislation also
enables the Bureau to conduct on-site inspections of the AML/CFT measures
undertaken by auditors, accountants and tax advisers. In addition, the Finance Services
Bureau has advised that the legislation also enables it to conduct on-site inspections of
accounting records of auditors, accountants and tax advisers, and that such inspections
could lead to the detection of ML/FT activities.

777. The Macao Economic Services expects to recruit a substantial number of staff in
order to undertake monitoring of trust and company service providers, real estate agents
and traders in goods of high unit value.

778. The Legal Affairs Bureau intends to recruit additional staff in order to undertake
on-site visits to notaries and registrars. In the meantime, the Bureau will monitor the
information relating to notary and registration acts on its computer database. The
database was demonstrated to the Evaluation Team — it was clear to the Evaluation
Team that the database will be a valuable tool.

779. The Macao Trade and Investment Promotion Institute has conducted on-site
inspections since 2000 to check, for example, the substantiality of their presence in
Macao, China — AML/CFT measures will be added to the scope of these assessments.
A checklist is being prepared in order to structure the AML/CFT extension to the on-site
program. In addition, entities subject to the Offshore Preventive Measures will be
required annually to confirm compliance with the Preventive Measures and the number
of reports of suspicion which have been made to the GIF.

780. The Macao Lawyers Association has asked lawyers to provide feedback on the
Lawyers Instructions. The Association considers the greatest area of risk to be the use
of client accounts — which is covered in article 9 of the Lawyers Instructions. The article
requires lawyers, by the end of January each year, to submit a certificate issued by an
auditor or accountant confirming that the transactions put through the client accounts are
proper. Lawyers are not allowed to permit their clients to use client accounts in order to
deposit moneys in respect of which the lawyer is unaware of the source or purpose.

781. There are some 148 registered accountants, 119 registered auditors and 10
registered auditing firms in Macao, China. An on-site inspection program is proposed by
the Finance Services Bureau — this will necessitate the allocation of additional staff
resources to this area.
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782.  Some of the supervisory authorities advised the Evaluation Team that they had
applied sanctions, albeit not for infractions of AML/CFT standards. The Legal Affairs
Bureau has withdrawn the ability of four individuals to practise as notaries. The Macao
Lawyers Association has suspended three lawyers and issued lesser penalties such as
fines to other lawyers. By virtue of Articles 2, 4 and 62 of Decree Law No. 58/99/M the
Macao Trade and Investment Institute have fined entities for the late submission of
financial statements. Article 9 of Administrative Regulation 7/2006 specifies penalties for
breaches of articles 3 to 8 of the Regulation which include, for example, the requirement
for DNFBP to demand an identity document when operations might indicate the
commission of the crimes of ML or the FT or when the operations exceed the threshold
established by the supervisory authorities for DNFBP, it is not clear to the Evaluation
Team what legal basis the supervisory authorities other than the Macao Trade and
Investment Institute can ensure compliance with the AML/CFT requirements in the
Instructions and Guidelines additional to those in Administrative Regulation and,
therefore, many of the AML/CFT measures required by Recommendation 12 and 16.

783. Administrative Regulation 7/2006 designates competent authorities for
monitoring and ensuring compliance of DNFBPs with AML/CFT requirements.

Sanctions

784.  Article 9 of Administrative Regulation 7/2006 provides that non-compliance by
an entity with the Regulation constitutes an administrative offence punishable with a fine
of MOP 10,000 to MOP 500,000 for a natural person and a fine of MOP 100,000 to
5,000,000 for a legal person. Negligence is punishable when the economic benefit
obtained by the offender from the commission of the infraction exceeds half of the limit
specified earlier in this paragraph; the maximum fine is double the benefit. These
penalties would be levied by the relevant supervisory authority.

785.  Article 68 of Law 58/99/M (Macao Offshore Law) allows the Macao Trade and
Investment Promotion Institute to revoke an authorisation for repeated breaches of rules
issued by the Institute, such as the Offshore Preventive Measures.

786. As indicated above, other than the ability of the Macao Trade and Investment
Promotion Institute, it is not clear precisely what legislation permits the other supervisory
authorities to ensure compliance with the AML/CFT requirements in the Instructions and
Guidelines, and many of the AML/CFT measures required by Recommendations 12 and
16.

Recommendation 30

The Economic Services Department

787. The Department is divided into five areas, including the Economic Inspection
Department which is responsible for overseeing certificates of origin for industrial
products; the checking of public health violations, dangerous species, labour violations,
gasoline companies and consumer protection; and AML/CFT for traders in goods of high
unit value; real estate agents and company and trust service provider activities. The
Department estimates its AML/CFT responsibilities cover 3,200 real estate agents, 50
pawn shops, 300 jewellery shops, 40 precious metal dealers, 40 antique shops, 73
shops selling watches, 400 car dealers and company and trust service providers, the
majority of whom are estimated to be lawyers and, possibly, accountants. The
Department states that an inspector can undertake 5 or 6 inspections each day and that
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it intends to recruit another 30 staff. Funding is received from the Government and the
Department anticipates this will be sufficient to recruit the additional staff. Information
technology and office resources are satisfactory. It also appeared to the Evaluation
Team that the Department structuring permitted operational independence and
autonomy, and freedom from undue influence or interference.

788.  Staff of the Macao Economic Services Department are required to comply with
the code of professional ethics and conduct of public servants. Page 10 of the code
contains provisions which impose a duty of confidentiality and state that indiscriminate
disclosure leads to punishment. To date training has not been provided on combating
ML and FT — training will be organised in 2007. In conclusion, Recommendation 30 will
be satisfied when additional staff are recruited and existing and new staff are trained in
combating ML and FT.

The Legal Affairs Bureau

789. The Legal Affairs Bureau has five staff involved in the supervision of notaries
and registrars. It is possible that additional staff may be recruited in the future. Existing
manpower will allow occasional on-site inspections to be undertaken but not a
systematic program. Funding is received from the Government, which appears to be
sufficient. Information technology is of good quality. Office resources are satisfactory. It
also appeared to the Evaluation Team that the Bureau had operational independence
and autonomy, and freedom from undue influence or interference. Staff of the Bureau
are required to comply with the code of professional ethics and conduct of public
servants. Page 10 of the code contains provisions which impose a duty of confidentiality
and state that indiscriminate disclosure leads to punishment. The Bureau’s legal adviser
has received AML/CFT training — the Bureau plans to provide the other staff with such
training. There is a need for training to be rolled out across the Bureau and sufficient
staff to be recruited to undertake the on-site inspection programme which is proposed.

The Macao Trade and Investment Promotion Institute

790. The Macao Trade and Investment Promotion Institute is a department of the
Government of Macao, China. Ten staff are involved with the applications for, and
monitoring of, offshore entities. It is proposed to recruit at least two additional staff in
light of the Institutes new AML/CFT responsibilities. Funding is received from the
Government and the Institute anticipates that funding will be sufficient to recruit the
additional staff. The Institute is content that information technology and office resources
are satisfactory. It also appeared to the Evaluation Team that the Institute had
operational independence and autonomy, and freedom from undue influence at
interference. Staff of the Institute are required to comply with the code of professional
ethnics and conduct of public servants. Confidentiality is also required by the 1999 law
under which the Institute operates. The senior officer of the section of the Institute
responsible for offshore entities has participated in training put on by GIF and has
attended meetings of the APG. This officer has passed on the benefit of the training and
awareness raising to the section’s management team and legal adviser. The Institute
intends to work closely with GIF with a view to participating in dedicated training
sessions in 2007. In conclusion, there is a need for training and additional staff to be
recruited to undertake the proposed on-site inspection programme.

The Macao Lawyers Association
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791. The secretariat of the Macao Lawyers Association comprises six full-time staff
and two part-time lawyers. The Governing Council of the Association is comprised of
four practising lawyers — the Council takes an active role — Council members are akin to
executive directors. Funding is received from fees paid by members of the Association
Technical and office resources appeared to be satisfactory — indeed, in addition to the
main office each court building contains a room in which members of the Association
can meet. In order to seek to ensure independence and autonomy there is an
independent disciplinary council comprising six lawyers and three other individuals — a
judge, a public prosecutor and a layman. The Code of Practice of the Macao Lawyers
Association requires potential conflicts of interest to be handled properly. It also requires
lawyers to keep information confidential. To date the secretariat and the staff have not
been trained in AML or CFT. It is intended to appoint a compliance officer who will be
responsible, inter alia, for training. GIF will be asked to brief members of the Association
AML/CFT training has not yet been commenced.

The Independent Committee of Disciplinary Authority of Legal Office

792. The Independent Commission for the exercise of the Disciplinary Power over
Solicitors consists of five members chaired by a judge appointed by the Judge
Committee. Apart from the chairperson, the Commission is comprised of a procurator
appointed by the Procurator Committee, two representatives from the solicitors under
supervision, and a law degree holder appointed by the Procurator Committee, two
representatives from the solicitors under supervision, and a law degree holder appointed
by the Chief Executive of Macao, China. This law degree holder should not be
registered with any legal professional bodies. At present the degree holder is the head
of the Government Property Registry.

793. At present, Macao, China has only four solicitors and they are under the
supervision of the Committee. Solicitors are not graduates from School of Law but have
extensive legal experience from their practice in law firms and Government and, upon
getting authorisation from the Court, they are authorised to perform legal practices
similar to a practicing lawyer with the exception of certain lawsuit types exclusive to
lawyers, such as cases of appeal. The authorisation of solicitors has not been allowed
since 1999. In the Macao, China legal system, to be qualified as a lawyer a person must
be a law degree holder, undergo internship in private practice and pass a qualifying
examination. He or she will then be admitted into the Macao Lawyers’ Association and
become a practicing lawyer. There is no distinction between solicitors and barristers in
Macao, China.

794. The supervision of solicitors by the Commission is achieved in the following
ways:

i. In January of each year, commencing 2007, the solicitors have to file a
‘practicing report’ to the Commission declaring the business conducted and
AML/CFT measures performed during the past year. The report details the
transactions performed, and will highlight any suspicious transactions or
transactions exceeding the thresholds. The commission will study the report to
ensure that the solicitors have properly reported the suspicious transactions
identified to the FIU.

i. If the Commission identifies any unreported suspicious transaction, it will
request the solicitor concerned to submit details of the transaction for further
inspection, e.g. property deal details handled by the solicitor can be compared
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with the records in the Property registry. If it is confirmed that the unreported
transaction is suspicious, the Commission will consider sanctions against this
solicitor.

iii. In addition, the Commission has power to request solicitors to provide analysis
of any ML trends observed.

795. With two of the four members of the Commission being members of the
Commission, the Commission should consider whether it operates independently and
with autonomy. In addition, the Commission should receive training in AML/CFT.

The Finance Services Bureau

796. The Financial Services Bureau has seven staff. The Evaluation Team suggests
that in order to monitor and enforce compliance with the Accountants Instructions, the
Bureau should recruit additional staff and consider whether its other resources are
satisfactory. The Bureau proposes to conduct on-site inspections of accountants,
auditors and tax advisers. It appeared to the Evaluation Team that the Bureau had
operational independence and autonomy, and freedom from undue influence or
interference. Staff of the Bureau are required to comply with the code of professional
ethics and conduct of public servants. The Bureau will need to increase its staff
resources and receive AML/CFT training.

797.  Although the Bureau is the supervisory authority for the purposes of
Administrative Regulation 7/2006 it has arranged for an SRO, the Committee for the
Registry of Auditors and Accountants to issue the Accountants Instructions. Under the
organic law of CRAC, approved by Chief Executive Order No. 2/2005, CRAC operates
under the Director of the Finance Services Bureau. The committee members of CRAC
are appointed, upon proposals made by the Director of the Finance Services Bureau and
by the Chief Executive of Macao, China. Article 44 of the Statute of Auditors (approved
by decree Law No. 71/99/M) and Article 25 of the Statue of Accountants (approved by
Decree Law No. 72/99/M) stipulate that auditors and accountants must comply with the
guidelines issued by CRAC. By the same two statues, CRAC is authorised to propose
disciplinary proceedings and sanctions for any infringements committed by auditors and
accountants. Members of CRAC should receive AML/CFT training.

Recommendation 25 (Guidance for DNFBPs other than guidance on STRs)

798.  Atrticle 2 of Regulation 7/2006 provides that the duties for DNFBP established in
the Regulation fall under the responsibility of the following supervisors:

e the Gaming Inspection and Coordination Bureau for gaming operators and
promoters;

o the Macao Trade and Investment Promotion Institute for offshore companies,
including certain company service providers under the Law 58/99/M;

e the Finance Services Bureau of the Government of Macao, China for auditors,
accountants and tax consultants when;

¢ buying and selling real property,
e managing client funds, securities or other assets,
e managing bank, savings or securities accounts,

e organising contributions necessary for the creation, operation or management
of companies;
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e creating, operating or managing legal persons or entities without legal
personality, and the buying and selling of enterprises.

o the Macao Lawyers Association for lawyers and the Independent Commission
for the Exercise of Disciplinary Power for solicitors.

799. Lawyers are required to comply with the Lawyers Instructions when they act with
regard to, or intervene, (which also carries the meaning of ‘prepare for’), in the following
operations in a professional capacity:

e purchase and sale of realty;

e management of funds, securities and other assets belonging to clients;

¢ management of bank accounts, savings accounts or securities accounts;

e organisation of contributions with a view to the formation, operation or
management of companies;

o formation, operation or management of juristic persons or entities without a
corporate personality;

o the transfer of all of part of commercial undertakings.

e the Legal Affairs Bureau of the Government of Macao, China for notaries and
registrars.

800. The Notaries/Registrars Guidelines cover notary and registration acts of the
following operations:

e buying and selling of real property;
o formation of legal persons;
e buying and selling of companies.

801. In Macao, China notaries are authorized only to certify transactions of real
estates and are not allowed to perform the other areas covered by Recommendation 12.

802. The supervisory bodies specified above are responsible for the establishment of
the procedures for compliance by supervised entities with the requirements of the
Regulation by the issue of instructions. Instructions must be communicated by a general
notice, registered letter, recorded delivery or by hand or by a notice or normative act
published in the official gazette of Macao, China. All of the supervisory bodies have
issued AML/CFT guidance notes (Instructions, Guidelines and Preventive Measures) —
also see the preamble to section 4.2 of this report.

803. Instructions, Guidelines and Preventive Measures have been issued, however,
they do not provide guidance on all of the relevant FATF Recommendations and they do
not cover ML and FT techniques and methods. No guidance has been issued to trust
and company service providers arranging for another person to act as a director or
secretary of a company or a person in a similar position, arranging for another person to
act as a trustee, or arranging for another person to act as a nominee shareholder.

4.3.2 RECOMMENDATIONS AND COMMENTS

804. Macao, China has considerably strengthened its AML/CFT framework by the
appointment of supervisory authorities for all the DNFBP and by the issue of guidelines
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in the form of Instructions, Guidelines and Preventive Measures to DNFBP. The Macao
Trade and Investment Promotion Institute and the Legal Affairs Bureau are particularly
well prepared for its AML/CFT supervisory role.

Casinos and gaming

805. Regarding Recommendation 24, oversight and regulatory responsibilities have
been delegated to the DICJ regarding AML/CFT and monitoring more generally. The
following recommendations in addressing specific concerns include the following:

¢ While Administrative Regulation 7/2006 and the Instruction issued by the DICJ
have been issued recently, no assessment of implementation can be made at
this time;

e No comprehensive risk assessment has been undertaken within the casino
sector specifically to assess the risk of ML or FT — thereby informing regulation
and ongoing monitoring;

e Additional personnel for the DICJ should be recruited; and

e Training for DICJ personnel in AML/CFT methodology to enable thorough
assessment and treatment of risks in the sector needs to be a focus.

806. Regarding Recommendation 25, as the DICJ Instruction governing AML/CFT
obligations described above have only recently been enacted, no testing of
implementation has been done.

e The Macao, China authorities and the DICJ specifically, should provide
additional guidance on the scope of ML and FT procedures and obligations
beyond the existing Instruction;

e Money laundering and FT trends and techniques should be assessed on a
continual basis and provided to gaming operators in the course of education
and outreach activities;

e An outreach and education strategy should be developed and implemented to
the sector on AML/CFT obligations and typologies; and

e Training on the application of these obligations and awareness raising on
ML/TF techniques should be made a part of outreach to the sector, including
measures by which casinos can ensure their AML/CFT practices are being
implemented effectively.

Other DNFBP

o all of the DNFBP supervisory authorities should appoint more staff in order to
monitor compliance with Regulation 7/2006 and the Instructions, Guidelines
and Preventive Measures;

e all of the DNFBP supervisory authorities should establish programs for
AML/CFT training;

e with the exception of the Macao Trade and Investment Promotion Institute and
CRAL, review how sanctions can be applied for breaches of the
Instructions/Guidelines and Preventive Measures which are not breaches of
Administrative Regulation 7/2006;

¢ enhance the Instructions, Guidelines and Preventive Measures so that they
include guidance on all of the relevant FATF Recommendations and include a
description of ML and FT technigues and methods; and
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issue guidance to trust and company service providers (including any offshore
entities) arranging for another person to act as a director or secretary of a
company or a person in a similar position, arranging for another person to act
as a trustee, or arranging for another person to act as a nominee shareholder.

4.3.3 COMPLIANCE WITH RECOMMENDATIONS 24 & 25 (CRITERIA 25.1, DNFBP)

Rating

Summary of factors relevant to s.4.3 underlying overall rating

R.24

PC

While DNFBP regulations and those additional
guidelines/instructions issued by the DICJ have been issued
recently, and seem sufficient, no assessment of implementation
can be made at this time.

No comprehensive risk assessment has been undertaken to
understand the scope of money laundering/FT vulnerabilities in the
sector.

Training for DICJ personnel in AML/CFT methodology is lacking.

Regulation 7/2006 provides powers of monitoring but monitoring
has not yet commenced and it is not clear how compliance with the
guidelines can be achieved in practice.

The supervisory authorities lack staff and training programs have
not yet been finalised.

R.25

PC

No specific guidance provided by authorities on the scope of ML
and FT procedures and obligations beyond existing Instructions.

No guidance/description of ML and FT trends and techniques
provided to gaming operators as part of education and outreach
activities to the sector.

No specific outreach or education strategy for the sector on
AML/CFT obligations and typologies with a view to testing the
effectiveness of measures taken by casinos in fulfilling such
obligations.

There appears to be little training on the application of AML/CFT
obligations and awareness raising on ML/TF techniques to the
gaming sector.

Guidelines to DNFBP beyond other than casinos do not include
ML/TF techniques and trends, and some activities undertaken by
trusts and company service providers are not covered.

4.4 OTHER NON-FINANCIAL BUSINESSES AND PROFESSIONS - MODERN
SECURE TRANSACTION TECHNIQUES (R.20)

4.4.1 DESCRIPTION AND ANALYSIS

807.

Macao, China has considered the potential risks of DNFBP other than those

specified by the FATF and has extended the AML/CFT framework in Regulation 7/2006
and the Instructions, Guidelines and Preventive Measures to include:
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¢ all business activities carried out by accountants, auditors and tax advisers (not
only the areas of activity specified in Recommendations 12 and 16 for
accountants);

e registrars involved with buying and selling real property; forming legal persons;
and buying and selling companies;

o all traders of goods of high value, not just dealers in precious metals and
dealers in precious stones;

e all offshore entities.

808. Macao, China has issued AML/CFT standards for entities involved both with
small and large cash transactions.

809. Dealing first of all with small cash transactions, Decree Law No 15/97/M
provides for the oversight by the AMCM of companies established for the delivery of
small amounts of cash between jurisdictions and territories. The law prohibits such
companies from granting loans and advances and from receiving refundable values.
Daily maximum remittance limits of MOP 20,000 (USD2,500) per client have been
established by the AMCM to minimise ML/FT risk. The companies must make
information on exchange rates, commissions and other charges easily seen by the
public. All operations must be recorded. In addition, a document must always be issued
to acknowledge receipt of cash and the forecasted period of time for the delivery of the
equivalent amount to the beneficiary. These companies cannot be incorporated without
the prior authorisation of the Chief Executive and the transfer of shares in them requires
the prior approval of the AMCM.

810.  With regard to large cash transactions, the AMCM has issued the Guideline on
Large Cash Transactions. The objective of the Guideline is to provide guidance on the
establishment of an ongoing monitoring system for large cash transactions and
additional control systems for financial institutions dealing with cash transactions. Cash
transactions are defined as:

e transactions where large amount of deposits and withdrawals are made in cash
or by cheques in any currencies;

e transactions where a large amount of money is exchanged or remitted in cash
or by cheques in any currencies;

e transactions that are made frequently in short periods of time and accompanied
by exchange or remittance of large amount of money in cash or by cheques in
any currencies;

e transactions where large amounts of small denomination coins or bills in any
currencies are exchanged or remitted;

e any other transactions which involve receipt of payment in cash including the
encashment of traveller's cheques, money/postal orders, bank drafts or other
monetary instruments in any currencies.

811. The Guideline specifies requirements for record keeping and identification of
customers, ongoing monitoring of high risk cash transactions and the reporting of
suspicious transactions.

812. The AMCM advised the Evaluation Team that it has encouraged the financial
sector to develop and use modern and secure techniques for conducting financial
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transactions. It has found the financial institutions are applying more advanced
technologies in their operations and are offering different automated channels for
banking channels, such as automatic teller machines, telephone banking, mobile phone
banking and interest banking.

4.4.2 RECOMMENDATIONS AND COMMENTS

813. Macao, China has undertaken the commendable approach of extending its anti-
ML framework beyond the entities specified by the FATF to other areas of potential risk
and of reviewing its approach to cash transactions and the persons carrying out these
transactions. The extension of the framework by the enactment of Decree-Law No.
15/97/M and the issue of the Guideline on Large Cash Transactions was made
immediately prior to the assessment and the Evaluation Team suggests that the
evaluation of whether this approach means that Macao, China is less vulnerable to ML is
a matter for periodic consideration by the Working Group on Anti-Money Laundering.

4.4.3 COMPLIANCE WITH RECOMMENDATION 20

Rating Summary of factors relevant to s.4.4 underlying overall rating

R.20 C e The recommendation is fully observed
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5. LEGAL PERSONS AND ARRANGEMENTS & NON-PROFIT
ORGANISATIONS

5.1 LEGAL PERSONS — ACCESS TO BENEFICIAL OWNERSHIP AND CONTROL
INFORMATION (R.33)

5.1.1 DESCRIPTION AND ANALYSIS

814. The types of legal person that exist in Macao, China are commercial companies,
civil societies, associations and foundations. A notary is always involved in the
establishment of such legal bodies. The notary is subject to the Notaries/Registrars
Guidelines and his/her role is to seek to ensure that the contracting parties are aware of
the contents of the relevant documents and that those contents reflect the wishes of the
contracting parties. The notary issues a document of authentication, which includes
information as to how identification of the contracting parties has been achieved. With
one exception, although a deed is not required, the change in shareholders of a legal
person requires a notary to certify the signatures of the seller and the purchaser. The
exception is for public companies where changes in the ownership of nominal shares
only require endorsement and registration in the share register and bearer shares can
be exchanged without such endorsement ad registrations. A lawyer is involved in an
estimated 90% of formations of legal bodies.

Commercial companies

815.  There are four types of commercial companies in Macao, China, namely general
partnerships, limited partnerships, private companies and public companies.
Commercial companies are formed under the Commercial Code and must apply to
register with the Commercial Registry, which is a department of the Legal Affairs
Bureau. The Bureau is the AML/CFT supervisor for notaries. The applicant must
provide details of the company name, the type of company, the act of incorporation, the
registered and principal business office, the administrator, the secretary, share structure
and members’ shareholdings. Commercial companies must have a registered office in
Macao, China. The majority of commercial companies are family-owned companies.
Companies may be appointed as directors of commercial companies — in such cases the
director must appoint an individual to be its representative. At the time of the
assessment there were 20,945 commercial companies, of which 258 were public
companies and 20,696 were private companies. With the exception of single partner
private companies, at least two shareholders are required to form a company. According
to the Bureau, the shareholders of private companies are known to each other. Most of
the public companies are financial institutions. The other public companies are involved
in activities such as manufacturing, import/export and casino ownership. Capital of at
least MOP 1,000,000 is required to form a public company. Shares may be sold by
private transfer. No partnerships had been formed at the time of the assessment.

Civil societies

816.  Civil societies are legal persons formed by members who contribute assets and
services to the society for the common exercise of a particular economic activity in order
to share the profits resulting from that activity or to maintain savings. Civil societies are
similar to commercial companies. The only difference lies in their objectives. When a
civil society’s objective is the exercise of a commercial business, it is considered to be a
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commercial company. When its objective is not a commercial business, it is considered
to be a civil society. A register of civil societies is not maintained.

Associations

817.  Associations are organisations of individuals and do not have the aim of making
a profit. The constitution of an association must specify the assets or services brought
by the associates to the association, the denomination, the purpose and statutory seat of
the association, the form of its operation and its duration. The constitution of an
association must be made public and be published in the Official Gazette. The
management body of the association must register the constitutive document within 90
days after the mentioned publication. A register of associations is maintained by the
Identification Department. More detail on associations is contained in section 5.3.1 of
this report.

Foundations

818. Foundations are organisations which are vehicles established for charitable,
benevolent or social purposes as determined by the founder(s). Foundations may be
created by a public document but this is not always the case. For example, the founders
may wish to establish a foundation privately. The constitution must indicate the aim of
the foundation and specify the destination of the assets. The recognition by a public
authority of the act of incorporation and the foundation’s assets is mandatory for the
foundation’s validity. The constitution must be published in the Official Gazette in order
to provide third parties with the opportunity of challenging the existence of the
foundation. A register of foundations is maintained by the Identification Department.
More detail on associations is contained in section 5.3.1 of this report.

Transparency, Bearer shares Etc

819. Information held by the Commercial Registry and the Identification Department
is public. This information includes the names of holders of nominal shares (ie shares
which are not bearer shares) in commercial companies, with the exception of public
companies which have issued nominal shares where the names of the shareholders in
the mandatory Book of Shares kept by the company secretary. Only public companies
(258 in existence) and partnerships (none in existence) may issue bearer shares. The
Legal Affairs Bureau advised the Evaluation Team that no bearer shares are in issue.
Under the Commercial Code, all companies registered in Macao, China have to file their
incorporation documents with the Commercial Registry. If they have bearer shares this
has to be stated in the incorporation document. However, under the existing system, the
Commercial Registry does not routinely maintain statistics on the number of companies
with bearer shares. The authorities indicate that such statistics will be maintained. The
holders of bearer shares can exercise all of the rights incorporated in the shares. In
addition, the transfer of the rights incorporated in a bearer share occurs with the transfer
of the bearer title or with the acquisition of its ownership. The Commercial Code
requires that shares must be nominal if they are not fully paid, if they cannot be
transferred by reason of a legal provision, or if the shareholders have a right to pre-
emption in their transfer under terms set in the articles of association. The holder of
bearer shares would be identified at the formation of a commercial company because
they need to sign the articles of association — the Commercial Code requires the nature
of the shares (i.e. bearer or nominal) to be specified in the articles of association.

176



820. There is another mechanism in the Commercial Code for the identification of
ownership and control of shareholders with bearer shares. A shareholder who, by any
form of subscription or acquisition of bearer shares, reaches a position of dominant
shareholder in relation to the company must communicate such fact to the company by
means of a letter addressed to the company’s board of administration, which in turn shall
communicate it to the supervisory board or single supervisor. A dominant shareholder
may be an individual or it may be a collective person who, by himself or together with
other companies of which he is also the dominant shareholder, or with other
shareholders to whom he is connected by agreements outside the company, obtains a
majority participation in the company capital, or controls more than half of the votes, or
has the power to elect the majority of the members of the board of administration. The
identity of the dominant shareholders must be published as part of the company’s annual
report. Similar provisions apply where the shareholder ceases to be a dominant
shareholder.

821. As regards other commercial companies, except for civil societies the
identification of each owner by notary is an element of the act of incorporation under the
Commercial Code. The transfer of shares is subject to optional commercial registration.

822. In the case of nominal shares, their owners must be recorded in the register of
the company register.

Competent Authorities

823. Competent authorities can obtain information on companies and companies’
shares from the Commercial Registrar. The information held by the Registrar includes
the identification of the shareholders (with the exception of the cases of bearer shares),
the members of the board of administration and the members of the board of
supervision.

824. Competent authorities also have access to the registration details of
associations and foundations held at the Identification Department.

825.  Furthermore, information can be obtained from the companies themselves, for
example from the register held by a commercial company.

826. Itis possible for competent authorities to obtain information on the identity of the
owners of bearer shares in some circumstances. For example, information can be
obtained from the minute books of general meetings, the paper trail arising from when
the shareholder needs to require information from the company and when the
shareholder institutes annulment proceedings to challenge a general meeting resolution
in Court — this information would be disclosed publicly and would therefore be available
to the authorities. As specified above, bearer shareholders who become dominant
shareholders can also be identified.

Access to beneficial ownership and control information

827.  Articles 3 and 4 of Administrative Regulation 7/2006 provide the main legal basis
for identifying customers — the Financial Systems Act also provides a duty for credit
institutions of verification of identity. Paragraph 6.1 of the Guideline for Financial
Institutions requires institutions to establish systematic procedures for verifying the
identity of new customers and beneficial owners, and not to open an account until the
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identity of a new customer is satisfactorily established. As required by Paragraph 6.5,
institutions should identify beneficial owners and take reasonable measures to verify the
identity of those persons before or during the course of establishing business
relationships or conducting transactions for occasional customers. Institutions are
advised to require a declaration from customers to disclose and confirm the identity of
the beneficial owners, if any. The authorities estimate that, at the least, the great majority
of legal persons maintain a bank account in Macao, China. Paragraph 7.2.3 states that
institutions should understand the structure of companies sufficiently to determine the
true identity of the ultimate owners or those beneficial owners or have control.

828. The TSP/CSP Instructions came into effect in November 2006 but they do not
require company service providers to obtain, verify and retain records of the beneficial
ownership and control of legal persons. The TSP/CSP Instructions also do not contain
reference to bearer shares. The Macao Economic Services intends to undertake on-site
inspections of company service providers from 2007.

829. Company service providers may also be established as offshore entities and,
therefore, the Offshore Preventive Measures may be important in the context of
ascertaining the beneficial ownership and control of legal persons. The Offshore
Preventive Measures appear to require entities subject to them to verify and retain
records of the beneficial ownership of legal persons. Paragraph 3.1.3 of the Offshore
Preventive Measurers specifies that, to exercise the guidelines, the client is not confined
to the contractor rendering services to commercial offshore services and auxiliary
offshore service institutions, but also the corresponding agent, trustee, beneficiary of the
service provider — even with services rendered through intermediaries. Following the
assessment, the authorities advised that the English translation of Paragraph 3.1.3 is not
correct — the words “beneficiary of the service provider” should in fact read “beneficial
owner”. The Macao Trade and Investment Promotion Institute intends to add AML/CFT
measures to its existing on-site inspection program from 2007.

830. The Notaries/Registrars Guidelines are important to consideration of
Recommendation 33 because of the involvement of notaries in the formation of legal
persons in Macao, China. Part Il of the Guidelines states that the Guidelines apply to
the formation of legal persons. Whilst Part IV of the Guidelines lays down a framework
for the identification of contracting parties, that framework does not appear to extend to
the verification of identity of beneficial owners and controllers where the contracting
parties are legal persons. Bearing in mind that lawyers are involved with most
formations of legal persons, the same point applies to the Lawyers Instructions.

831. The use of Macao, China bank accounts by Macanese legal persons, the
requirements of the Guideline for Financial Institutions and the history of on-site
inspections by the AMCM, provide some degree of transparency concerning the
beneficial ownership and control of legal persons, albeit in practice legal persons may
not use Macanese bank accounts. There are also basic provisions for identification of
legal persons but not their beneficial owners or controllers contained in Administrative
Regulation 7/2006 and the other Instructions, Guidelines and Preventive Measures
made under the Regulation. However, these mostly do not cover beneficial owners or
controllers of legal persons, and measures by supervisors other than the AMCM to
ascertain the degree of implementation of the Instructions, Guidelines and Preventive
Measures were nascent at the time of the assessment. The Evaluation Team was also
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mindful that legal persons formed outside Macao, China may use the Macanese
institutions.

832. The competent authorities can use article 8 of Administrative Regulation 7/2006
to require persons to provide them with such beneficial ownership and control
information as is available for the prevention and suppression of the crimes of ML and
FT. However, in light of the text above it is not clear that beneficial ownership and
control information will always be available.

833. The current ML and FT threat to Macao, China arising from bearer shares is low.
No bearer shares are in issue. In addition, while specific provisions to do apply to bearer
shares in Administrative Regulation 7/2006 or in the underlying Instructions, Guidelines
and Preventive Measures the general requirement to verify beneficial owners and to
ascertain controllers in paragraphs 6.1 and 7.2.3 of the Guideline for Financial
Institutions are of help as there requirements apply whether or not bearer shares are in
issue. The Instructions, Guidelines and Preventive Measures do not generally cover
beneficial owners and controllers.

5.1.2 RECOMMENDATIONS AND COMMENTS

834. Macao, China has made strong efforts to reduce ML and FT risks by
establishing a public company registration system; establishing supervisors and
guidelines for company service providers, notaries, lawyers and offshore entities; and
introducing revised guidelines for banks and offshore entities which cover beneficial
ownership of legal persons.

835.  The Evaluation team makes the following recommendations:

e the guidelines for company service providers, notaries, lawyers and other
entities should explicitly cover the ongoing beneficial ownership and control of
legal persons (including where bearer shares are issued).

e The Macanese authorities may wish to consider how best to avoid duplication

of effort where several service providers are acting for the same client in
respect of a single transaction such as a company formation.

5.1.3 COMPLIANCE WITH RECOMMENDATIONS 33

Rating Summary of factors underlying rating

R.33 PC e The requirements to obtain beneficial ownership and control
information do not apply to company service providers,
notaries and lawyers

¢ Implementation has not been ascertained.
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5.2 LEGAL ARRANGEMENTS — ACCESS TO BENEFICIAL OWNERSHIP AND
CONTROL INFORMATION (R.34)

5.2.1 DESCRIPTION AND ANALYSIS

836. Macao, China does not allow for the creation of trusts. In addition, no trust
service providers have been established in Macao, China.

837. According to article 119 of Financial System Act, entities wishing to conduct
financial intermediary activities (in which category the AMCM includes trust activities)
have to submit their application through the AMCM together with, inter alia, the following
documents:

o the full identification of the applicants, as well as the partners or shareholders,
their respective holdings and, in the case of corporate body, a copy of the
existing or drafted memorandum and articles of association;

o full identification of the persons in charge of the management of the company
(in this case trust) and their respective professional curricula; and

e any other additional information the AMCM may consider necessary to process
the application.

838.  Under article 30 onwards of the Offshore Sector Law the AMCM would regulate
any trust companies established as offshore entities. Under article 38 of the law the
AMCM has the ability to require applicants for a licence to provide it with similar
information to that required by the Financial Systems Act, including such information as
it deems necessary for assessing the application.

839. The AMCM therefore has the ability to verify the customer take-on policies,
procedures and controls of trust service providers before they are licensed.

840. Even though Macao, China does not have its own trust law and no trust service
providers have been established in Macao, China, financial institutions and DNFBPs
may still accept non-Macanese trust as their customers.

841. In relation to customers that are legal arrangements, Paragraph 8.2 of the
Guideline for Financial Institutions provides that reasonable measures should be taken
to identify the settlors, trustees, beneficiaries and any other persons involved in the
structuring of the arrangement. There is no requirement in the Guideline to understand
the ownership and control structure of trusts and other legal arrangements.

842. The TSP/CSP Instructions refer to the identification of clients but not explicitly to
the beneficial owners and controllers of trusts. This same point applies to all of the other
Instructions, Guidelines and Preventive Measures issued under Administrative
Regulation 7/2006.

843. In the absence of trust law and trust service providers, and bearing in mind the
size of the banking sector in Macao, China relative to the other financial and DNFBP
sectors there is a significant degree of transparency concerning the beneficial ownership
and control of legal arrangements through the Guideline for Financial Institutions and the
AMCM'’s on-site inspections.
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844. The competent authorities can use article 8 of Administrative Regulation 7/2006
to require persons to provide them with such information as is available on the beneficial
ownership and control of trusts and other legal arrangements. However, in light of the
text above in respect to Recommendation 33, it is not clear that beneficial ownership and
control information will always be available.

5.2.2 RECOMMENDATIONS AND COMMENTS

845. Macao, China has a strong basis for ensuring the beneficial ownership, albeit
not necessarily the control, of legal arrangements is known to the main local service
providers - banks. Although there are no trust service providers, there is a framework for
trust service provider regulation in place. In practice, the relative size of the banking
sector and the scope of the Guideline for Financial Institutions mean that the beneficial
ownership of most foreign trusts using Macao, China’s services will be known — the
Macanese authorities can obtain access to this information. The Evaluation Team
suggests that:

e consideration should be given to how legal arrangements can become clients
of the insurance sector and DNFBP.

e The guidelines issued under Administrative Regulation 7/2006 should be
amended to refer to beneficial ownership and control accordingly.

5.2.3 COMPLIANCE WITH RECOMMENDATIONS 34

Rating Summary of factors underlying rating

R.34 LC e The Guidelines for Financial Institutions will cover most foreign
legal arrangements using Macao, China, however, not all legal
arrangements are necessarily covered.

e The other guidelines, including the TSP/CSP Instructions, do not
cover the beneficial ownership and control of legal arrangements.

5.3 NON-PROFIT ORGANISATIONS (SR.VIII)
5.3.1 DESCRIPTION AND ANALYSIS

846.  Non-profit organizations (NPOs) can be organized into associations (and in
some cases foundations. Any group of persons may form an association as long as its
object is neither the promotion of violence, nor the infringement of the criminal law or
public order. There is complete freedom of association in the Macao, China. NPOs are
associations without any profit aim whose main purpose is to carry out and develop
activities of general interest. NPOs play a very active role in Macao, China society and
politics. The majority of NPOs in Macao, China are involved with cultural or sporting
activities. Of the over 3,000 associations registered with the authorities in Macao,
China, there are 27 foundations. Every legal person, no matter what type it belongs to
(company, association or foundation), has to follow the procedure for incorporation and
be registered with the relevant public department (the Commercial Registry for
companies and the Identification Department for associations and foundations). All
cases of legal person that do not follow the appropriate incorporation procedures, or
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even persons which do not acquire legal personality, are equally liable for prosecution of
ML and FT offences under article 5, number 1 of Law No, 2/2006 and article 10, number
1 of Law No. 3/2006. The Civil Code requires legal persons, including NPOs, to publish
their constitution, which must include their purpose, objectives and activities in the
Official Gazette. All constitutive acts of legal persons are subject to publication in the
Official Gazette.

847. There exists no single authority in the Macao, China responsible for the
regulatory supervision or monitoring of NPOs, but they are covered under Laws No.
2/2006and 3/2006, and the supervisors, financial institutions and DNFBPs which have
business relationships with NPOs are covered by Administrative Regulation 7/2006.
NPOs are indirectly supervised by the Identification Services Bureau (DSI), the Finance
Services Bureau, and other supervisors in accordance with the NPO registration
legislation and financial institution/DNFBPs guidelines made under Administrative
Regulation 7/2006. NPOs which can play a political role are subject to the Macao
Electoral Law, whereby they are scrutinised by the court.  After the election of a
Legislative Assembly, NPOs that have participated in the election have to submit their
financial statements to the Court showing their source of fund in running for elections
and the details of expenses.

848. The DSI manages the registration process for associations and foundations. In
addition to this role, the DSI is responsible for the collection and maintenance of identity
and travel documentation for Macao, China residents. It has a staff of approximately
300, and has invested heavily in information technology as part of its data management
role regarding personal information. The DSI also maintains the criminal registry for the
Macao, China.

849.  According to DSI personnel, the process for establishing and registering an NPO
within the Macao, China is as follows:

apply for a name;
once the name is approved by the DSI, the NPO must be officially notarized;

registry and accompanying documentation must be published in the Official
Gazette;

the DSI then registers the NPO itself by providing a unique identification
number.

850. The DSI controls the licensing process and maintains filing records, which are
available to all Macao, China government authorities. The activities and aims of an
association that wants to be classified as an NPO are checked according to the
requirements of Macao, China legislation (Law 2/99/M and the Civil Code).

851.  After three years of effective activity NPOs in the Macao, China that wish to be
classified as legal persons of “public interest” are subject to the approval of the Chief
Executive, on a case by case basis, after scrutiny and seeking opinions of interested
entities (public and private) regarding the nature, activity and purposes of the NPO
(Decree Law 11/96/M, “Public Interest Entity”). NPOs of public interest may benefit from
tax exemption in accordance with Article 10 of Decree Law 11/96/M. 141 NPOs have
filed such an exempt tax registration with the Tax Department of the DSF. The DSF
does not routinely maintain statistics on the number of NPOs that are tax-exempted.
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852. Article 9 of Complement Tax Regulation also provides a framework for
exemptions and includes in its exemptions regime - besides the exemptions applicable
on the case by case analysis - an objective exemption applicable to NPOs in the amount
of MOP 20,000. This exemption is applicable to almost all the entities that are registered
with the DSF as NPOs. Not all associations pursue or achieve tax exempt status.
However, for those entities that do, specific requirements are laid on the activities of the
associations to maintain such status, and the Macao, China’s Finance Services Bureau,
which has authority over tax affairs, is responsible for such entities and collects and
maintains the tax records.

853. The Evaluation Team identified no specific government process or system to
verify the activities of an association once registered by the DSI. Associations and
foundations must (i) annually prepare an activity report, annual account, and individual
balance sheet for the previous year and an annual plan/budget for the upcoming year for
submission to the Audit Board and approval by the General Assembly; (i) submit the
annual account/individual balance sheet to the Finance Services Bureau; and (iii) keep
all relevant account records for five years Tax legislation demands that records are kept
for five years of all account documents (article 18 (4) of Law 21/78/M). Fines can be
applied for non-compliance.

854. The authorities advised that outside the specific field of tax regulations, and
because DSF's competence in the overseeing of NPOs is residual and indirect, there are
some other legal rules that demonstrate this indirect control. Article 11 of Law 11/96/M
imposes the annual presentation of the accounts of those entities that are considered as
having public interest. Article 19 of Law 2/99/M imposes the publication of the accounts
of associations that benefit from subsidies from public entities. Executive Ruling No.
54/GM/97 determines the conditions in which public funds may be attributed to private
entities, namely in what connection is required between the funding and the specific
activities to be pursued by these private entities, as well as the requirement that these
subsidies must be made public through publication in the Official Gazette by the public
entities that grant these subsidies in a way that demonstrates the transparency of the
procedures. The Macao, China authorities also consider that the public foundations that
grant these subsidies are themselves subject to a high degree of accountability and
transparency.

855. DSl personnel suggested that notaries provide indirect oversight, as notaries are
obligated to identify owners of companies. However, there had not been discussion
between the DSI and the Legal Affairs Bureau regarding this issue nor any strategy or
draft plan for the ongoing supervision of NPO activities. Similarly, the Finance Services
Bureau has some oversight given its tax collection responsibilities

856. The DSI does not undertake specific supervisory or monitoring oversight of NPO
activities beyond the initial registration and does not carry out ongoing supervisory
activities or related enforcement actions for non-compliance with required obligations.
Registered NPOs in Macao, China are required to submit Board meeting minutes to the
DSl every three years for review. The DSI provided no description of actions taken with
respect to the review of submitted documentation and no enforcement action has been
taken for failure to provide such documentation.

857. A preliminary study was carried out in June 2006 and a special working group
was formed to follow up the preliminary study. The Macao authorities advise that the
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working group was established after the onsite visit in late 2006 by the APG/OGBS. A
copy of the study has been provided to the Evaluation Team. Based on the preliminary
study, the legal framework for controlling NPOs in Macao, China was considered to have
the following characteristics:

e Freedom of association is one of the fundamental principles enshrined in Macao,
China Basic Law;

e There are two legal forms of NPO — association and foundations;
e There is a regime for the establishment and registration of NPOs; and

e NPOs are indirectly subject to the AML/CFT measures through guidance issued
to financial institutions and DNFBP.

¢ NPOs having an active role in Macao, China occupy 27.8% of the total registered
number of NPOs;

e NPOs with a charity and religion background comprise 10.9% of the total
registered NPOs in Macao;

o Only 5.7% of the registered NPOs are active with charity or religion background;

e After promulgation of the new AML/CFT laws and regulations, NPOs are
indirectly subject to relevant measures; and

e There was some ability to access and share information in respect of the
prevention and repression of ML/FT but improvements were generally needed
between the different entities that deal with NPOs to share information.

858.  The preliminary review was led by the International Law Office at the instigation
of the AML/CFT Working Group. The AMCM and the Finance Services Bureau gave
support. During discussions with the DSI and the tax authorities, neither was aware of
the review The Evaluation Team also noted that the preliminary study did not cover
historical data or the vulnerability of the NPO sector to FT. The DSI was added to the
assessment schedule of meetings after the insistence of the team.

859. The DSI, as the Macao, China manager of the civil and criminal databases
concerning legal persons (including NPOs) and Macao, China residents, has the ability
to quickly identify all legally registered NPOs in the Macao, China. However, the DSI has
limited data concerning the size and other relevant characteristics of the non-profit
sector for the purpose of identifying the scope of activities engaged or the types of NPOs
operating.

860. There was no outreach program in Macao, China and, at the time of the
assessment, one was not envisioned for the near future. Neither the DSI nor the tax
authorities has issued any advisories or specific guidance to the NPO sector regarding
the threat of FT and the vulnerabilities NPO activities may have to such abuse. Any
awareness among NPOs regarding AML/CFT issues more generally would be indirect
and as a part of the Macao, China's larger AML/CFT program.

861. There is no direct supervision or monitoring of NPOs in the Macao, China as
there is not a single specific competent authority charged with the oversight of the
sector. NPO activities with respect to their financial resources or the scope of their
international activities are not monitored Tax authorities are charged with the collection
and maintenance of tax filings for those entities registered as tax exempt. Any additional
oversight activities of the sector would be indirect, either via notaries (upon formation),
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the Finance Services Bureau with respect to tax matters and financial institution and
DNFBP supervisors.

862. Guidelines have been issued to the financial institutions and DNFBP operating
in Macao, China and those guidelines must be followed by business entities when
dealing with NPOs. With reference to section 5.1.1 of this report, notaries are
particularly important in this framework as they must notarise the formation of
associations and foundations where the value of the transaction/relationship exceeds
MOP$500,000. This activity falls within the scope of the Notaries/Registrars Guidelines.
Lawyers — who are also subject to guidance - are involved with the formation of an
estimated 90% of legal persons, including associations and foundations.

Gathering Information

863. The DSI maintains records on NPOs specific to their registration procedures.
These include the name, address, day of establishment, and a list of directors. This
information is required to be updated every 3 years when NPOs must submit Board
meeting minutes to the DSI. This information is not made publicly available by the DSI.

864. The Macao, China has not issued any guidance to the NPO sector regarding the
collection, retention, or reporting of specific information related to its activities either
domestically or internationally.  Any guidance to the NPO sector stems from original
registration requirements and those associated with proper accounting and tax filing
obligations.

865. The DSI database is the best available means to gather information on NPOs,
as this is the only repository of data on ownership and status. The Financial Services
Bureau also carries tax information for those entities having applied for tax exempt
status. However, as the DSI does not conduct any review or monitoring of NPO
activities or verify their obligations for submission of Board meeting minutes and updates
of their licenses, DSI data can be 2 — 3 years or more out of date.

866. The Prosecutors Office does have the authority to review NPO activities and to
administer criminal sanctions when applicable. Statistics/information on investigations
of NPOs are not routinely maintained but in response to a request by the Evaluation
Team, after the assessment the Macao, China authorities confirmed that there had
been no cases of FT in Macao, China during the period from 2004 to 2006.

867.  Discussions with various departments in the Macao, China revealed that there
was no effective interagency coordination or information sharing among appropriate
authorities with respect to the activities of NPOs and their vulnerabilities to FT.

868. Whilst the authorities did not indicate previous investigations of associations or
foundations for any reason, there are no known impediments to any prompt investigation
of an NPO for criminal purposes. The Macao, China authorities have confirmed that
NPOs are criminally liable under Law 3/2006 in respect of FT and are subject to seizure
measures.

869. Inquiries regarding FT through NPOs are to be sent directly to the GIF by virtue

of Law No. 3/2006. The GIF will report the case to the Public Prosecutions Office when
necessary. The authorities consider that information held in Macao, China can be
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obtained. The authorities have also advised that training will be needed to improve the
investigative capability on FT for both the GIF and the law enforcement agencies.

5.3.2 RECOMMENDATIONS AND COMMENTS

e Review and disseminate among Macao, China authorities FATF and APG
materials regarding NPOs relevant to the threat of FT.

e Consult with neighbouring and regional government to better understand how
NPOs may be used to support criminal or terrorist activities.

e Engage in the APG directed initiative of domestic sector review to fully
understand the size and scope of the sector and the potential vulnerabilities to
FT.

e Bearing in mind the FATF standard, Conduct a specific threat assessment of
NPOs in Macao, China and produce a formal document stating the risks of FT
in Macao, China and the risks of exploitation of NPOs. The assessment should
involve indirect supervisory agencies as well as law enforcement and
prosecutors. Based on this assessment, implement appropriate oversight of the
NPO sector (including the information to be maintained by NPOs, including
information on owners and controllers) and effective coordination between all
the relevant Macanese authorities.

e Consider enhancing the NPO registration process to include more detailed
information regarding directors and activities.

e Enhance the sharing of information and training for investigative purposes with
appropriate agencies, including the GIF and Judicial Police.

e Given the strong political activiies of NPOs in Macao, consider
establishing/assigning a specific competent authority in Macao, China to
oversee the activities of NPOs.

5.3.3 COMPLIANCE WITH SPECIAL RECOMMENDATION VIl

Rating Summary of factors underlying rating
SR.VIII PC A preliminary review has been undertaken, but a full review of
the NPO sector and the risk of the sector to FT has not been
completed.

e There is no formal supervision or monitoring of NPOs accounting
for a significant portion of NPOs’ financial resources or a
substantial share of the sector’s international activities.

e There has been no outreach to the NPO sector for AML/CFT
purposes.
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6. NATIONAL AND INTERNATIONAL COOPERATION

6.1 NATIONAL COOPERATION AND COORDINATION (R.31)
6.1.1 DESCRIPTION AND ANALYSIS

870. The main forum for coordination on between the competent authorities is the
Working Group on Anti-Money Laundering. The Macanese authorities advise that, in the
period prior to the assessment, the Working Group consolidated the efforts of
government agencies against ML and the FT. Apart from updating its members about
AML/CFT policy initiatives, such as interpretative notes issued by the FATF and the work
of other international organisations such as the Asia/Pacific Group on Money
Laundering, the Working Group coordinated the implementation of the measures laid
down in the AML/CFT legislation promulgated in Macao, China in 2006. One of the
aspects coordinated by the Working Group was the preparatio