

















<5 L 1 S 22 R,

Financial Intelligence Office Newsletter

B

Issue No.1

International Trend — Basic Trade-Based Money Laundering Techniques (1)

Trade-based money laundering is defined
as the process of disguising the proceeds
of crime and moving value through the
use of frade transactions in an attempt to
legitimize their illicit origin. In practice,
this can be achieved through the misrep-
resentation of the price, quantity or
quality of imports or exports.

Trade-based money laundering is a
common way for laundering money and
it is getting more popular because of its
cover provided to criminals. For trade-
based money laundering to work, the
exporter and importer must be colluded
and it is very possible that they belong
to the same parent company or owner.
In some cases the exporter and importer
can also be shell companies with no
actual operation. The basic techniques
of TBML include:

e over- and under-invoicing of goods
and services;

e over- and under-shipments of goods
and services;

e multiple invoicing of goods and
services; and

e falsely described goods and
services.

All of these techniques are not necessar-

ily in use in every country. Due to limited

space we only cover two examples

here, and will continue to discuss other

examples in coming issues.

Under-invoicing of goods and services

An exporter sells 100,000 calculators to
his foreign counterpart at a price of
$10 each, but in fact each calculator is
worth $30. Upon receipt of the goods,
the importer sells the calculators at $30
each and earns $3 million. He then pays
$1 million to the exporter. In effect, the
exporter has successfully remitted $2
million to the importer. The importer
then deposits the money into the
overseas accounts designated by the
exporter.

Exporter claims to sell 100,000 calculators at $10 each,
which indeed is worth $30 each
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Over-invoicing of goods and services

Alternatively, the exporter can sell his
calculators at $60 each to the importer.
In that case the importer has a
legitimate reason to remit $6 million to
the exporter, who then deposited the
funds into the accounts designated by
the importer.

Exporter claims to sell 100,000 calculators at $60 each,
which indeed is worth $30 each
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Importer remits payment of $6 million to Exporter

Red flags:

e The export price of the calculator is
substantially cheaper or higher than
the market price.

e The type of commodity being
shipped is designated as “high risk”
for money laundering activities,
which means, for example,
high-value, low-volume goods (e.g.
consumer electronics), which have
high turnover rates and present
valuation difficulties.

Recommendations:

e Banks should pay attention to trade
finance transactions in which the price
of goods is unreasonably higher or
lower than the market price.

e Special attention should be paid to
import and export of uncommon
products, as criminals would make use
of the product nature that its market
price may be hard to ascertain.

Over-shipments of goods and services

An exporter sells 10 million pieces of
goods to his foreign counterpart at a
price of $2 each, which is also the cost
of the goods, but in fact exports 15
million pieces. The importer then sells the
15 million pieces of goods at $2 each
and earns the revenue of $30 million. In
effect the exporter has remitted the
crime proceeds of $10 million to the
importer. After paying $20 million to
the exporter, the importer then deposits
the $10 million into the banking system

at the instruction of exporter for further
laundering of funds.

Under-shipments of goods and
services

At the same price as above, the
exporter can sell 5 million pieces of
goods to the importer but still claim to
the bank and customs that he is selling
10 million pieces. If successful, he could
in effect receive an extra $10 million
from the importer, but this time it is the
importer who wishes to send the crime
proceeds to the exporter in a foreign
country. In extreme cases, no goods
would be shipped at all.

Red flags:

e The size of shipment appears
inconsistent with the usual business
scale of the importer or exporter.

Recommendations:

e Banks should conduct ongoing
customer due diligence to have a
deeper understanding of their trade
finance customers.

e Banks should take note of shipments
that are inconsistent with the business
scope of their customers.

(To be continued)

(Content partly extracted from FATF Trade
Based Money Laundering Report dated 23 June
2006)
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GIF Information; Electronic STR Filing

Since GIF launched the service of
receiving electronic STRs via email in
2007, several Financial Institutions and
Casino Operators have submitted
application for this service.

By receiving e-STR via encrypted email,
a number of advantages can be
guaranteed, namely:
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If you have any suggestions and enquiries on
this newsletter, or like to have more copies,
please feel free to contact GIF.

Apart from e-STR received via email, GIF
is working on the project of on-line
reporting STRs which warrants a high level
of security and provides a more
user-friendly channel for reporting entities
when filing STRs.

Speed up STR’s delivery process.

e Enhance the security and confidentiality
of STR data.

Reduce the manpower for delivering
STR.

As internet is a widely used media of
communication, it is believed that on-line
reporting would correspond to the
e-Government policy in coming future.

Minimize the risk of losing STR and
other documents during delivery
process.
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The legislations on Prevention and Suppression of Crimes of Money Laundering and
Terrorism (AML/CFT) were enacted in April 2006. In August of the same year, the Financial
Intelligence Office (GIF) was established under the Executive Ruling, with the main functions to
collect, analyze and disseminate relevant information on AML/CFT to the law enforcement
agencies. GIF also coordinates the interdepartmental AML workgroup and liaises with the Asia-
Pacific Group of Anti-Money laundering (APG).

Non-compliance of entities with reporting obligations to the legal requirements under the
AML /CFT laws is considered as administrative offence, and is subject to a maximum fine of
MOP500,000 for a natural person and MOPS5 million for a legal person.

GIF aims to proactively promote the enactment and implementation of the AML/CFT Laws
of the Macao SAR government and looks for the cooperation of the supervisory authorities, legal
enforcement agencies and business entities that could work cohesively for the prosperity and stability

of the local financial system. - The Financial Intelligence Office





