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Red Flag Indicators of Trade -based Money Laundering Activities

These include situations in which:

91 Significant discrepancies appear between
the description of the commodity on the bill
of lading and the invoice;

9l Trading of high-value, low-volume goods, 9 The commodity is transhipped through one
which have high turnover rates and present or more jurisdictions for no apparent eco-
valuation difficulties; nomic reason;

9l The type of commodity being shipped ap- 9 The method of payment appears inconsis-

91 Significant discrepancies appear between pears inconsistent with the exporter or im- tent with the risk characteristics of the trans-
the descriptions of the goods on the bill of porterdés regul ar busi n adien; Farcexample, the usesof an advance
lading (or invoice) and the actual goods ¢ The shipment does not make economic payment for a shipment from a new supplier
shipped; sense; For example, the use of a forty-foot N & high-risk country;

9 Significant discrepancies appear between container to transport a small amount of rela- | The transaction involves the receipt of cash
the value of the commodity reported on the tively low-value goods; (or other payments) from third party entities
invoice and the <co mnqp-,ché ctor‘vin%éity isfsﬁiﬂpéd to (glaf,abrh)g}uris_ that ha\{e no apparent connection with the
value; diction designated as URI59¥Rh risko for money

9l The size of the shipment appears inconsis- laundering activities;
tent with the scale of the exporter or im-
porterds regular business activities;
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Office, being Admitted as a Member of The Egmont Group
Macao Special
Administrative Region
Government
Address: Avenida Dr. Mario

Soares, Nos. 307-323,
Edi ficio @ABanTheEggont Group was established in Brussels, Belgium in June 1995, as an informal international

On 26 May 2009, at the Plenary Meeting of the Egmont Group in Qatar, Doha, Financial Intelligence

commitment and responsibility of Macao SAR in the fight against money laundering and financing of
terrorism (AAML/ CFTo) .

Chinabo, 220 9antdhagr,ing for financi al intelligence units (AFI Uso)
Macau The Secretariat is located in Toronto, Canada. Up to present, there are a total of 116 FIUs from different
jurisdictions joining the Egmont Group.
Tel: (853) 2852 3666 o ) ] )
Fax: (853) 2852 3777 The ok_)]ec_tlve of_the Egr_nont Group is to p_rowde a forur_n for FIUs _around the world to improve co-
operation in the fight against money laundering and financing of terrorism and to foster the implementa-
E-mail: info@gif.gov.mo tion of domestic programs in this field. This support mainly includes expanding and systematizing inter-
Website: http://www.gif.gov.mo national co-operation in the reciprocal exchange of information, as well as offering trainings to improve

the expertise and capabilities of personnel employed by FIUs and promoting the establishment of FIUs
If you have any suggestions and en- with other jurisdictions.
quiries on this newsletter, or like to
have more copies, please feel free to

contact GIF.

As a member of the Egmont Group, GIF is not only fostering the co-operation with other jurisdictions, but
also getting updated cross-border typologies information, which further strengthens the efforts to fight
against money laundering and financing of terrorism.
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and typologies to the supervisory agencies and
reporting entities.

9 As compared with 2008, the total number of STRs received by GIF for the first 6 months
of 2009 has increased by 25%. Reporting entities are becoming more vigilant to their
reporting obligations.

9 For the first 6 months of 2009, STRs received from financial institutions and gaming sec-
tors constituted 36% and 63% of total respectively.

9 From January to June 2009, a total of 22 STRs were sent to the Public Prosecution Of-
fice for further investigation.


http://zh.wikipedia.org/w/index.php?title=1995%E5%B9%B4&variant=zh-mo
http://zh.wikipedia.org/w/index.php?title=%E6%B4%97%E9%8C%A2&variant=zh-mo
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INTERNATIONAL TREND I COMPLEX TRADE-BASED MONEY LAUNDERING TECHNIQUES (2)

Trade-based money | aundering

ATBMLO is an

ingly important money laundering and terrorist financing vulnerability.

i mportant

channel

TBML practices vary in complexity. The most basic schemes are fraudulent trade practices (e.g. under- or over-invoicing of receipts). However,
more complicated schemes integrate these fraudulent practices into a web of complex transactions, which also involve the movement of value
through the financial system (e.g. cheques or wire transfers) and/or the physical movement of banknotes (e.g. cash couriers). The use of these
complex transactions further obscures the money trail and complicates detection.

Case Studies

This following section provides a number of case studies that illustrate the various ways that trade-based money laundering techniques can be
used separately or in combination with other money laundering techniques to obscure the origins of illegal funds and complicate efforts to trace

this money.

Case 1 Using Other Means of Payment to Purchase Goods and Services

An importer buys counterfeit goods from Country A using a letter of credit and sells them for cash. The importer deposits the money into bank
account and arranges a subsequent letter of credit. Afterwards, the importer purchases additional counterfeit goods from Country A using the new
letter of credit and repeats doing the same transactions frequently. The importer is actually acting on behalf of a criminal group to launder criminal
proceeds, he thinks that the use of letter of credit related to trade transactions will increase the appearance of legitimacy of these transactions and

reduce the risk of detection.

Red flags:

fThe type of
lar business activities;

commodity being

I The transaction involves the use of repeatedly amended or frequently extended letters of credit.

Recommendations: (,7@
I Banks should conduct ongoing customer due diligence to have a deeper understanding of their \\/( /;Q

trade finance customers;

9l Special attention should be paid to import and export of uncommon products, especially when it

is on a repetitive basis.

shipped appear

Case 2 Multiple Invoicing of Goods and Services

Criminal group imports counterfeit goods from Country A

s @rx7
{ k8 fProceeds
07 sale of

|4 counterfeit
“goods ﬁ\—>
‘JQ Bank /

Country A
good manufactul
(%

Criminal group purchases counterfeit goods with letters of credit

An organization sells illegal drugs in Country B, then smuggles the cash into Country C. The money is used to purchase luxury goods in designer
fashion stores, which are then exported back to Country B and resold by a shell company, the proceeds from the sales of these luxury goods are

deposited into the
invoices for one single transaction.

Red flags:

| The transaction involves the use of shell companies;

9 Multiple invoices are used in a single transaction.
Recommendations:

Country Bos

banking

I Banks should regularly monitor the business pattern and sales activities of merchants,

especially for international trade;

9 Banks should keep track on the trade pattern of luxury goods, as criminals would make use
of these products given that its market price is hard to ascertain.

Case 3 Over-invoicing of Goods and Services

An alternative remittance

system

(ARS) oper

system. It is

d i sissoing enulteple

Luxury goods purchased in Country C are exported to Country B
and sold by a shell compan

) [ ~—Colmtry ‘Exl
q;_é‘ .,;;_E % /

Désigner cluth[ﬁ;ﬂ_

organsation Y A
~

Cash from drug sales smuggled into Country C

ator (e.g. a

Country E, so he colluded with the exporter in Country E, who agreed to significantly over-invoice an importer in Country D for the purchase of
surgical goods. The ARS operator in Country D transferred funds to the importer to cover the extra cost related to the over-invoicing. And the
exporter in Country E used the over-invoiced amount to settle the outstanding account with the ARS counterpart in Country E. Actually the market
price of the shipped surgical goods is much lower than the invoice price, and the operator in Country D was then able to transfer the funds to set-

tle his account using the international trade transaction to justify payment through the financial system.

Red flags:

fThe type of commodity being

shipped is des

tivities, e.g. high-value, low-volume goods (e.g. consumer electronics), which have high turn-

over rates and present valuation difficulties;
9l The export price is substantially higher than the market price;

9 significant discrepancies appear between the value of the commodity reported on the invoice

and the fair

Recommendations:

commodi tyods

mar ket

val ue.

9§ Banks should pay attention to trade finance transactions in which the price of goods is un-

reasonably higher or lower than the market price.

(Content partly extracted from FATF Trade Based Money Laundering Report dated 23 June 2006)

Exporter ships surgical goods to the Country D

| Outstanding ARS
|_accounts settled

operator

Importer remits payment for surgical goods
plus payment for outstanding ARS account

< <

enfts arcincieasi n a |

e Xy

t hat

f & cownterpastydim r 0 )

or



\ B 4 o \ g4 o

< < < < < < < <

Financial Intelligence Office Newsletter Issue No.2 Financial Intelligence Office Newsletter Issue No.2
= Er =
4. v dE" o , K
v Y YK wSz v© Yw"rm 3 6 g kY . .
e< < < -B 6M
“dEeg Y K" dEOQ srv(as ma 5 E wo = 1 9
r 280 rvw 9 a \ \ C% )6 @ @& N)inoT AUN e wuwv 2007e R & swnma =~ 2
T K N3 5 Ywrrw 4 K 00 &' rvU4YA O NéK N X T & = Dogm QAse W 97 1
, K 87 0 wz s rv E W As &~ T /s NGO ° 3
. a l a” - 9 Y 9 & O N N A
Ny T a v Tdow 97 R "@m m/ dEUWr n~ 2 K yn 33 N7, . S__ ‘w Y - . . . ,?w
. q q X s s ! pkyg O wr G as Ne 9 Gsl vy ®m D1
6 Y\ rB rv "0O0 [s®)s 3
K nnopl e ) 6‘ 2 bl eﬂ&*c-l A AS@.,mO: vom

- . . . 5 . eaplda R Vow & Do -
8E ~yn  HEY A 1 " v ® \NUBE ® VAs & st A " An  UmbuwsE f gm Os@ \s s Na 3 s dnnp AYNv dkh v s i
in“ﬂn oar’ vflfj y ) "E[j/q z ws E ¢ M M % “é& w AT nA T 04z ° nvw srv @ E 50s Ns  w@ASB v s§é&e s N8
n HEs a Iy vy Z39p 0 q 3 o Tur & mAs &

2 4§W\“7 f b 0 Is Vi M 4 .

v *E E YU .
L e 1 sm  Osm Vs sns w &
vﬂ[vHE inadé A @ y V" Nn 4 \unawzéa ® * " 4s 4\ 5

© a >
1T & Go " As Ny U m v A's 0 57 o
’

o -~ 5 - o o p '[n é
T N / 8 a wh m [ S y 5 PREEESEEETAERR e ’

S - ny s Y Wk T8 v WK R = TR

© na SEUFgdwWXa~ Sei BKNA ~ WK T zm/I\ 93" A"H gD® g D 0
K v B 17 Nes"  KC Uma“ . Tn \vy ' 1 Wi 1" EKB H s D 3 100 y B8k &LLJX 6 , & w\
k7 s DAf wls mi QAs B ~ & q X & w in zT:"E 7Q 1Twi o yé v thr oi u Vm RK o3 m R VA Dy . s d0ng
na N kgrvd 55 C IR R S RIS B SR IR w~ q As \ g & N
2 j\le’Xe T(] '\lo wr O T a ™H gDmm/\ 9d8s R Voow
frv pon” D23 — . S een ] v 7 8D O ¥ s As
T : o i Py N s 6yVv X G ® “As, T 2
VKrvzona q \.;—‘%( . Xwf a &r v s, T
. R 144 . w
2" . > - e j‘i’%%@-{/\ 1 s W a« 10 As
T & q As Et Wi 9 3 -~<-<\,\;xuo 2 N o WK A§ uB KM mé v q
T a y 17 v EwNvy 1" Noqwat MoK s YWk muy & v WK R suw
oo tny AR vd F00azZ - Avék WN m 3
EEESHRORA NI CE T°H ¢ Dk b A\ A
3 2 ~ §E N 1wz O | 6 » d
3
K vD “ANLE DAl ternative RemiEt thameé 0FHyasvadEm daARS ok E N P w 1 | \ 5 R K As 3
v lid E " E n~N3Z ~ e [ 1"« D wobD “ANLE = a - 1 ° D q
VB E NP Ugd E ~ " E ro E "ALE =i 4r zw Qe 17 H
TOfAv - wOD “ANLE RS vyin vp G 3 \ 4
2
[ m 1 97y LU wa 6 n~
T2 K Mwzm AT L 3
1 E v H 5]
1 : 17 H ' 4
TR
1T & % rvg 17 To3 7y vefivH
q

T Yooe 63 2% FATF Trade Based Money Laundering Report) -6- -3-



