
- 8 - 

 

These include situations in which:  
¶ Significant discrepancies appear between 

the description of the commodity on the bill 
of lading and the invoice; 

¶ Significant discrepancies appear between 

the descriptions of the goods on the bill of 
lading (or invoice) and the actual goods 
shipped;  
¶  Significant discrepancies appear between 

the value of the commodity reported on the 
invoice and the commodityôs fair market 
value;  
¶ The size of the shipment appears inconsis-

tent with the scale of the exporter or im-
porterôs regular business activities;  

ⱴ ṇ   

¶ ᵷ ᴻ ṟⱴϣẕ₥ ᾠ

ᵷ ᶰ ╖ Ϩ  

¶ ↕᷀/ᴕᴱ Ḹ ᵌ

Ϩ  

¶ ῡỌ ϣ₂ẫⁿṇᴋ 40 ᶁ

ᴵ ᶰ ᵿ ἥ Ϩ  

¶ ₭Ͽ◙₃ỴЀᴋ⁮ ╖

Ч Ш ẙ Ϩ   

⁮ ᷅ ᶰᴠ  ϩףּ

¶ ↕ ᴢ☼ ᷀ ᴵ Ϩ  

¶ ẚ Ͽ◙ Ѐᴢ

᷀ ᴵ Ϩ  

¶ ᴢ Ḥ ᴢ ᷀

ᴵ Ϩ  

¶ ᷀/ᴕᴱ Ḹ ᵌ Ϩ 

¶ ᴋ ◙ả ẙ Ử ⸗

Ϩ  

¶ ɵ ᶑּכ ₥ṟⱴ ᵌᴋ ϣ₂ẫẎᴋ

₁ Ϩ  

¶ ᵷ ᴟ Ͽ◙₥ᶴ Ѐễᴕ ṟⱴ

ῡỌ⸗ ϥ  
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GIF Information: Financial Intelligence Office of Macao SAR 
being Admitted as a Member of The Egmont Group   

On 26 May 2009, at the Plenary Meeting of the Egmont Group in Qatar, Doha, Financial Intelligence 
Office of Macao SAR (ñGIFò) was officially admitted as a member of The Egmont Group, reflecting the 
commitment and responsibility of Macao SAR in the fight against money laundering and financing of 
terrorism (ñAML/CFTò). 

The Egmont Group was established in Brussels, Belgium in June 1995, as an informal international 
gathering for financial intelligence units (ñFIUsò) worldwide to foster better communication among FIUs. 
The Secretariat is located in Toronto, Canada.  Up to present, there are a total of 116 FIUs from different 
jurisdictions joining the Egmont Group. 

The objective of the Egmont Group is to provide a forum for FIUs around the world to improve co-
operation in the fight against money laundering and financing of terrorism and to foster the implementa-
tion of domestic programs in this field. This support mainly includes expanding and systematizing inter-
national co-operation in the reciprocal exchange of information, as well as offering trainings to improve 
the expertise and capabilities of personnel employed by FIUs and promoting the establishment of FIUs 
with other jurisdictions. 

As a member of the Egmont Group, GIF is not only fostering the co-operation with other jurisdictions, but 
also getting updated cross-border typologies information, which further strengthens the efforts to fight 
against money laundering and financing of terrorism.  
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If you have any suggestions and en-
quiries on this newsletter, or like to 
have more copies, please feel free to 
contact GIF.  

ᵦ ϩ ᵦ ᷃ᴕἂ  

ἂ ⱱ 5 ᶔ 26ᶒẚ᷿ ả ἅ ἂ ẹ ᵍϣ ḸẺ

˱ϣ ẚ ḭ ᵷ ◑ ᴢ ιᴵ ᵷ☿ ϥ  

ἂ ⱱ 1995ẹềṘϣ ᴋ Ṋẍẙ ề ḸẺ ϣ₥ ⱱ᷃ ᴵ

ả ảḤϥ ỵ ϣṸỌ 116 ↕ẙ ᷃ᴕᴑἂ ϥ  

ἂ ṑ ẍ ₁ᴋ ṟ Ḅ ṟⱴ Ḧḓϣ ẍ ᵷ

כּ ṟ ᵷẐἢϣ᷃ ☼ ᵸ ᶍ ϥ₥ᶬ ṭ ϣ ᾬᵩאḄ ṟⱴ

ᵀἢ ⁪ᵒ  ᵯϣẈ ₁ ᷃ ẍẙ ᴓ ᵩא ᴚϣ⁪₴ἷẍẙ

ềṘ ᵐ ϥ 

ề ἂ ϣɜ ἠḄ ᷃ ₥ᶴ ᵷẙ ṘẐἢ ϣṠ ℗

ᵷ Ṁ ϣ ỬιỌ ẙḭ ᵷ ◑ᶬ ϥ 

Red Flag Indicators  of Trade -based Money Laundering Activities  

¶ Trading of high-value, low-volume goods, 

which have high turnover rates and present 
valuation difficulties;  
¶ The type of commodity being shipped ap-

pears inconsistent with the exporter or im-
porterôs regular business activities;  
¶ The shipment does not make economic 

sense; For example, the use of a forty-foot 
container to transport a small amount of rela-
tively low-value goods;  
¶ The commodity is shipped to (or from) a juris-

diction designated as ñhigh riskò for money 
laundering activities;  

¶ The commodity is transhipped through one 

or more jurisdictions for no apparent eco-
nomic reason;  
¶ The method of payment appears inconsis-

tent with the risk characteristics of the trans-
action; For example, the use of an advance 
payment for a shipment from a new supplier 
in a high-risk country;  
¶ The transaction involves the receipt of cash 

(or other payments) from third party entities 
that have no apparent connection with the 
transaction. 
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227/2006 ἅ ╗ᾯṕỬềṘϣ⁪ ᵒễ Ϥᵩ

ᵷẎא כּ ₁ Ṁ ↕ ἷ ◑ᶬ

Ṁ Ọ ᴚϣ ᴢ ₣ כּ

ἅϥ 

 

Ḵ ᵦ ₥ᵍᴋ ᶬ ễ Ḅ ṟⱴ

Ὅ˱˹ЧSTRШ˺ ἢ᷀╖ ϣ˱⁪Ẏẍ ᾇ

₁₤ ◕ ϣẫḄ ṟⱴ ᵷ Ṭ

ϥ 

 

¶ 2008ẹᴢ᷊ẹᶚ ϣḴ ᵦ ⱱ 2009ẹᴢ᷊ẹ☼ễ₭ STR ᴢᵲ 25%ϣ ⸗ ᶒ

Ỵᵁ ϥ 

¶ ⱱ 2009ẹᴢ᷊ẹϣ₃Ỵ STRἜ 36%ϣỬṊ ᵦḌ STRἜ 63˶ ϥ 

¶ 2009ẹᴢ᷊ẹḴ ᵦ Ẏ STRṸ 22Ṱϥ 

 Ḅ ṟⱴ Ὅ  ˹ᴢ᷊ẹ˺ 

 Suspicious Transaction Reports Statistics (Semi -Annually)   

The Financial Intelligence Office (ñGIFò) was set 
up under Executive Ruling no.227/2006 on 8 
August of 2006 with the core function of collect-
ing, analyzing and disseminating information on 
suspicious transactions of money laundering and 
terrorist financing. The setting up of the Office is 
to cope with the implementation of Law no. 
2/2006 and Law no.3/2006 on Prevention and 
Suppression of Crime of Money Laundering and 
Prevention and Suppression of Crime of Terror-
ism.   

 

Another important duty is to extract statistical 
data periodically from STRs received, and to 
provide instructive information such as trends 
and typologies to the supervisory agencies and 
reporting entities. 

 

¶ As compared with 2008, the total number of STRs received by GIF for the first 6 months 

of 2009 has increased by 25%.  Reporting entities are becoming more vigilant to their 
reporting obligations.   

¶ For the first 6 months of 2009, STRs received from financial institutions and gaming sec-

tors constituted 36% and 63% of total respectively.   

¶ From January to June 2009, a total of 22 STRs were sent to the Public Prosecution Of-

fice for further investigation.  
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2009 

Jan - Jun  
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( 47%) 
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ṟⱴϣ₂ẫ╖ ₯ ףּ Ὅϣᶰ ᵌẐ

ṟⱴ Ϥṟⱴ ╖ ◙ᶰả

ᶊ ᵒẈᴋΩ ᴓ ϥ 
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ỌḄ Ṁ ☼ ϥ Ồᵐḙϣ ₃Ỵḭ

ᵷ ◑ ᶑ ϣ

ἅẎ ϥ 

ϩ 

¶ ṟⱴ₃Ỵ Ϩ 

¶ ᶊḵ ₁Ọ ṟⱴᵐ ⸗Ϩ 

¶ ᶊἳṇ ᴓᶊᴱἢ ṇ ϥ  ˱

ϩ 

¶ ᶊ₃Ỵḭ ᵷ ◑ ᵐ

ϣ ₥ Ṙ ϣ ₯╖ ᵣ

ϣ ᶇᵷ ᾑϨ 

¶ ₃Ỵḵ ᶺᵩ ἅ ἱ

(FATF˺ ᴞ◙ẚ₯ ẏ ᵍ ᵐ ṟⱴϥ

ừ ₯ Ọ₃□ᵐ ᶊ ᶗ

ϣ⁪ⱱỌ ᴠẎףּ ἢ᷀ Ϩ 

¶ Ẏ ᶊᴑ ₥ᵌẐ ṟⱴ Ẻ◙ῡỌ

ṑ ᵐṟⱴϨ 

¶ ᶊἳṇ ᴓᶊᴱἢ ṇ ᵐ ⱱ ᵝ

ϣἠ ἅṠ ᴕᴑ ᶊᶰ ╖ ᶊᵐ

ṟⱴṑ ϥ 

ᴋ˱˱˱₃Ỵ ᵐḄ ṟⱴ 

ᴒ  ˱ ἳṇ Ṇ ᶊ 

ϩ 

¶ ᶊ Ọᴓ⁪ Ọᴓϣᶰᵷ ᴓ ᶊ

Ọᴓ⁪ ◙ ề Ϩ 

¶ ṟⱴᶬ ᵍⱱ ϣỒỌἱⱱḸ ₪

ϣḄ ἳṇᵣ ỡἳ ᴋ ṵϥ 

ϩ 

¶ ṘỌ ᵣ ᵷ ᾑᶰ ἱ ᶊ

ỌᴓϨ 

¶ ᶊ Ọᴓ◙₥ Ọᴓ ϣ

ᶊ◙ ᴓתּ ἅ᷃

ᾑᵷ ϣ᷅ ᴓ ᾯṕϤ ῏

ᶊ ₁ ḙ ᶎṬ◙ Ϥ ẙ ₃ ᵷ

᷃ ϥ  ˱

DṶṆⱱ XYZ ₪ᵦḌ Ṙ ᶊϣ⁪ EṶṆᶶ

₥ ṟⱴϥDṶṆ EṶṆ ꜝᵶ

ϥⱱ ᶊ Ṙ ᴋ ᶔᵣϣEṶṆ

ᾶ ṟⱴ ᴋợốϣ☼ ἳ 5˵00,000ϥ₥

DṶṆ ṕ ₪ᵦḌ ☼Ọἳ □₥ ἅ

 ᴓ ᶊϥẕṟⱴ ᵷ Ẻ ᶊễᴕᵌ ϣ

XYZ ₪ᵦḌ Ồ ṟᵒ ϥỬ₥

Ẏ ἅ ℗ ᵣ ϣ

ỵ EṶṆϣỬ EṶṆḸ ᵷᴋ╕ ᵍ

Ω Ṭϥ 
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An importer buys counterfeit goods from Country A using a letter of credit and sells them for cash.  The importer deposits the money into bank 

account and arranges a subsequent letter of credit.  Afterwards, the importer purchases additional counterfeit goods from Country A using the new 

letter of credit and repeats doing the same transactions frequently.  The importer is actually acting on behalf of a criminal group to launder criminal 

proceeds, he thinks that the use of letter of credit related to trade transactions will increase the appearance of legitimacy of these transactions and 

reduce the risk of detection.  

Red flags:  

¶ The type of commodity being shipped appears inconsistent with the exporter or importerôs regu-
lar business activities;   
¶ The transaction involves the use of repeatedly amended or frequently extended letters of credit.  
Recommendations:  

¶ Banks should conduct ongoing customer due diligence to have a deeper understanding of their 

trade finance customers;  
¶ Special attention should be paid to import and export of uncommon products, especially when it 

is on a repetitive basis.  

Red flags:  

¶ The type of commodity being shipped is designated as ñhigh riskò for money laundering ac-
tivities, e.g. high-value, low-volume goods (e.g. consumer electronics), which have high turn-
over rates and present valuation difficulties;  
¶ The export price is substantially higher than the market price; 

¶ Significant discrepancies appear between the value of the commodity reported on the invoice 

and the commodityôs fair market value.   
Recommendations:  

¶ Banks should pay attention to trade finance transactions in which the price of goods is un-

reasonably higher or lower than the market price.  

An alternative remittance system (ARS) operator (e.g. a ñhawaladarò) in Country D wanted to settle an outstanding account with a counterparty in 

Country E, so he colluded with the exporter in Country E, who agreed to significantly over-invoice an importer in Country D for the purchase of 

surgical goods. The ARS operator in Country D transferred funds to the importer to cover the extra cost related to the over-invoicing.  And the 

exporter in Country E used the over-invoiced amount to settle the outstanding account with the ARS counterpart in Country E. Actually the market 

price of the shipped surgical goods is much lower than the invoice price, and the operator in Country D was then able to transfer the funds to set-

tle his account using the international trade transaction to justify payment through the financial system.  

Red flags:  

¶ The transaction involves the use of shell companies; 

¶ Multiple invoices are used in a single transaction.    
 Recommendations:  

¶ Banks should regularly monitor the business pattern and sales activities of merchants, 

especially for international trade;  
¶ Banks should keep track on the trade pattern of luxury goods, as criminals would make use 

of these products given that its market price is hard to ascertain.  

An organization sells illegal drugs in Country B, then smuggles the cash into Country C.  The money is used to purchase luxury goods in designer 

fashion stores, which are then exported back to Country B and resold by a shell company, the proceeds from the sales of these luxury goods are 

deposited into the Country Bôs banking system.  It is discovered that forged documents are used to export these goods, which issuing multiple 

invoices for one single transaction.  
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INTERNATIONAL  TREND ï COMPLEX TRADE-BASED MONEY LAUNDERING TECHNIQUES (2) 

Trade-based money laundering ñTBMLò is an important channel of criminal activity and, given the growth in world trade, it represents an increas-
ingly important money laundering and terrorist financing vulnerability. 

TBML practices vary in complexity. The most basic schemes are fraudulent trade practices (e.g. under- or over-invoicing of receipts). However, 
more complicated schemes integrate these fraudulent practices into a web of complex transactions, which also involve the movement of value 
through the financial system (e.g. cheques or wire transfers) and/or the physical movement of banknotes (e.g. cash couriers). The use of these 
complex transactions further obscures the money trail and complicates detection. 

Case Studies 

This following section provides a number of case studies that illustrate the various ways that trade-based money laundering techniques can be 
used separately or in combination with other money laundering techniques to obscure the origins of illegal funds and complicate efforts to trace 
this money. 

Case 1    Using Other Means of Payment to Purchase Goods and Services  

Case 2    Multiple Invoicing of Goods and Services   

Case 3    Over-invoicing of Goods and Services   

(Content partly extracted from FATF Trade Based Money Laundering Report dated 23 June 2006) 
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ⱴ Ṁ ᴋ ϣṠẕ ᶨ ⱴ ϣⁿ₥ ề ᵷ ◑ ᵍ ᴋ ϥ 

ⱴ ᶑẺᶒ ϥ Ḵ ᶑẺỌ ◕ṟⱴ(ẫᵿ ◙ả ᷀ᴕᴱ )ϣỬ ᶑẺ ⁮ ◕
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ṟⱴ ᴋ῍ ₃ ᵷ Ẏϣⁿṟⱴι ϥ 

₂ᴷ 

ᶰᴠ Ṱ ả ⱴ ᶑּכϣ ᵍ᷅ Ṙ ◙ ₥ᶴ ᶑẺṸẈⁿṇ ₂ᴷϣᶰ ᵌּכ ₃

ᵷᶷ ιὢ ϥ  ˱

ᴋ ⱱ D ḸẺ   ϿAlternative Remittance System òARSóЀ ἢᴓϿ₂ẫòHawaladaróЀ ₭ E ᶰ ᶖ ϣ

ⱱ ᶴᵭ E ᷀ᴱ ᶰᵌẐ ḙ ᶋ ₭ D ϣỬ D ḸẺ   ἢᴓ ả ᵒ D

ᴕᴱ ᶰⱣ ϥᵷ E ᷀ᴱ ṟᵒ E ḸẺ   ἢᴓἢ ϥ⁭ ᴢϣ ᾯḙ ᶋ Ḥ

ἥⱱ ϣỬ D ḸẺ   ἢᴓ ⱴẙἳṇ ⱴᵷ ἅ  ₃ ϥ 

ϩ 
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ϩ 
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ᴕᴱ ᶰ ṇ ᾘẺẎ A ⁪ ᷀ᶰ ℗ ϥᴕᴱ ℗ Ắᴕ ἅ ᶊ⁪Ẳ ṇ ϥ₥ ϣᴕᴱ

ἳṇ ṇ ιả ᵷ ẙ Ἕṟⱴϥ ᴢϣᴕᴱ ᶶṀ Ṁ ☼ ễ ϣᶴ ἳṇ

ṇ ᾘẺ₃ ἅ ṟⱴ ṟⱴ Ẑּכ◕ᵷ ἥ ϥ  
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ϩ 
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ᴒ    n ṇả /ꜜ  

ᴋ ⱱ B ᵣ ⁪ ễᴕ“ ₭ C ϥ₥ “  ἳṇ ⱱẏ ▄ᵣ ϣ⁪ ᷀ᴱ₭ B
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