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GIF InformationGIF InformationGIF Information  

GIF was invited by DSF to present in a seminar titled ñAML/
CFTðresponsibility and risk for Auditors and Accountants ñ on  
27th May 2011 .  
 
On 13th August 2011, GIF was invited by the Macau Institute of 
Financial Services to present in the ñAML/CFT Training Pro-
gramò for two banks. 
 
The Macau Association of Banks, the Macau Insurersô Associa-
tion and AMCM organized the seminar ñOperation and Supervi-
sion of the Gaming Industryò on 7th September 2011. GIF was 
invited as one of the presenters to give a presentation on AML/
CFT issues in the seminar. 
 

 

Seminars held with Different Organizations  
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 STR ˹Ṱ˺ 
2011ẹ 

1ỵ6ᶔ 

2010ẹ 

1ỵ6ᶔ 

Ṋ ᵷ  
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(30%) 

131 

(30%) 

Ṋ╬  
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4 
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26 
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Suspicious Transaction Reports Statistics (2011 Jan to Jun)   

 Number of STRs 
2011 

Jan to Jun 

2010 

Jan to Jun 

From  Financial  Institu -

tions  and  Insurance    

Companies 

223 

(30%) 

131 

(30%) 

From  Games  of  

Fortune Operators 

519 

(69%) 

280 

(64%) 

From Other Institutions  
4 

(1%) 

26 

(6%) 

Total 746 437 
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д The total number of STRs re-

ceived by GIF from 2011 Jan 

to Jun increased by 71%, as 

compared with the same pe-

riod in 2010.  

 

д STRs received from financial 

institutions and gaming sec-

tors constituted 30%and 69%

of total respectively.  

 

д A total of 31 STRs were sent 

to the Public Prosecutions Of-

fice for further investigation. 
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ᵣ Ỵ2009ẹ3ᶔFATF and APG Joint Report ñVulnerabilities of Casinos and Gaming Sectorò 
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Case Studies  
Falsified Player Ratings  
 
An ex-employee of one casino was able to purchase a 
house by cash shortly after his resignation.  The family of 
this person is alleged to be involved in illegal drug activity 
and it was suspected that the funds used for purchasing 
the house were provided by his family. The person, how-
ever, was able to show ñplayer ratingsò from a second 
casino to show how he had turned HKD20,000 into  
HKD6,000,000 in two weeks.   It was observed by the 
second casino to be an abnormal transactions and the 
case was reported to both the law enforcement and the 
FIU.   
 
He was under surveillance of the second casino and was 
found that he met a dealer every time after his play. It was 
proven that the dealer was his accomplice falsifying these 
player ratings. 

Red Flags :  
¶ Large sums of spending by casino staff whose 

money came from unexplained sources; 
¶ Frequent and suspicious meetings between patron  
 and staff.  
 
Recommendation:  
¶ Casinos need to develop reports that can analyze 

customer activity over a specific, yet flexible period 
of time to see the reasonableness of the patronôs 
gaming activities; 

¶ Casinos must keep its training programs current 
and to raise the awareness of the employees that 
they could be a possible vehicle exploited by the 
criminals. 

Using Third Parties and False Identities  
 

A person of a drug trafficking organization, utilising the 
proceeds from drug sales,  elevated his  previously 
modest gambling practices to that of a high-roller. The 
person paid some third parties at the casino to pur-
chase chips for him. After gambling, he would cash out  
some of these third-party purchased chips, claiming 
they were his gambling winnings. According to casino 
gaming system, more than HKD2,000,000 discrepancy 
was found between chip purchases and cash out. The 
system also indicated that he used aliases and multiple 
identification documents in numerous occasions. He 
even refused to provide any form of identification in 
some transactions.      
 

Red Flags :  
¶ Sudden change of gaming habit; 
¶ Unknown chips source; 
¶ Indication of same individual possibly using differ-

ent  type of valid/false identification documents. 
 

Recommendations:  
¶ Casino gaming system should be able to produce 

exception report indicating irregular gaming pattern 
and management should review it periodically; 

¶ Adequate training should be provided to front-line 
employees to detect possible false identities (e.g. 
same individual using various types of identification 
documents in different occasions). 

Staff  Corruption  
 
Some gaming machines are controlled by software that 
have certain override features or ñback doorsò that give 
key casino staff the ability to force jackpot payouts.   
 
Internal Audit Department of a casino found out that 
jackpot winnings were frequent and unusual.  Investiga-
tions revealed that drug dealers bribed casino staff who 
accessed the override features and rigged a number of 
machines for the drug dealers to play and win jackpots 
from their drug proceeds.  
 
 
 

Red Flags :  
¶ Unusual jackpot pay-

outs to a single person 
or a group of associ-
ates; 

¶ Jackpot payouts only 
concentrate in a num-
ber of  gaming ma-
chines. 

  
Recommendations:  
¶ Gaming machines and their software should be de-

signed to minimize or even avoid the overriding fea-
tures; 

¶ Internal controls should be in place to spot out un
 reasonable winnings. 

ᴒгᴋᴋẹᴜᴋᶔ November  2011 

Content extracted from FATF and APG Joint Report ñVulnerabilities of Casino and Gaming Sectorò of March 2009 
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Methods include:  

¶ Failing to file suspicious transaction reports or large transactions reports; 

¶ Destroying documents/transactions reports related to due diligence or reporting processes; 

¶ Falsifying player ratings and other gambling records to justify the accumulation of casino chips/gaming machine 

credits. 

 

Exploitation of Gaming Equipment  

.Vulnerabilities have been raised for gaming equipment and machines with a potential to impact on the integrity of 

the operation.  Criminals may try to collaborate with casino employees to exploit gaming equipment and associated 

computer systems to achieve theft and money laundering in the casino. 

 

False Documents  

As with financial institutions, money launderers use false docu-

mentation to disguise the origin of criminal proceeds and to pro-

tect the identity of those laundering the proceeds. 

 

False identification documents are often used for conducting 

financial transactions at the casino, opening casino accounts, 

undertaking gambling transactions and redeeming winnings. 
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Following the previous issues regarding the  common money laun-

dering methods pinpointed in the study jointly carried out by the 

Asia/Pacific Group on Money Laundering (APG) and the Financial 

Action Task Force (FATF), we will continue in this issue to take a 

look at the last two methods - óEmployee Complicity ô & óFalse 

Documents ô. 

 

Employee Complicity  

Employee complicity is another method in which third parties are 

used for facilitating money laundering. Individual employees or 

organised groups comprising of staff from different departments conspire with customers to enable money laundering 

transactions to go undetected.    

International Trends and Developments  ð  

Employee Complicity  & False Documents   

ᴒгᴋᴋẹᴜᴋᶔ November  2011 

Content extracted from FATF and APG Joint Report ñVulnerabilities of Casino and Gaming Sectorò of March 2009 
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INTERNATIONAL TRENDS AND DEVELOPMENTS ð 

Indicators of Money Laundering for Employee Complicity and Using False Documents  
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Employee Complicity  

¶ Contact between patrons and casino staff outside the 
casino. 
¶ Supposed winnings do not correspond with recorded 
winnings. 
¶ Dramatic or rapid increases in size and frequency of 
currency exchange transactions for regular account hold-
ers. 
¶ Large sums of cash from unexplained sources. 
¶ Associations  with  multiple  accounts  under  multiple 
names. 
¶ Transactions on casino accounts conducted by persons 
other than the account holder. 

¶ Deposits into casino account using multiple methods. 
¶ Cheques issued to a family member of the winner. 
¶ Multiple individuals sending funds to a single beneficiary. 
¶ Third party presents for all transactions but does not participate in the actual transactions. 
¶ Transferring funds into third party accounts. 
¶ Use of third party, an intermediary or gatekeepers (accounts and lawyers) to undertake transactions or 

wire transfers. 
¶ Use of remittance agents to move funds across borders. 
¶ Use of third parties to purchase gaming chips or conduct wagering. 
¶ Junket tours where funds can be concealed amongst the pool for the group. 
¶ Cash handed to third party after cash out. 

Using False Documents and Counterfeit Currency  

¶ Associations with multiple accounts under multiple names. 

¶ Purchasing chips or undertaking cash transaction and immedi-

ately leaves casino. 

¶ Transferring funds into third party accounts. 

¶ Use of multiple names to conduct similar activity. 

¶ Use of altered/fraudulent or stolen identification to conceal iden-

tity. 

¶ Customer due diligence challenges, e.g. refusal, false docu-

ments, one-off/tourist or passing trade. 

¶ Inconsistent identity information presented. 

¶ Refusal to provide identifications or false identification. 

¶ Using false or multiple identification numbers. 

¶ Refusing to provide required identification. 


